RUQ:MawdiGd or type unknown

Instalacja routera pfSense
na Proxmox od PUQ.

pfSense to dystrybucja firewall/router oparta na FreeBSD.

pfSense jest przeznaczony do zainstalowania na komputerze, jest znany ze swojej niezawodnosci
i oferuje funkcje, ktére czesto mozna znalez¢ tylko w drogich komercyjnych zaporach. Ustawienh
mozna dokonac¢ za pomoca interfejsu internetowego, ktéry umozliwia korzystanie z niego bez
znajomosci podstawowych danych. Urzgdzenia sieciowe z pfSense sg powszechnie uzywane jako
zapory obwodowe, routery, serwery DHCP / DNS, sieci VPN.

Pobierz i wgraj obraz ISO najnowszej wersji pfSense ze strony https://www.pfsense.org/download/

Utwdrz maszyne wirtualng z nastepnymi parametrami:

CPU: 4

RAM: 2Gb

CD/DVD: pfSense.iso
HDD: 32 GB (virtio)
LAN1: vmbrO (virtio)
LAN2: vmbrl (virtio)

= Pamiec 2.00 GiE

@ Procesory 4 {1 sockets, 4 cares)

i BICS Damyslnie (SeaBl0S)

b Ekran Damyélnie

2 Machine Domysinie (i440fx)

2 SCSI Controller Wil SC5I

(@) naped CO/DVD (ide2) storage:iso/pfSense-CE-2.4.5-RELEASE-p1-amdB4.iso medisz=cdrom size=7 34570k
& Dysk (virtiol) storage: 1004m-100-disk-0. qoow?? size=320

= Urzgdzenie sieciowe (netd)  vitio=56:DASC:E5:48:2A bridge=vmbi firewall=1

= LUrzgdzenie sieciowe (netl)  witio=12:EABZER:20:B7 bridge=vmbr1 firewall=1
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Uruchom maszyne i zainstaluj system.

Welcome to pf3ense

Boot Multi User [Enterl

Boot [Slingle User
[Ezclape to loader prompt
Reboot

ernel: kernel (1 of 2)
Conf igure Boot [Olptions...

shootskernel kernel fd69748 data=0x13f3db8+0xdfccf® ~

pf3ense Installer

Copyright and distribution notice
pfSenze iz Copuyright 2004-2020 Rubicon Communications, LLC (Netgate)l.

f3ense is a federally registered trademark of Electric Sheep Fencing,

LC. Any wnauthorized use of this trademark is prohibited by state and
ederal law and international law. Refer to our Trademark Usage Guidel ines
for how to properly use the marks. All rights reserved.

Absolutely No Commercial Distribution Is Allowed.

Frcept>
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pf3ense Installer

He lcome
Welcome to pfSenset

Install pfSemnse

Rescue Shell Launch a shell for rescue operations
RBecover conflig.=ml  Recover config.xml from a previous install

< K > {Cancel)

pfSense Installer

Eeymap Selection
The system console driver for pfSense defaults to standard “USY
keyboard map. Other keymaps can be chosen below.

»»> Continue with default kKeymap

—-»— Test default keymap

Y Armenian phonetic layout
Belarusian

Belgian

Belgian (accent keys)
firazilian (accent keys)
Brazilian (without accent keys)
Bulgarian C(BDS)
bulgarian (Fhonetic)
Canadian Bilingual
Central European

el lalalelalale e
S e S e e e e e e

<felect > {Cancel>
[Press arrows, TAB or ENTERI]
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pf3ense Installer

Partitioning
How would you like to partition your disk?

futo (UFS)@Guided Disk Setup

Manual Manwal Disk Setup (expertis)
Shell Open a shell and partition by hand
Auto (ZFE5) Guided Root-on-ZF3

{Cancel?

pf3ense Installer

Checksum Verification
base.tx= [In Progress 1

Uerifying checksums of selected
distributions.

Overall Progress
2
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pf3ense Installer

Manual Configuration
The installation is now finished.
Before exiting the installer, would
you like to open a shell in the new
system to make any final manual
modif ications?

Cves > @NVIER

pfSense Installer

Complete
Installation of pfSense
completet Would you like
to reboot into the

installed system now?

FREYTEE] <Shell >

Po zainstalowaniu usuh naped z konfiguracje maszyny wirtualnej, i uruchom maszyne.

Konfigurowanie pfSense przy pierwszym butowaniu.

Nie uzywamy VLANGw.
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AMD Features=0xZ0100800{5Y3CALL,NX,LH>
AMD FeaturesZ=0x1<LAHF >
ypervizor: Origin = “"KUMEUMEUM"

Initializing
starting device manager (dewd)...done.
pading conf iguration
dating configuration
rning: Configuration references interfaces that do not exist: emd eml

etwork interface mismatch Running interface assignment option.
link state changed to UFP
link state changed to UP

alid imterfaces are:

tnetd 96:da:5c:85:4b:2a (downl) Virtl0d Networking Adapter
tnetl 1£:ea:bh3:H9:20:hY (down) Uirtld Hetworking Adapter

o ULANs need to bhe set up first?
It ULANs will not be wused, or only for optional 1ntertaces, 1t 18 typical to
zay no here and use the webConf igurator to configure ULANs later, if required.

hould ULANs be set up now [yinl? njj

Wprowadzamy interfejs WAN (siec publiczna)

oad ing conf iguration
Ilpdating conf iguration done .
arning: Configuration references interfacesz that do not exizt: em® eml

etwork interface mismatch — Ruwning intertface assignment optiown.
tnet®: link state changed to UP
tnetl: link state changed to UP

) lid interfaces are:

netd 96:da:bc:B5:4b:da (down) Uirtlld Hetworking Adapter
tnetl 12:ea:b3:89:20:b7 (down) Virtl0 Networking Adapter

o UVLANs need to be set wup first?
If ULAN:s will not be uwused, or onlu for optional interfaces, it is tupical to
ay no here and wuse the webLont igurator to conf igure VLANs later, 1f regquired.

shouwld VLAMs be set up now [yinl? n

If the names of the interfaces are not known, aunto-detection can
e used instead. To wuse anto-detection, please disconnect all

] 3

Intertaces bhefore preszing a to begin the process.

‘nter the WAN interface name or 'a’ for auto—-detection

(utnetd vitnetl or al: utnrtﬂl

Wprowadzamy interfejs LAN (sie¢ prywanta)
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etwork interface mizmatch Running interface assignment option.
tnet@: link state changed to UP
tnetl: link state changed to UP

alid interfaces are:

tnetd® 96:da:5c:85:4b:2a (down) Virtl0 Hetworking Adapter
tnetl 1Z2:ea'b3:89:20:b7 (down) UVirtl0 Networking Adapter
*| ULANs need to be set up first?

ULANE will nmot be wsed, or only for optional interfaces, it is typical to
say no here and wse the webConf igurator to configure VLANs later, if reguired.

hould ULANs be set up nmow [yinl? n

If the names of the interfaces are not known, auto-detection can
e used instead. To wuse auwto-detection, please disconmect all
interfaces before pressing 'a’ to begin the process.

Enter the WAN interface name or "a’ for auto-detection
(vtnetd vinetl or al: vinetd

Enter the LAN interface name or "a’ for auto-detection
OTE: this enables full Firewal lingsNAT mode.
{vtnetl a or wothing if finished): wineti]]

Potwierdzam.

o ULAMs need to be set wup first?
If ULANs will not be used, or only for optional interfaces, it is tupical to
=daly no here and use the weblLonf igurator to configore VLANs later, 1f regquired.

shouwld VLANE be set up now [yinl? n

the names of the interfaces are not known, auto-detection can
nsed instead. To wse auto-detection, please disconmect all

(] ¥

tertaces before pressing a to begin the process,

Enter the WAN interface mname or 'a’ for auto-detection

(wtnetd vtnetl or al): vinet®
LAN interface nmame or ‘a’ for auto-detection
this enables full Firewalling-HAT mode.
(wtnetl a or nothing if finished): uvtnetl

he interfaces will be aszsigned as follows:

- vinet
» ytnetl

o you want to proceed [yinl? yjj

Konfigurowanie statycznego adresu na interfejsie WAN.

Parametry sieci publicznej dostaniesz u ustugodawcy.
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tarting =suyslog...done.
ytarting CHON... done,
FSense 2.4.5-RELEASE (Patch 1) amdB64 Tue Jun 02 17:51:17 EDT 2020

ootup complete
reeB3Dsamdbd (pfSense.localdomain) (ttywd)

i aense — Netgate Device [D: dddeactoat Lt ddedd ad

* « Welcome to pfSense £.4.5-RELEASE-pl (amdb4) on pfiense s

WAN C(wan) > vinetO .
LAN C(lan) - yinetl -» vwi: 19£.168.1.1-24

@) Logout (33H onlyl 9) pfTop

1) Assign Interfaces 1a) Filter Logs

2) Set interface(s) IP address 11) Restart webCownfigurator

3) Reset webConf igurator password 12) FHPF =shell + pf3enze tools

4) Reset to factory defanlts 13) Update from console

5) Reboot system 14) Enable Secure 3hell (sshd)
6) Halt system 15) Restore recent configuration
¢) Ping host 16) Restart PHP-FFPM

B) Shell

‘nter an option: 2|

pfSense Netgate Device ID: 43deaB0Saf9Z24Vdedd34
www Welcome to pfSense 2.4.5-RELEASE-pl (amd64) on pfSenze =w==

WAN (wan) —» winetd —»
LAN (lan) » winetl oo 192.168.1.1-.24

@) Logout (55H only) ) ptfTop
fAssign Interfaces 10) Filter Logs
et interface(s) 1P address 11) Restart webConfigurator
Reset webConf igurator password 12) PHF shell + pfiensze tools
1) Reset to factory defaults 13) Update from console
5) Reboot suystem 14) Ewable Secure Shell (sshd)
6) Halt =system 15) Restore recent configuration
7) Ping host 16) Restart FHP-FFH
g) ahell

Enter an option: 2
vailable interfaces:

1 — WA (witnett) - dhocp, dhocph)
LAN (uvinetl static)

‘nter the number of the interface you wish to configure: 1]
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mus Lelcome to pfSense £2.4.5-RELEASE-pl (amd64) on pfSense saw

AN (wan) » winetd >
LAN (lan) > witnetl >oud:r 192.168.1.1-24

@) Logout (SSH only) 9) pfTop

1) fAssign Interfaces 16) Filter Logs

<) Set interfacel(s) IP address 11) Restart webConfigurator
RBeset webConf igurator password 12) PHF =hell + pf3ense tools
Reset to factory defaunlts 13) Update from console
RFeboot system 14) Enable Secure 3hell (sshd)

6) Halt system 15) Restore recent configuration

7) Ping host 16) Restart FHP-FPHM

8) Shell

Enter anm option: £
ivailable interfaces:

WAN (vinetd dhcp, dhopb)
- LAN (vtnetl - static)

Enter the number of the interface you wish to configure: 1

onf igure IPuv4 address WAN interface wia DHCP? (y-sn) nfj

LAd (lanl > winetl . 168.1.1-24

0) Logout (S5H only) pfTop

1) Assign Interfaces Filter Logs

21 Jet interfacel(s) IF address Restart wehConfigurator
Reset webConf igurator password PHPF shell + pfSense tools
Feset to factory defaults Update from console
RFeboot system Enable Secure Shell (sshd)
Halt =ystem Restore recent configuration
Fing host Restart FHP-FFH
ahell

Enter an option: £
ivailable interfaces:

WAN (winetd dhcp; dhcpb)
LaN (vimnetl static)

‘nter the number of the interface you wish to configure: 1
onf igure IPvd address WAN interface wia DHCPEY (ysm) mn

Enter the new WAN 1Pvd address. Fress <ENTER> for wnone:
» ?1?.?.2?3.19.



https://doc.puq.info/uploads/images/gallery/2022-01/image-1643296956772.png
https://doc.puq.info/uploads/images/gallery/2022-01/image-1643296964065.png

6) Halt system 15) Restore recent configuration
) Fing host 16) Restart PHP-FFPH

8) Shell

Enter an option: £

vailable interfaces:

WAN (vinetd dhcp, dhcpb)
- LAN (vtmetl - static)

3
Enter the number of the interface you wish to configure: 1

onf igure IPv4 address WAN interface wia DHCP? (y-sml) n

Enter the new WAN IPvd address. Press <ENTER> for wnone:
> Z12.7.223.18

wbnet masks are entered as bhit counts (as in CIDR notation) in pfSense.
.. &55.255.255.0 Z4

£55.255.0.0 = 16

£55.0.8.0 = 8

the new WAN IPvt subnet bit count (1 to 31):

Enter an option: 2
vailable interfaces:

1 - WAN (wtnet® - dhcop, dhopb)
LAN (winetl static)

Enter the number of the interface you wish to configure:

'ufiuurc [FPv4 address WAN interface wia DHCP? (ysm) n

Enter the new WAN IPvd address. Press <{ENTER»> for none:
» 21279 .223.18

subnet masks are entered as bhit counts C(as in CIDR notation) in pf3ense.
L. #22.4090.800.8 = £49

255.255.6.8 = 16

£55.0.9.0 = B

inter the new WAN IPv4 subnet bit coant (1 to 31):
WAN,; enter the new WAN IPvd upstream gateway address.

 a LAN, press {ENTER> for none:
> 212.?.223.17.
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vailable interfaces:

WAN (vtnet
LAN (vinetl

dhcp, dhoph)
static)

Enter the number of the interface you wish to configure: 1

anf igure IFvd address WAN interface wia DHCEY (ysm) m

*ter the new WAN IPv4 address.
212 .7 .223 .18

Fress <ENTER*> for none:

ubnet masks are entered as bhit counts (as
.. £2595.255.255.0 = 24

£55.255.0.0 16

eah.0.8.,0 = 8

the new WAN IPv4 subnet bit count (1 to 31):

‘or a WAN, enter the new WAN IPv4 upstream gateway address.
For a LAN, press <{EATER> tor none:
» 212.7.223 .17

onf igure IPuvb address WAN interface wia DHCPGET (ysm) n

Enter the number of the interface youw wish to configure: 1

“omf igure [Pv4 address WAN

interface via DHCP? (ysm) n

Enter the new WAN
» 212.7.223.18

IPvd address. Press <ENTER*> for none:

wbnet maszks are entered as bit counts (as
y. £55.255.255.0 s |

£95.255.0.0 = 16

255 .0.8.6 = 8

the new WAN I1Pv4 subnet bit count (1 to 31):

enter the new WAN
or a LAN, press <{ENTER> for none:
» £12.7.2£3.17

“onf igure IPvb address WAN interface wvia DHCP&T (ysm) n

Enter the new LWAN

%
o

IPuvbe address. Fress <ENTER*> for none:

in CIDR wotation)

im CIDR wotation)

[Fud npstream gateway address.

in pfiensze.

in pfiense.

o you want to revert to HTTP as the webConfigurator protocol? (ysm) yjj
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ok b L G
 the new WAN IPw4 subnet bit count (1 to 31):
or a WAN, enter the new WAN IPuvd upstream gateway address
‘or a LAN, press <{ENTER> for none:
E12.7.823.17

o nf igure IPvb address WAN interface wia DHCPGEY (uswm) nm

nter the new WAN IPwv6s address. Press <ENTER»> for none:

o you want to revert to HTTP as the webConf igurator protocol? (ysn)
"lease wait while the changes are sawved to WAN...

Reloading filter. ..

Reloading routing configuration...

DHCPD. . .

Restarting webConf igurator...

he IPvd WAN address has been set to 212.7.223.18-28

'ress {ENTER> to r-n'n'tinllr.‘:.l

UWAGA:
pfSense blokuje dostep do WEB interfejsu na porcie WAN.
Dla odblokowaniu dostepu trzeba dodac regute w zapore.

easyrule pass wan tcp any any 80

u
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Reloading routing configuration. ..
DRCED. ..
Restarting webConfigurator. ..

The 1Pvd WAN address has heen set to Z£12.7.223.18-28

'ress <ENTER> to continue.
ot aense — Metgate Dewvice [D: dddeacthat L4 ddedad a4

P.x Welcome to pfSense £.4.5-RELEASE-pl (amdb4) on plfiense ===

WAN Cwan) > vinetd »oud: Z212.7.223.18B-28
LAN C(lan) -» wyinet] -» i 192.168.1.1-24

@) Logout (33H only) 9y pfTop

1) Asszign Interfaces 18) Filter Logs

Z) Set interface(s) IP address 11) Restart webConfigurator

3) Reset webConf igurator password 1£2) FHPF =shell + pf3enze tools

4) Reset to factory defaunlts 13) Update from console

5) Reboot system 14 Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
) Ping host 16 Restart FHP-FFPM

B) Shell

‘nter an option: 8]

f3ense Netgate Device ID: 43deaB0Saf9247Vdedd34
##» Welcome to pfSensze 2.4 .5-RELEASE-pl (amdb64) on pfSense w=ws

WAN C(wan) ->» yinetd —-» . F12.7V.2£3.18-28
LAaN (lan) » winetl »oud: 19Z2.168.1.1-24

) Logout (35H only) 31 ptTop
fissign Interfaces 10) Filter Logs
jet interfacel(s) 1P address 11) Restart webhConfigurator
Fezet webhConf igurator password 1£) PHF =shell + pf3ense tools
4) Reset to factory defaults 13) Update from console
o) Reboot system 14) Enable secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM
8) Shell

inter an option: 8
[2.4.5-RELEASE] [root@pf8ense. localdomainl root: eas

azy_install eazy_install-3.7 easyrule
[2.4.5-RELEASE] [rootPpfSense. localdomainl root: easyrule pass wan tep any any 8E

wmccessful ly added pass rulet

[2.4.5-RELEASE1[rootepfSense. localdomainl root: [

Mozesz zalogowac sie na router za pomoca przegladarki internetowej.

Domysine parametry logowania
Username: admin
Password: pfsense
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Login to pfSense

admin

Diagn

WARMNING: Tha 'admin account password is sat to the dafault valua. Change the password in the User Manager.

Wizard / pfSense Setup / @

pfSense Setup

Welcome to pfSense® software!
This wizard will provida guidanesa through tha initial configuration of pfSanse.
The wizard may be stopped at any time by clicking the logo image at tha top of the sereen.

pfSense® software is developed and maintained by Netgate®

» MNext

Revision #1
Created 27 January 2022 15:20:18 by Dmytro Kravchenko
Updated 27 January 2022 15:24:04 by Dmytro Kravchenko
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