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APl Access Hashs

To manage API Access Hashs, go to the section Settings->API

ruslan (79.184.10.59)

S API Access Hashs
- Name ‘\J;:r'e ‘ P |\'J.13 0.0 ‘ I Add I
Everything went well. Please save the hash. It has only been shown once.

; Access hash [d9803fa77664ec67f58a4beda34520b6a1fo054ee33529ce5cde65a93¢ | Copy hash
Firewall :

DNS Name 1P Created data Last Login

VPN accounts

L test2 1.1.1.1 2022-11-18T10:38:37+01:00 Delete
One-time link

TEST 79.184.10.59 2022-11-15T15:23:05+01:00 2022-11-17T09:36:57+01:00 Delete
System users
API piotr2 79.184.10.59 2022-11-17T14:26:40+01:00 2022-11-17T14:42:08+01:00 Delete

e Piotr 79.184.10.59 2022-11-16T14:23:48+01:00 Delete

You can view/create/delete API Access Hashs.

Accept the fact that once the Access Hashs API is created, it will only be shown once.
Each API Access Hash only works from a specific IP address.

To authorize the API, API Access Hashs must be passed in the http header as the value of the
"access_hash" parameter in Cookies.

API Root Link: https://<Your_server>/api/vl/
Application methods:

® GET - To get information about an object
® POST - Creating a new object

PUT - Edit an existing object

®* DELETE - Delete an existing object

The data is sent to the server using the POST method.

Response from the server in json format


https://doc.puq.info/uploads/images/gallery/2022-11/image-1668764483617.png
https://puqcloud.com/puqvpncp.php
https://download.puqcloud.com/cp/puqvpncp/
https://faq.puqcloud.com

Each response from the server will have the same structure.

{
“error" : "",
"msg" : "",
"status" : ""
}

® STATUS: if the result is successful then it will be "SUCCESS", If the result is not
successful it will be "ERROR"

®* MSG: Here are the results of a successful request

®* ERROR: In case of an error, the error text will appear here.

Here is an example using curl

curl \

-b

"access hash=7effe99173b87e9cdebdab66d6fb23c9b244af250ch09b5dd36d8f80d14a8510b2d0Obcba7290252"
\

-X GET https: //dev. softkeel. com/api/vl/system/status

Response example:

{

“error" : "",

"msg" : {
“count accounts" : 550,
"count accounts available" : 550,
"count wireguard" : 100,
"license" : "2023-11-13T18: 38: 43+01: 00",
"license valid" : true,
"status" : "Loading (Wireguard delete old interfaces)",
"version" : "1.0"

b

"status" : "success"



System

Order now | Download | FAQ

System status

Request Structure: |https: //<puqvpnvp>/api/v1/system/status|

Method: |GET]

Cookie: |access_hash=<access_hash>

Example:

curl \
-b
"access hash=7effe99173b87e9cdebdab66d6fb23c9b244af250cb09b5dd36d8F80d14a8510b2d00Obcha7290252"

\
-X GET https: //dev. softkeel. com/api/vl/system/status

Response example:

{

“error" : "",

"msg" : {
"count _accounts" : 550,
"count accounts available" : 550,
“count wireguard" : 100,
"license" : "2023-11-13T18: 38: 43+01: 00",
"license valid" : true,
"status" : "Loading (Wireguard delete old interfaces)",
“version" : "1.0"

b

"status" : "success"


https://puqcloud.com/puqvpncp.php
https://download.puqcloud.com/cp/puqvpncp/
https://faq.puqcloud.com

Errors:

-Not authorized

System info

Request Structure: |https: //<puqvpnvp>/api/v1/system/info|

Method:

GET]
Cookie: |access_hash=<access_hash>

Example:

curl \

-b

"access hash=7effe99173b87e9cdebdab66d6fb23c9b244af250ch09b5dd36d8f80d14a8510b2d00Obchba7290252"
\

-X GET https: //dev. softkeel. com/api/vl/system/info

Response example:

“"error" : "",

"msg" : {
"cpu_model" : "Common KVM processor",
"cpu_threads" : "4",
"cpu used loadl" : "0.69",
"cpu used loadl5" : "0.20",
"cpu used load5" : "0.28",
"hostname" : "dev. softkeel. com",
"memory free" : "218",
"memory total" : "7956",
“memory used" : "7737",
"memory used percent" : "97",
"os architecture" : "amd64",
"0s name" : "Debian GNU/Linux 11 (bullseye)",
"timezone" : "Europe/Warsaw"

b



"status" : "success"

Errors:

-Not authorized

System reload

Request Structure: |https: //<puqvpnvp>/api/v1/system/reload|
Method: |PuT]
Cookie: |access_hash=<access_hash>

Example:

curl \

-b

"access hash=edal21857897bcf@edcdf5a3eaf957f35cch62d39d5bcObfbfb6d31644eee3cd7f8365e71ad94a60"
\

- X PUT https: //dev. softkeel. com/api/vl/system/reload

Response example:

{
“error" : "",
"msg" : "success",
"status" : "success"
}
Errors:

-Not authorized

-PUQVPNCP status not OK






WireGuard

Order now | Download | FAQ

WireGuard info

Request Structure: |https: //<puqvpnvp>/api/v1/wireguard/info|

Method:

GET]
Cookie: |access_hash=<access_hash>

Example:

curl \

-b

"access hash=ae748cb82d024edffdc4cdcl4251clef5a3bbe6fba7a670f465638b517eef49calcl9eledc025aab”
\

-X GET https: //dev. softkeel. com/api/vl/wireguard/info

Response example:

{
“error" : "",
"msg" : {
"wireguard" : "1.0.20210223-1",
"wireguard- dkms" : "1.0.20210219-1",
"wireguard- tools" : "1.0.20210223-1"
}
"status" : "success"
}
Errors:

-Not authorized


https://puqcloud.com/puqvpncp.php
https://download.puqcloud.com/cp/puqvpncp/
https://faq.puqcloud.com

WireGuards servers list

Request Structure: |https: //<puqvpnvp>/api/v1/wireguard|
Method: |GET]
Cookie: |access_hash=<access_hash>

Example:

curl \

-b

"access hash=ae748chb82d024edffdc4cdcl4251clef5a3bbe6fba7a670f465638b517eef49calcl9eledc025aab”
\

-X GET https: //dev. softkeel. com/api/vl/wireguard

Response example:

llerrorll : n II’

msg" : {
"Default 87" : {

"address" : "10.0.86.1/24",

"b_download" : "11",

"b upload" : "22",

"dns 1" : "8.8.8.8",

"dns 2" : "1.1.1.1",

"external ip" : "77.87.125.200",

"ikev2" : false,

"interface name" : "wg87",

"internal traffic" : false,

"keep alive" : 0,

"listen port" : "51907",

“name" : "Default 87",

"private key" : "mPzPaGF2nl1tQEJ+FAptKILKG+0G31YQKrvrnlGOZr XU=",
"public _key" : "u2ACzhkKx1ZfI52gcAsZuNdryum5ZgCeNY9ezqEI9KU="

H
"Default 97" : {



"address" : "10.0.96.1/24",

"b_download" :

"b upload" :

||1||’

Illll’

"dns 1" : "8.8.8.8",
“dns 2" : "1.1.1.1",

"external ip" :

"77.87.125. 200",

"ikev2" : ftrue,

"interface name" : "wg97",
"internal traffic" : false,
"keep alive" : 1,

"listen port" : "51917",
"name" : "Default 97",

"private key" :

"public_key" :

}I

"status" : "success"

Errors:

-Not authorized

" AIbFB7rnE6QYdOhd2dss VrNrbhhIb/MV/VyJgB/Qkwk=",
" 9aLp9bEq+CI+yYM/IMBKEUWIGONWLFO3IcBjFiol7XQ="

WireGuard server ADD

Request Structure: |https: //<puqvpnvp>/api/v1/wireguard|

Cookie: |access_hash=<access_hash>|

Method: |posT|
POST data:

Options not required:

"name" = "NAME"
"private key" = "private key"
"public key" = "public key"

"interface name" = "wgX"



"listen port" = "51820-65535"

n mtull = n 0_ 9106"

"keep alive" = "0-2147483647"
"allowed ips" = "CIDR format, CIDR format, CIDR format,...."
"endpoint" = "IP| domain"
"address" = "CIDR format"
"internal traffic" = "1| 0"
"external ip" = "CIDR format"
"dns 1" = "CIDR format"
"dns 2" = "CIDR format"

n ipv6ll = n 1| OII

"address ipv6" = "CIDR format"
"dns 1 ipv6" = "CIDR format"
"dns 2 ipv6" = "CIDR format"
"b_download" = "0-10000"

"b upload" = "0-10000"

1] ikevzll = n 1| OII

If any parameter is not specified during creation, the system will create, if
possible, with a unique parameter.

Example:

curl \

-b

"access hash=ae748chb82d024edffdc4cdcl4251clef5a3bbe6fba7a670f465638b517eef49calcl9eledc025aab”
\

-d "address=10. 0. 26. 1/248&\
b _download=0&\

b _upload=0&\

dns 1=10. 0. 26. 1&\

dns 2=77.87.125. 200&\
external ip=77.87.125. 2008&\
interface name=wg28&\
internal traffic=1&\

listen port=51848&\



name=Default 28&\

keep alive=25&\

ikev2=18&\

mtu=1320&\

allowed ips=0.0.0.0/1,0.0.0.129/1&\

private key=2DJdzjmOtTlIfAg25V3PuuTMlbiFCcvOk7wI5D4SIUk=&\
public key=q02nrUkvxcWJ6xuMbZB1DMiCZ90LU1918bQS8PnkDTE="" \
- X POST https: //dev. softkeel. com/api/vl/wireguard

Response example:

{

“error" : "",

"msg" : {
"address" : "10.0.26.1/24",
"b_download" : "0O",
"b upload" : "0@",
"dns 1" : "10.0.26.1",
"dns 2" : "77.87.125.200",
"external ip" : "77.87.125.200",
"ikev2" : true,
"interface name" : "wg28",
"internal traffic" : true,
"keep alive" : 25,
"listen port" : "51848",
"name" : "Default 28",
"private key" : "2DJdzjmOtT1IfAg25V3PuuTMlbiFCcvOk7wI5D4SIUK=",
"public key" : "q02nrUkvxcWJ6xuMbZB1DMiCZ90LU1918bQS8PnkDTE="

b

"status" : "success"

}
Errors:

-Not authorized

-Wireguard server not found

-The name is already in use

-Wrong network interface name ( wgXXX)

-Wrong name (only letters, numbers and ' ', '-")

-Keys are invalid



-Interface already in use

-Port already in use

-Wrong external IP format

-Wrong Port format

-IP address or subnet already in use
-Wrong DNS1 IP format

-Wrong DNS2 IP format

WireGuard server EDIT

Request Structure: |https: //<puqvpnvp>/api/v1/wireguard/<name>|
Cookie: |access_hash=<access_hash>|

Method: |puT]|

PUT data:

Options not required:

“mtu" = "0-9100"

"keep alive" = "0-2147483647"
"allowed ips" = "CIDR format, CIDR format, CIDR format,...."
"endpoint" = "IP| domain"
"address" = "CIDR format"
"internal traffic" = "1| 0"
"external ip" = "CIDR format"
"dns 1" = "CIDR format"
"dns 2" = "CIDR format"

"ipve" = "1| 0"

"address ipv6e" = "CIDR format"
"dns 1 ipv6" = "CIDR format"
"dns 2 ipv6" = "CIDR format"
"b_download" = "0-10000"

"b upload" = "0-10000"



1] lkevzn ] 1| OII

Example:

curl \

-b

"access hash=ae748cb82d024edffdc4cdcl4251clef5a3bbebfba7a670f465638b517eef49calcl9eledc025aab”
\

-d "internal traffic=false&\

listen port=51333&\

keep alive=508&\

mtu=1320&\

allowed ips=0.0.0.0/1,0.0.0.129/1&\

ikev2=0" \

- X PUT https: //dev. softkeel. com/api/vl/wireguard/Default 128

Response example:

“"error" : "",
"msg" : {
"address" : "10.0.127.1/24",
"b_download" : "6",
"b upload" : "7",
"dns 1" : "8.8.8.8",
“dns 2" : "1.1.1.1",
"external ip" : "77.87.125.200",
"ikev2" : false,
"interface name" : "wgl28",
"internal traffic" : false,
"keep alive" : 50,
"listen port" : "51333",
"name" : "Default 128",
"private key" : "cAnS3fQbdvHUS+9eVO5Uf+cP+gn8i4lLpzXsdE7mUZ2E=",
"public key" : "RVNBbsSEIjEkgsyXzmd5vMBIc0zzcTSC/fPscdDwzl1Qo="
I

"status" : "success"

Errors:



-Not authorized

-Wireguard server not found

-Keys are invalid

-Interface already in use

-Port already in use

-Wrong external IP format

-Wrong Port format

-IP address or subnet already in use
-Wrong DNS1 IP format

-Wrong DNS2 IP format

WireGuard server DELETE

Request Structure: |https: //<puqvpnvp>/api/v1/wireguard/<name>|
Cookie: |access_hash=<access_hash>|
Method: | DELETE]|

Example:

curl \

-b

"access hash=edal21857897bcf0ed4cdf5a3eaf957f35cch62d39d5bcObfbfb6d31644eee3cd7f8365e71ad94a60"
\

- X DELETE https: //dev. softkeel. com/api/vl/wirequard/Default 90

Response example:

{
“error" : "",
"msg" : "success",
"status" : "success"
}
Errors:

-Not authorized

-Wireguard server not found



-Cannot be deleted. There are active peers.

WireGuard server DETAII

Request Structure: |https: //<puqvpnvp>/api/v1/wireguard/<NAME>|
Method: |GET]
Cookie: |access_hash=<access_hash>

Example:

curl \

-b

"access hash=ae748chb82d024edffdc4cdcl4251clef5a3bbe6fba7a670f465638b517eef49calcl9eledc025aab”
\

-X GET https: //dev. softkeel. com/api/vl/wireguard/Default 95

Response example:

llerrorll : n II’

"msg" : {
"address" : "10.0.127.1/24",
"b_download" : "6",
"b upload" : "7",
"dns 1" : "8.8.8.8",
"dns 2" : "1.1.1.1",
"external ip" : "77.87.125. 200",
"ikev2" : false,
"interface name" : "wgl28",
"internal traffic" : false,

"keep alive" : 50,

"listen port" : "51333",

"name" : "Default 128",

"private key" : "cAnS3fQbdvHUS+9eVO5Uf+cP+gn8i4LpzXsdE7mUZ2E=",
"public key" : "RVNBbsSEIjEkgsyXzmd5vMBIc0zzcTSC/fPscdDwzlQo="

}I

"status" : "success"



Errors:

-Not authorized

-Wireguard server not found

WireGuard server PEERS

Request Structure: |https: //<puqvpnvp>/api/vl/wireguard/<NAME>/peers |
Method: |GET]
Cookie: |access_hash=<access_hash>

Example:

curl \

-b

"access hash=edal21857897bcf@edcdf5a3eaf957f35cch62d39d5bcObfbfb6d31644eee3cd7f8365e71ad94a60"
\

-X GET https: //dev. softkeel. com/api/vl/wireguard/Default 125/peers

Response example:

{
“error" : "",
"msg" : {
"peer 126" : {

"allowed IPs" : "10.0.124.2",
"b_download" : "8",
"b upload" : "6",
"mangle" : "232",
"name" : "peer 126",
"password" : "K@6#2XR9$3",
"private key" : "AG9dc2NLVVBGT3bxg7YTOQIHTplWHcHImzAPUOOXx22g=",
"public key" : "PasJjAGnzTxV4meACiGtx3QvJI6jzvPugs4nBdzKUcSU=",
"status" : "enable",

"username" : "user 127",



"wg name" : "Default 125"

}
"peer 132" : {
"allowed IPs" : "10.0.124.3",
"b _download" : "8",
"b upload" : "6",
"mangle" : "238",
"name" : "peer 132",
"password" : "6K2W3@w4$7",
"private key" : "QJhk78F9ZyLmudqTlJAr4eVCSSmMgVbINEzWFyALbW4="",
"public key" : "6jyITtbPNZNzRXexxIEnVBrN7hriRep3nlKhLeyqSFk=",
"status" : "enable",
"username" : "user 133",
"wg name" : "Default 125"
}
}
"status" : "success"
}
Errors:

-Not authorized

-Wireguard server not found

WireGuard server port forward

Request Structure: |https: //<puqvpnvp>/api/v1/wireguard/<NAME>/portjorward|
Method: |GET]
Cookie: |access_hash=<access_hash>

Example:



curl \
-b

"access hash=ee34183e198f9bad40a97a475579f8561bfcbe8c6f08337362b2f9e3cf1092e2d75f18179a80al4d8"

\

-X GET https: //dev. softkeel. com/api/vl/wireguard/Default 125/port forward

Response example:

{
“error" : "",
"msg" : {
"123 tcp" : {
"dst port" : 123,
"protocol" : "tcp",
"to peer" : "peer 126",
“to port" : 444
b
"123 udp" : {
"dst port" : 123,
"protocol" : "udp",
"to peer" : "peer 132",
“"to port" : 2223
}
"2222 tcp"
"dst port" : 2222,
"protocol" : "tcp",
"to peer" : "peer 126",
“"to port" : 22
}
"53 udp" : {
"dst port" : 53,
"protocol" : "udp",
"to peer" : "peer 126",
“to port" : 53
}
b
"status" : "success"



Errors:

-Not authorized

-Wireguard server not found

WireGuard port worward ADD

Request Structure: |https: //<puqvpnvp>/api/v1/portjorward|
Cookie: |access_hash=<access_hash>|

Method: |PosT|

POST data:

Required:

"dst port" = 1-65535
"protocol" ="tcp|udp"

"to peer" = "name of peer"

“to port" = 1-65535
Example:

curl \

-b

"access hash=ee34183e198f9ba40a97a475579f8561bfcbe8c6f08337362b2f9e3cf1092e2d75f18179a80a14d8"
\

-d "dst port=238&\

protocol=udp&\

to peer=peer 126&\

to port=325" \

- X POST https: //dev. softkeel. com/api/vl/wireguard/Default 125/port forwarding

Response example:

llerr.or.ll : n ||,

n msg|| : {



"dst port" : 23,
"protocol" : "udp",
"to peer" : "peer 126",
“to port" : 325

b

"status" : "success"

Errors:

-Not authorized

-Wireguard server not found

-Protocol must be tcp or udp

-DST port must be within 1-65535

-DST port and protocol are already enabled
-ListenPort processing error

-DstPort cannot be ListenPort

-To port must be within 1-65535

-Entered incorrect peer

WireGuard port worward DELETE

Request Structure: |https: //<puqvpnvp>/api/v1/portjorward/<dstJ)ort>/<protocol>|
Cookie: |access_hash=<access_hash>|
Method: | DELETE]|

Example:

curl \

-b

"access hash=ee34183e198f9bad40a97a475579f8561bfcbe8c6f08337362b2f9e3cf1092e2d75f18179a80al4d8"
\

- X DELETE https: //dev. softkeel. com/api/vl/wiregquard/Default 125/port forwarding/23/udp

Response example:



||er.r.or.|| . n ||'

"msg" : "success",
"status" : "success"
}
Errors:

-Not authorized

-Wireguard server not found

-There is no such port forwarding
-Incorrect protocol parameter (tcp|udp)

-Incorrect dst port parameter

WireGuard server Firewall Nat
Rules

Request Structure:

https: //<puqvpnvp>/api/vl/wireguard/<NAME>/firewall nat rules
Method: |GET]
Cookie: |access_hash=<access_hash>

Example:

curl \

-b

"access hash=edal21857897bcfOedcdf5a3eaf957f35cch62d39d5bcObfbfb6d31644eee3cd7f8365e71ad94a60"
\

-X GET https: //dev. softkeel. com/api/vl/wireguard/Default 125/firewall nat rules

Response example:

{
"error" : "",
"msg" : "10.0.124.0/24 -> 0.0.0.0/0 SNAT to: 77.87.125.200 Pkt: @ Bytes: 0\n",
"status" : "success"



Errors:

-Not authorized

-Wireguard server not found

WireGuard server Firewall Filter
Rules

Request Structure: |https: //<puqvpnvp>/api/vl/wireguard/<NAME>/firewall filter rules
Method: |GET]
Cookie: |access_hash=<access_hash>

Example:

curl \

-b

"access hash=edal21857897bcf@edcdf5a3eaf957f35cch62d39d5bcObfbfb6d31644eee3cd7f8365e71ad94a60"
\

-X GET https: //dev. softkeel. com/api/vl/wireguard/Default 125/firewall filter rules

Response example:

{
“error" : "",
"msg" : "10.0.124.0/24 -> 10.0.124. 0/24 ACCEPT Pkt: @ Bytes: 6\n",
"status" : "success"
}
Errors:

-Not authorized

-Wireguard server not found



WireGuard server Traffic Control

Request Structure:

https://<puqvpnvp>/api/v1/wireguard/<NAME>/traffic4control|
Method: |GET]

Cookie: |access_hash=<access_hash>

Example:

curl \

-b

"access hash=edal21857897bcfOedcdf5a3eaf957f35cch62d39d5bcObfbfb6d31644eee3cd7f8365e71ad94a60"
\

-X GET https: //dev. softkeel. com/api/vl/wireguard/Default 125/traffic control

Response example:

“error" : )

"msg" : "qdisc htb 1: root refcnt 2 r2q 10 default 0 direct packets stat 0 direct glen
1000\n Sent 0 bytes 0 pkt (dropped 0, overlimits 0 requeues 0) \n backlog 0b Op requeues
O\nll ,

"status" : "success"

Errors:

-Not authorized

-Wireguard server not found

WireGuard server Dump

Request Structure: |https: //<puqvpnvp>/api/vl/wireguard/<NAME>/dump|

Method: |GET]



Cookie: |access_hash=<access_hash>

Example:

curl \

-b

"access hash=edal21857897bcf@edcdf5a3eaf957f35cch62d39d5bcObfbfb6d31644eee3cd7f8365e71ad94a60"
\

-X GET https: //dev. softkeel. com/api/vl/wireguard/Default 125/dump

Response example:

{
“error" : "",
"msg" : {
"port" : "51945",
"public key" : "O0k2/cmyl3UkcrXZ0CsiXwj82uRhsXlev+6BF8Z+8alc="
b
"status" : "success"
}
Errors:

-Not authorized

-Wireguard server not found

WireGuard Get Available IPs

Request Structure: |https: //<puqvpnvp>/api/v1/wireguard/<NAME>/availab1e_ips|

Method:

GET]
Cookie: |access_hash=<access_hash>

Example:

curl \
-b
"access hash=edal21857897bcf0edcdf5a3eaf957f35cchb62d39d5bcObfbfb6d31644eee3cd7f8365e71ad94a60"



\
-X GET https: //dev. softkeel. com/api/vl/wireguard/Default 125/available ips

Response example:

{
“error" : "",
"msg" [
"10.0.124. 4",
"10. 0.124. 5",
"10. 0.124. 6",
"10. 0.124. 7",
"10. 0.124. 8",
"10. 0.124.9",
"10.0.124.10",
"10. 0. 124. 254"
1,
"status" : "success"
}
Errors:

-Not authorized

-Wireguard server not found

WireGuard Set bandwidth fo all
peers

Request Structure:

https: //<puqvpnvp>/api/vl/wireguard/<NAME>/set bandwidth

Method:

PUT]|
Cookie: |access_hash=<access_hash>

Example:

curl \

-b



"access hash=edal21857897bcfOedcdf5a3eaf957f35cch62d39d5bcObfbfb6d31644eee3cd7f8365e71ad94a60"

\
-X GET https: //dev. softkeel. com/api/vl/wireguard/Default 125/set bandwidth

Response example:

{
“error" : "",
"msg" : "",
"status" : "success"
}
Errors:

-Not authorized

-Wireguard server not found



Accounts

Order now | Download | FAQ

Accounts LIST

Request Structure: |https: //<pugvpnvp>/api/vl/account

Method:

GET]
Cookie: |access_hash=<access_hash>

Example:

curl \

-b

"access hash=edal21857897bcf@edcdf5a3eaf957f35cch62d39d5bcObfbfb6d31644eee3cd7f8365e71ad94a60"
\

-X GET https: //dev. softkeel. com/api/vl/account

Response example:

{
“"error" : "",
"msg" : [
{

"allowed IPs" : "10.0.110.4",
"b_download" : "12",
"b upload" : "12",
"mangle" : "322",
"name" : "ruslan dom pc",
"password" : "FE*37#.2WC",
"private key" : "UN75r5fizeA5jaCAzF7/n0TTynu67ngsm4jxfiHaHGI=",
"public _key" : "sdxzHEBOdgm9ZzRn2tw2bzdnUlv7mUplplpAU+craSo=",
"status" : "enable",

"username" : "user 217",


https://puqcloud.com/puqvpncp.php
https://download.puqcloud.com/cp/puqvpncp/
https://faq.puqcloud.com

"wg _name" : "77 87 125 209"

}

{
"allowed IPs" : "10.0.110.3",
"b _download" : "12",
"b upload" : "12",
"mangle" : "286",
"name" : "ruslan pc",
"password" : "78gYA% ! 9X",
"private key" : "GOLitV1C3WT6Pn2rNS8QtgOLRMiJ385DYoDcfnrRbXY=",
"public key" : "VeQE3cIzmo580tUUzpfkEDWgkljscoO09KRAKNtIWLIQY=",
"status" : "enable",
"username" : "user 181",
"wg _name" : "77 87 125 209"

}

{
"allowed IPs" : "10.0.110.17",
"b_download" : "12",
"b upload" : "12",
"mangle" : "131",
"name" : "ruslan telefon",
"password" : "jvPdmgqTmRV9",
"private key" : "MEZAzr1lpzqNJCT8Kk9JWLKBL2+TPe/LZQp3RAWEqQffko=",
"public key" : "GA2IQFgC+SVYwoIetUNQPSR1lytiet4xxXXAJ+P+IlUY=",
"status" : "enable",
“username" : "user 32",
"wg name" : "77 87 125 209"

}

I
"status" : "success"
}
Errors:

-Not authorized

Account DETAIL



Request Structure: |https: //<puqvpnvp>/api/v1/account/<NAME>|
Method: |GET]
Cookie: |access_hash=<access_hash>

Example:

curl \

-b

"access hash=edal21857897bcfOedcdf5a3eaf957f35cch62d39d5bcObfbfb6d31644eee3cd7f8365e71ad94a60"
\

-X GET https: //dev. softkeel. com/api/vl/account/peer 10

Response example:

{
“error" : "",
"msg" : {
"allowed IPs" : "10.0.105.18",
"b_download" : "20",
"b upload" : "20",
"mangle" : "109",
“name" : "peer 10",
"password" : "dH4%%2M2%B",
"private key" : "GNuPOsiryMimPSuF7HnmwOD7gY7FXzoY6IgUmtluuXc=",
"public key" : "7C5u5vZk051iA5W2zfbxj1ZDgAdm7HdRFRgarI8nBw4=",
"status" : "enable",
“username" : "user 10",
"wg name" : "Default 106"
b
"status" : "success"
}
Errors:

-Not authorized

- Account not found



Account ADD

Request Structure: |https: //<puqvpnvp>/api/vl/account
Cookie: |access_hash=<access_hash>|

Method: |PosT|

POST data:

Required:
"wg_name" = "WG_NAME"
"allowed IPs" = "CIDR format"

Not required:

1] namell = n NAMEII

"status" = "enable| disable"
"username" = "USERNAME"
"password" = "PASSWORD"
"allowed IPs" = "CIDR format"
"allowed IPs ipv6" = "CIDR format"
"private key" = "private key"
"public_key" = "public key"
"b download" = "0-10000"

"b upload" = "0-10000"

"wg name" = Name of WireGuard

If any parameter is not specified during creation, the system will create, if
possible, with a unique parameter.

Example:

curl \

-b



"access hash=edal21857897bcfOedcdf5a3eaf957f35cch62d39d5bcObfbfb6d31644eee3cd7f8365e71ad94a60"
\

-d "wg name=77 87 125 209&\

allowed IPs=10.0.110.52&\

b _download=100&\

b upload=100&\

name=NAME111&\

passwor d=PASSWORD&\

status=disable&\

username=USERNAME111" \

- X POST https: //dev. softkeel. com/api/vl/account

Response example:

{
“error" : "",
"msg" : {
"allowed IPs" : "10.0.110.52",
"b_download" : "12",
"b upload" : "12",
"mangle" : "100",
“name" : "NAME11l1l",
"password" : "PASSWORD",
"private key" : "kC8nONGFxwqvwIfI8xJg2ZzRtp9501tC4ugPHLPxsmO=",
"public key" : "p3i2VHZRHwVk3uk+Yo40KoeQ6gLF+jF33P+pnKai3iE=",
"status" : "disable",
"username" : "USERNAME111l",
"wg _name" : "77 87 125 209"
b
"status" : "success"
}
Errors:

-Not authorized

- Account not found

-VPN account limit exceeded

-Wireguard server not valid

-Wrong name (only letters, numbers and ' ', '-')

-The name is already in use



- The username is already in use

-Wrong Username (only letters, numbers and ' ', '-')

-Wireguard server not valid

-Wrong IP format

-IP address already in use

-The IP address is not within the range of the wireguard server

-Keys are invalid

Account EDIT

Request Structure: |https: //<puqvpnvp>/api/v1/account/<NAME>|
Cookie: |access_hash=<access_hash>|

Method:

PUT|
PUT data:

Not required:

"status" = "enable| disable"
"password" = "PASSWORD"
"allowed IPs" = "CIDR format"
"allowed IPs ipv6" = "CIDR format"
"b download" = "0-10000"
"b upload" = "0-10000"

Example:
curl \
-b

"access hash=edal21857897bcf@edcdf5a3eaf957f35cch62d39d5bcObfbfb6d31644eee3cd7f8365e71ad94a60"
\

-d "allowed IPs=10.0.110. 60&\

b download=11&\

b upload=11&\

password=PASSWORD111122223333&\



status=enable" \

- X PUT https: //dev. softkeel. com/api/vl/account/NAME111l

Response example:

{
“"error" : "",
"msg" : {
"allowed IPs" : "10.0.110.60",
"b _download" : "11",
"b upload" : "11",
"mangle" : "100",
"name" : "NAME11l",
"password" : "PASSWORD111122223333",
"private key" : "KkC8nONGFxwqvwIfI8xJg2ZzRtp9501tC4ugPHLPxsmO=",
"public key" : "p3i2VHZRHwVk3uk+Yo40KoeQ6gLF+jF33P+pnKai3iE=",
"status" : "enable",
"username" : "USERNAME11l1l",
"wg name" : "77 87 125 209"
}
"status" : "success"
}
Errors:

-Not authorized

- Account not found
-Wireguard server not valid
-Wrong external IP format
-IP address already in use

-The IP address is not within the range of the wireguard server

Account DELETE

Request Structure: |https: //<puqvpnvp>/api/vl/account/<NAME> |

Cookie: |access_hash=<access_hash>|



Method:

DELETE |

Example:

curl \

-b

"access hash=edal21857897bcf@edcdf5a3eaf957f35cch62d39d5bcObfbfb6d31644eee3cd7f8365e71ad94a60"
\

- X DELETE https: //dev. softkeel. com/api/vl/account/NAME111

Response example:

{
“error" : "",
"msg" : "success",
"status" : "success"
}
Errors:

-Not authorized

- Account not found

Account Config Text

Request Structure: |https: //<puqvpnvp>/api/vl/account/<NAME>/config text
Method: |GET]
Cookie: |access_hash=<access_hash>

Example:

curl \

-b

"access hash=edal21857897bcfOedcdf5a3eaf957f35cch62d39d5bcObfbfb6d31644eee3cd7f8365e71ad94a60"
\

-X GET https: //dev. softkeel. com/api/vl/account/peer 10/config text



Response example:

“error" : "",

"msg" : "[Interface] \tAddress = 10.0.105.18/24\n\tDNS = 8.8.8.8,1.1.1. 1\n\tPrivateKey =
GNuPOsiryMimPSuF7HnmwOD7gY7F XzoY6IgUmtluuXc=\n\t\n[ Peer] \n\tAllowedIPs =
0. 0. 0. 0/0\n\tEndpoint = 77. 87.125. 200: 51926\n\tPublicKey =
Hkldth2Pdu/jnJONH4cjSlsun2pFdIUZXtOh5qaNzmA=",

"status" : "success"

Errors:

-Not authorized

- Account not found

Account Config QR

Request Structure: |https: //<puqvpnvp>/api/vl/account/<NAME>/config qr
Method: |GET]

Cookie: |access_hash=<access_hash>|

Output: data:image/png;base64

Example:

curl \

-b

"access hash=edal21857897bcf@edcdf5a3eaf957f35cch62d39d5bcObfbfb6d31644eee3cd7f8365e71ad94a60"
\

-X GET https: //dev. softkeel. com/api/vl/account/peer 10/config qr

Response example:

llerr.or.ll : n II'

n mSg|| :



" 1 VBORWOKGgoAAAANSUhEUgAAATQAAAHOAQMAAADXGE3JAAAABLBMVE X/ / /8 AAABVwWEN+AAAGTULEQVR42uydP9ar MA7F5U

"status" : "success"

Errors:

-Not authorized

- Account not found

Account IKEv2 Profile

Request Structure: |https: //<pugvpnvp>/api/vl/account/<NAME>/ikev2 profile

Method:

GET]
Cookie: |access_hash=<access_hash>

Example:

curl \

-b

"access hash=4aleaf3a9f086baad52bac3c4e92eb60e34755d23136190144720b9b43700c23543aabb2794edal5"
\

-X GET https: //dev. softkeel. com/api/vl/account/peer 10/ikev2 profile

Response example:

{

“error" : "",

"msg" : "{\n\t\t\"uuid\": \"da7782cd-d00c-4114-9250-6c798585a441\", \n\t\t\"name\":
\"dev. softkeel. com\", \n\t\t\" type\": \"ikev2-eap\", \n\t\t\"remote\": {\n\t\t \"addr\":
\"dev. softkeel. com\", \n\t\t \"id\": \"dev.softkeel.com\", \n\t\t \"cert\": \"----- BEGIN
CERTIFICATE-----

\rMIIFfDCCA2SgAWIBAQIIMYZL3xAvgfwwDQYJIKoZIhvcNAQEMBQAwWXDEQMA4GALUE\r AXMHUFVRIFZQTjEXMBUGALUEChM
END CERTIFICATE----- \rA"\n\t\t}, \n\t\t\" local\": {\n\t\t \"eap id\":
\"user _104\"\n\t\t}\n\t }",

"status" : "success"



Errors:

-Not authorized

- Account not found

Account One-time link

Request Structure: |https: //<puqvpnvp>/api/v1/account/<NAME>/ot1|
Method: | GET]

Cookie: |access_hash=<access_hash>

Output: url

Example:

curl \

-b

"access hash=edal21857897bcfOedcdf5a3eaf957f35cch62d39d5bcObfbfb6d31644eee3cd7f8365e71ad94a60"
\

-X GET https: //dev. softkeel. com/api/vl/account/peer 10/0tl

Response example:

"https: //dev. softkeel. com/ot1l/941baf43c2fd01e87e98db922c7d4aeb8led27ele88d613204c99dfae2f622b24

"status" : "success"

Errors:

-Not authorized

- Account not found



Account Firewall mangle rules

Request Structure:

https://<puqvpnvp>/api/v1/account/<NAME>/firewallimangleirules|
Method: |GET]
Cookie: |access_hash=<access_hash>

Example:

curl \

-b

"access hash=edal21857897bcfOedcdf5a3eaf957f35cch62d39d5bcObfbfb6d31644eee3cd7f8365e71ad94a60"
\

-X GET https: //dev. softkeel. com/api/vl/account/peer 10/firewall mangle rules

Response example:

||er.ror|| : n ||'

"msg" : "0.0.0.0/0 -> 10.0.105.18 MARK 0x6d Pkt: @ Bytes: 0\nl0. 0.105.18 -> 0. 0. 0. 0/0 MARK
0x6d Pkt: O Bytes: O\n",

"status" : "success"

Errors:

-Not authorized

- Account not found

Account Traffic Control

Request Structure:

https: //<puqvpnvp>/api/vl/account/<NAME>/traffic control

Method: | GET]

Cookie: |access_hash=<access_hash>



Example:

curl \

-b

"access hash=edal21857897bcf0edcdf5a3eaf957f35cchb62d39d5bcObfbfb6d31644eee3cd7f8365e71ad94a60"
\

-X GET https: //dev. softkeel. com/api/vl/account/peer 10/traffic control

Response example:

“error" : "",

"msg" : "ensl8 --> class htb 1:109 root leaf cb97: prio 0 rate 20Mbit ceil 20Mbit burst
1600b cburst 1600b \n Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0) \n backlog 0b
Op requeues 0\n\nwgl06 --> class htb 1:109 root leaf cb98: prio 0 rate 20Mbit ceil 20Mbit
burst 1600b cburst 1600b \n Sent 0 bytes 0 pkt (dropped 0, overlimits 0 requeues 0) \n
backlog 0b Op requeues 0\n\n",

"status" : "success"

Errors:

-Not authorized

- Account not found

Account Dump

Request Structure: |https: //<puqvpnvp>/api/vl/account/<NAME>/dump
Method: |GET]
Cookie: |access_hash=<access_hash>

Example:

curl \

-b

"access hash=edal21857897bcfOedcdf5a3eaf957f35cch62d39d5bcObfbfb6d31644eee3cd7f8365e71ad94a60"
\



-X GET https: //dev. softkeel. com/api/vl/account/peer 10/dump

Response example:

{
“error" : "",
"msg" : {
"allowed ips" : "10.0.105.18/32",
"endpoint" : "(none)",
"keepalive" : "off",
"latest handshake" : "0",
"transfer rx" : "0",
"transfer tx" : "0"
}
"status" : "success"
}
Errors:

-Not authorized

- Account not found

Account Traffic statistics

Request Structure: |https: //<puqvpnvp>/api/vl/account/<NAME>/traffic statistics/<YEAR>/<MONTH>
Method: |GET]
Cookie: |access_hash=<access_hash>

Example:

curl \

-b

"access hash=edal21857897bcf@edcdf5a3eaf957f35cch62d39d5bcObfbfb6d31644eee3cd7f8365e71ad94a60"
\

-X GET https: //dev. softkeel. com/api/vl/account/ruslan telefon/traffic statistics/2022/11

Response example:



}I

}I

}I

}I

}I

}I

"account" : "ruslan telefon",
"date" : "2022-11-01",
"traffic_download" : 0,

"traffic upload" : 0

"account" : "ruslan telefon",
"date" : "2022-11-02",
"traffic_download" : 0,

"traffic upload" : ©

"account" : "ruslan telefon",
"date" : "2022-11-03",
"traffic_download" : 0,

"traffic upload" : 0

"account" : "ruslan telefon",
"date" : "2022-11-04",
"traffic _download" : 0,

"traffic upload" : 0

"account" : "ruslan_ telefon",
"date" : "2022-11-05",
"traffic _download" : 0,

"traffic upload" : 0

"account" : "ruslan_telefon",
"date" : "2022-11-06",
"traffic _download" : 0,

"traffic upload" : 0



"account" :

"date" :

"ruslan_telefon",

"2022-11-07",

"traffic _download" : 0,

"traffic upload" : 0

"account" :

"date" :

"ruslan_telefon",

"2022-11-08",

"traffic download" : 0,

"traffic upload" : 0

"account" :

"date" :

"ruslan_telefon",

"2022-11-09",

"traffic _download" : 0,

"traffic upload" : 0

"account" :

"date" :

"ruslan_telefon",

"2022-11-10",

"traffic download" : 1209108969,

"traffic upload" : 375698174

"account" :

"date" :

"ruslan_telefon",

"2022-11-11",

"traffic download" : 1588256401,

"traffic upload" : 406223360

"account" :

"date" :

"ruslan_telefon",

"2022-11-12",

"traffic _download" : 1963382022,

"traffic upload" : 49067202

"account" :

"date" :

"ruslan_telefon",

"2022-11-13",

"traffic_download" : 0,

"traffic upload" : 0



"account" : "ruslan telefon",
"date" : "2022-11-14",
"traffic_download" : 178929,
"traffic upload" : 127102

"account" : "ruslan telefon",
"date" : "2022-11-15",
"traffic_download" : 0,

"traffic upload" : ©

"account" : "ruslan telefon",

"date" : "2022-11-16",

"traffic download" : 168658637,

"traffic upload" : 15390640

"account" : "ruslan telefon",
"date" : "2022-11-17",
"traffic_download" : 0,

"traffic upload" : ©

"account" : "ruslan telefon",
"date" : "2022-11-18",
"traffic_download" : 0,

"traffic upload" : ©

"account" : "ruslan telefon",
"date" : "2022-11-19",
"traffic_download" : 0,

"traffic upload" : ©

"account" : "ruslan telefon",

"date" : "2022-11-20",



}I

}I

}I

}I

}I

}I

}I

"traffic_download" : 0,

"traffic upload" : ©

"account" : "ruslan telefon",
"date" : "2022-11-21",
"traffic_download" : 0,

"traffic upload" : 0

"account" : "ruslan telefon",
"date" : "2022-11-22",
"traffic_download" : 0,

"traffic upload" : ©

"account" : "ruslan telefon",
"date" : "2022-11-23",
"traffic_download" : 0,

"traffic upload" : 0

"account" : "ruslan telefon",
"date" : "2022-11-24",
"traffic _download" : 0,

"traffic upload" : 0

"account" : "ruslan_ telefon",
"date" : "2022-11-25",
"traffic _download" : 0,

"traffic upload" : 0

"account" : "ruslan_telefon",
"date" : "2022-11-26",
"traffic _download" : 0,

"traffic upload" : 0



"account" : "ruslan_telefon",
"date" : "2022-11-27",
"traffic _download" : 0,

"traffic upload" : 0

},

{
"account" : "ruslan telefon",
"date" : "2022-11-28",
"traffic download" : 0,
"traffic upload" : 0

b

{
"account" : "ruslan telefon",
"date" : "2022-11-29",
"traffic _download" : 0,
"traffic upload" : 0

}

{
"account" : "ruslan telefon",
"date" : "2022-11-30",
"traffic download" : O,
"traffic upload" : 0

}

I,
"status" : "success"
}
Errors:

-Not authorized
- Account not found
-Wrong month setting

-Wrong year setting






Firewall

Order now | Download | FAQ

Firewall info

Request Structure: |https: //<puqvpnvp>/api/v1/firewall/info|

Method:

GET]
Cookie: |access_hash=<access_hash>

Example:

curl \
-b
"access hash=7effe99173b87e9cdebdab66d6fb23c9b244af250cb09b5dd36d8F80d14a8510b2d00Obcha7290252"

\
-X GET https: //dev. softkeel. com/api/vl/firewall/info

Response example:

{
“error" : "",
"msg" : {
"ip forward" : "yes",
"iproute2" : "5.10.0-4",
"iptables" : "1.8.7-1"
}
"status" : "success"
}
Errors:

-Not authorized


https://puqcloud.com/puqvpncp.php
https://download.puqcloud.com/cp/puqvpncp/
https://faq.puqcloud.com

Firewall conf

Request Structure: |https: //<puqvpnvp>/api/v1/firewall/conf|
Cookie: |access_hash=<access_hash>|
Method: | GET]

Example:

curl \
-b
"access hash=7effe99173b87e9cdebdab66d6fb23c9b244af250cb09b5dd36d8Ff80d14a8510b2d00Obcba7290252"

\
-X GET https: //dev. softkeel. com/api/vl/firewall/conf

Response example:

{
“error" : "",
"msg" : {
"internal traffic" : false,
"ip forward" : false,
"policy forward" : "ACCEPT",
"policy input" : "ACCEPT",
"policy output" : "ACCEPT"
b
"status" : "success"
}
Errors:

-Not authorized



Firewall change conf

Request Structure: |https: //<puqvpnvp>/api/v1/firewa11/conf|

(Iookie:|access_hash=<access_hash>|

Method: |PuT]

PUT data:

"internal traffic" [ false| true
"ip forward" [Tk false| true

"policy forward" [ "ACCEPT"|"DROP"
"policy input" [TE "ACCEPT"|"DROP"
"policy output" [ "ACCEPT"|"DROP"

Example:

curl \

-b

"access hash=7effe99173b87e9cdebdab66d6fb23c9b244af250cb09b5dd36d8f80d14a8510b2d00bcba7290252"
\

-d

"ip forward=1&internal traffic=1&policy forward=ACCEPT&policy input=ACCEPT&policy output=ACCEPT
\

- X PUT https: //dev. softkeel. com/api/vl/firewall/conf

Response example:

{
“error" : ""
"msg" : "success",
"status" : "success"
}
Errors:

-Wrong parameter: INPUT policy, should be: ACCEPT or DROP
-Wrong parameter: FORWARD policy, should be: ACCEPT or DROP



-Wrong parameter: OUTPUT policy, should be: ACCEPT or DROP

Firewall rules FILTER

Request Structure: |https: //<puqvpnvp>/api/vl/firewall/rules/filter |
Cookie: |access_hash=<access_hash>|
Method: | GET]

Example:

curl \
-b
"access hash=7effe99173b87e9cdebdab66d6fb23c9b244af250ch09b5dd36d8f80d14a8510b2d00Obcba7290252"

\
-X GET https: //dev. softkeel. com/api/vl/firewall/rules/filter

Response example:

{
“error" ",
"msg" [
{
"action" : "ACCEPT",
"chain" : "INPUT",

"d ip" : "0.0.0.0/0",
"d port" : "8098",

“name" : "system PUQVPNCP",
"protocol" : "TCP",
"s ip" : "0.0.0.0/0",
"s port" : "O"
b
{
"action" : "DROP",
"chain" : "INPUT",
"d ip" : "0.0.0.0/0",
"d port" : "23",

"name" : " TEST",



"protocol" : "TCP",

"s ip" : "0.0.0.0/0",
s port" : "O"
}
I
"status" : "success"
}
Errors:

-Not authorized

Firewall FILTER add rule

If add at the top of the list

Request Structure: https: //<puqvpnvp>/api/vl/firewall/rules/filter/top
If added at the end of the list

Request Structure: https: //<puqvpnvp>/api/vl/firewall/rules/filter/end

Cookie: |access_hash=<access_hash>
Method: | POST]|

POST data:

“name" = "NAME"
"action" = "ACCEPT"|"DROP"
"chain" = "INPUT"|
"d_ip" = "CIDR format"
"d_port" = "0-65535"
“protocol" = "TCP"|"UDP"|"ICMP"|"ANY"
"s_ip" = "CIDR format"
"s_port" = "0-65535"
Example:

curl \


https://<puqvpnvp>/api/v1/firewall/rules/filter/top
https://<puqvpnvp>/api/v1/firewall/rules/filter/top

-b

"access hash=7effe99173b87e9cdebdab66d6fb23c9b244af250cb09b5dd36d8Ff80d14a8510b2d00bcba7290252"
\

-d "action=ACCEPT&\

chain=INPUT&\

d ip=0. 0. 0. 0/0&\

d port=22&\

name=TEST SSH OPEN&\

protocol=TCP&\

s _ip=0. 0. 0. 0/0&\

s _port=0"\

- X POST https: //dev. softkeel. com/api/vl/firewall/rules/filter/top

Response example:

{
“error" : "",
"msg" : "success",
"status" : "success"
}
Errors:

-Wrong rule name. Must be letters and numbers only
-A rule with the same name already exists

-Not correct Chain

-Destination IP must be in CIDR format

-Source IP must be in CIDR format

Firewall FILTER delete rule

If add at the top of the list
Request Structure: https: //<puqvpnvp>/api/vl/firewall/rules/filter/<rule name>

Cookie: |access_hash=<access_hash>

Method: | DELETE|


https://<puqvpnvp>/api/v1/firewall/rules/filter/top

Example:

curl \
-b
"access hash=7effe99173b87e9cdebdab66d6fb23c9b244af250cb09b5dd36d8Tf80d14a8510b2d00bcba7290252"

\
- X DELETE https: //dev. softkeel. com/api/vl/firewall/rules/filter /TEST_SSH_OPEN

Response example:

{
“error" : "",
"msg" : "success",
"status" : "success"
}
Errors:

-No rule found with given name

-You cannot delete this rule. ONLY name=system PUQVPNCP

Firewall rules NAT

Request Structure: |https: //<puqvpnvp>/api/v1/firewall/rules/nat|
Cookie: |access_hash=<access_hash>|
Method: | GET]

Example:

curl \
-b
"access hash=7effe99173b87e9cdebdab66d6fb23c9b244af250cb09b5dd36d8f80d14a8510b2d0Obcba7290252"

\
-X GET https: //dev. softkeel. com/api/vl/firewall/rules/nat

Response example:



"msg" ¢
{
"action" : "SNAT",
“chain" : "POSTROUTING",
"d ip" : "0.0.0.0/0",
"name" : "Default 144 wgl44",
"s ip" : "10.0.143.0/24",
"to-source" : "77.87.125.200"
b
{
"action" : "SNAT",
"chain" : "POSTROUTING",
"d ip" : "0.0.0.0/0",
"name" : "Default 153 wgl53",
"s ip" : "10.0.152.0/24",
"to-source" : "77.87.125. 200"
}
{
"action" : "SNAT",
"chain" : "POSTROUTING",
"d ip" : "0.0.0.0/0",
"name" : "Default 44 wg44",
"s ip" : "10.0.43.0/24",
"to-source" : "77.87.125. 200"
b
{
"action" : "SNAT",
“chain" : "POSTROUTING",
"d ip" : "0.0.0.0/0",
"name" : "Default 53 wg53",
"s ip" : "10.0.52.0/24",
"to-source" : "77.87.125. 200"
}

1,

"status" : "success"



Errors:

-Not authorized

Firewall rules MANGLE

Request Structure: |https: //<puqvpnvp>/api/v1/firewall/rules/mangle|
Cookie: |access_hash=<access_hash>|
Method: | GET]

Example:

curl \
-b
"access hash=7effe99173b87e9cdebdab66d6fb23c9b244af250cb09b5dd36d8f80d14a8510b2d00Obcba7290252"

\
-X GET https: //dev. softkeel. com/api/vl/firewall/rules/mangle

Response example:

{
“error" ",
"msg" [
{
"action" : "MARK",
"chain" : "FORWARD",

"d ip" : "0.0.0.0/0",

“"name" : "src peer 121 user 122",
"s ip" : "160.0.118.3",
"set-mark" : "227"
}
{
"action" : "MARK",
"chain" : "FORWARD",
"d ip" : "10.0.118.4",
"name" : "dst peer 122 user 123",

"s ip" : "0.0.0.0/0",



"set-mark" : "228"

}
{
"action" : "MARK",
"chain" : "FORWARD",
"d ip" : "0.0.0.0/0",
“name" : "src peer 122 user 123",
"s ip" : "10.0.118. 4",
"set-mark" : "228"
}
I
"status" : "success"
}
Errors:

-Not authorized



License

Order now | Download | FAQ

License status

Request Structure: |https: //<pugvpnvp>/api/vl/license

Method: |GET]

Cookie: |access_hash=<access_hash>

Example:

curl \
-b
"access hash=edal21857897bcf@edcdf5a3eaf957f35cch62d39d5bcObfbfb6d31644eee3cd7f8365e71ad94a60"

\
-X GET https: //dev. softkeel. com/api/vl/license

Response example:

{
“error" : "",
"msg" : {
“accounts" : 500,
"expiration date" : "2023-11-13T18: 38: 43+01: 00",
"key" : "I77REA- CJ5CCX-DK33DO- USODFR- HOIR8Y",
"last check" : "2022-11-16T11:11: 36+01: 00",
"valid" : true
b
"status" : "success"
}

Errors:


https://puqcloud.com/puqvpncp.php
https://download.puqcloud.com/cp/puqvpncp/
https://faq.puqcloud.com

-The license is not active

-Not authorized



DNS

Order now | Download | FAQ

DNS status

Request Structure: |https: //<puqvpnvp>/api/vl/dns |

Method:

GET]
Cookie: |access_hash=<access_hash>

Example:

curl \

-b

"access hash=edal21857897bcf@edcdf5a3eaf957f35cch62d39d5bcObfbfb6d31644eee3cd7f8365e71ad94a60"
\

-X GET https: //dev. softkeel. com/api/vl/dns

Response example:

{
“error" : "",
"msg" : {
"acl" @ [

"127.0.0.1",
"10. 0. 110. 0/24",
"10. 0.107. 0/24",
"10.0.176. 0/24",
"10. 0. 44. 0/24",
"10. 0. 68. 0/24",
"10.0.111. 0/24",
"10. 0.15. 0/24",
"10. 0. 1. 0/24",
"10. 0. 52. 0/24",


https://puqcloud.com/puqvpncp.php
https://download.puqcloud.com/cp/puqvpncp/
https://faq.puqcloud.com

"10. 0. 85. 0/24"
1,

"bind9" : "1:9.16.33-1~debl1lul",
"enabled" : true,
"forwarders 1" : "77.87.125.10",
"forwarders 2" : "77.87.125.20",
"max_cache ttl" : "3600",
"pid" : "2649459"

}

"status" : "success"

}
Errors:

-The license is not active

-Not authorized

DNS EDIT

Request Structure: |https: //<puqvpnvp>/api/vl/dns |

Cookie: |access_hash=<access_hash>|

Method: |puT|
PUT data:

Options not required:

"enabled" = false| true

"forwarders 1" = "CIDR format"

"forwarders 2" = "CIDR format"

"max_cache ttl" = "30-3600"
Example:

curl \

-b

"access hash=edal21857897bcfOedcdf5a3eaf957f35cch62d39d5bcObfbfb6d31644eee3cd7f8365e71ad94a60"



\

-d "enabled=false&\

forwarders 1=1.1.1.1&\
forwarders 2=8. 8. 8. 8&\

max_cache ttl1=300" \

-X PUT https: //dev. softkeel. com/api/v1l/dns

Response example:

{
“error" : "",
"msg" : {
"address" : "10.0.127.1/24",
"b_download" : "6",
"b upload" : "7",
“dns 1" : "8.8.8.8",
“dns 2" : "1.1.1.1",
"external ip" : "77.87.125.200",
"interface name" : "wgl28",
"internal traffic" : false,
"listen port" : "51333",
"name" : "Default 128",
"private key" : "cAnS3fQbdvHUS+9eVO5Uf+cP+gn8i4lLpzXsdE7mUZ2E=",
"public key" : "RVNBbsSEIjEkgsyXzmd5vMBIc0zzcTSC/fPscdDwzlQo="
b
"status" : "success"
}
Errors:

-Not authorized
-Incorrect data in Forwarderl parameters

-Incorrect data in Forwarder2 parameters



System Config

Order now | Download | FAQ

System Config

Request Structure: |https: //<puqvpnvp>/api/v1/system/config|

Method: |GET]

Cookie: |access_hash=<access_hash>

Example:

curl \
-b
"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9f"

\
-X GET https: //dev. softkeel. com/api/vl/system/config

Response example:

{
“error" : "",
"msg" : {
"traffic statistics frequency" : 1,
"traffic statistics history" : 1,
"wireguard handshake uptime" : 180
}
"status" : "success"
}
Errors:

-Not authorized


https://puqcloud.com/puqvpncp.php
https://download.puqcloud.com/cp/puqvpncp/
https://faq.puqcloud.com

System Config EDIT

Request Structure: |https: //<puqvpnvp>/api/v1/system/config|
Cookie: |access_hash=<access_hash>|

Method: |puT]|

PUT data:

Options not required:

"traffic statistics frequency" = "1-1440"

"traffic statistics history" = "0-2147483647"

"wireguard handshake uptime" = "1-300"
Example:

curl \

-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9f"
\

-d "traffic statistics frequency=10&\

traffic statistics history=5&\

wireguard handshake uptime=300" \

-X PUT https: //dev. softkeel. com/api/vl/system/config

Response example:

{

“error" : "",

"msg" : {
"traffic statistics frequency" : 10,
"traffic statistics history" : 5,
"wireguard handshake uptime" : 300

b

"status" : "success"



Errors:

-Not authorized

-Incorrect value Traffic Statistics Frequency (should be 1 to 2147483647)
-Incorrect value Traffic Statistics History (should be 0 to 2147483647)
-Incorrect value Wireguard Handshake Uptime (should be 1 to 300)

System Config Set Default

Request Structure: |https: //<puqvpnvp>/api/v1/system/config/default|
Cookie: |access_hash=<access_hash>|

Method: |puT]|

PUT data:

Options not required:

Example:

curl \
-b
"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178159542c42cf2be854€296941de9f"

\
- X PUT https: //dev. softkeel. com/api/vl/system/config/default

Response example:

{

“error" : "",

"msg" : {
"traffic statistics frequency" : 5,
"traffic statistics history" : 2,
"wireguard handshake uptime" : 180

b

"status" : "success"



Errors:

-Not authorized



IKEV2

Order now | Download | FAQ

IKEV2 info

Request Structure: |https: //<puqvpnvp>/api/v1/ikev2/info|

Method: |GET]

Cookie: |access_hash=<access_hash>

Example:

curl \
-b
"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9f"

\
-X GET https: //dev. softkeel. com/api/vl/ikev2/info

Response example:

{
“error" : "",
"msg" : {
"pid charon" : "1473837",
"pid starter" : "1473836",
“strongswan" : "5.9.1-1+debl1lu3"
}
"status" : "success"
}
Errors:

-Not authorized


https://puqcloud.com/puqvpncp.php
https://download.puqcloud.com/cp/puqvpncp/
https://faq.puqcloud.com

IKEV2 Config

Request Structure: |https: //<puqvpnvp>/api/v1/ikev2/config|

Method: |GET]

Cookie: |access_hash=<access_hash>

Example:

curl \
-b
"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9f"

\
-X GET https: //dev. softkeel. com/api/vl/ikev2/config

Response example{Server configuration example}:

"error" : ,

n msgII : {
“ca cert" : "----- BEGIN CERTIFICATE-----

\NMIIFfDCCA2SgAWIBAgGIIMYZL3xAvgfwwDQYIKoZIhvcNAQEMBQAWXDEQMA4GALUE\nAXMHUFVRIFZQTjEXMBUGALUEChM

END CERTIFICATE----- \n",
"ca_common_name" : "dev.softkeel. com",
“ca country name" : "",

"ca key" : "----- BEGIN RSA PRIVATE KEY-----

\NMIIJJWIBAAKCAQEALNnYVzVwZxckXMsCeR3AnoPgvRHubvIs lIPvp41l1CFnSXZIJhTX\nC5mmicZauPmlLOmpclc9umNOM1L
END RSA PRIVATE KEY----- \n",

"ca_locality" : "",
"ca organization" : "dev.softkeel. com",

"ca organizational unit" : ,

"ca state or province name" : "",

"enabled" : true,

"server cert" : "----- BEGIN CERTIFICATE-----

\NMIIFnTCCA4WgAWIBAQIIZqs60I6InzAwDQYIKoZIhvcNAQEMBQAWXDEQMA4GALUE\nAXMHUFVRIFZQTjEXMBUGALIUEChM

END CERTIFICATE----- \n",
"server key" : "----- BEGIN RSA PRIVATE KEY-----



\NMIIJJWIBAAKCAQEA23/dZ30yTzy0OvMnhzDumWh/E6C1cqQXTX+PjUxW1Q2PKyrhC\nHG/Bc73r ffqek9iKw/Nlgfukhqo
END RSA PRIVATE KEY----- \n",

"server common name" : "dev.softkeel.com",

"server country name" : "",

"server domain" : "dev.softkeel. com",

"server ip" : "77.87.125.200",

"server locality" : "",

"server organization" : "dev.softkeel. com",

"server organizational unit" : "",

"server state or province name"

b

"status" : "success"

Response example{Example of not configuring server}:

{
llerrorll : n II'
n msgll . {
Ilcaicertll : n II’
"ca_common name" : "dev.softkeel. com",

"'ca_country name" : ;

"ca key" : "",

"ca locality" : "",

"ca organization" : "dev.softkeel. com",
"ca organizational unit" : "",

"ca state or province name" : "",
"enabled" : false,

“server cert" : "",

"server common name" : "dev.softkeel.com",
"server country name" : "",

"server domain" : "dev.softkeel. com",
"server ip" : "77.87.125.200",

"server key" : "",

"server locality" : "",

"server organization" : "dev.softkeel. com",

"server organizational unit" : ,

"server state or province name"

I

"status" : "success"



Errors:

-Not authorized

IKEV2 Import CA certificate and
key

Request Structure: |https: //<puqvpnvp>/api/vl/ikev2/import ca rsa

Cookie: |access_hash=<access_hash>|

Method: |puT|

PUT data:

Options required:

"Ca_CeI"t" — uun

n Ca_keyll =

Example:

curl \

-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854e296941de9f"
\

-d "ca cert=$(sed 's, +, %2B, ' <<EOF

MIIFfDCCA2SgAWIBAgIIMYZL3xAvgfwwDQYIKoZIhvcNAQEMBQAWXDEQMA4GALUE
AXMHUFVRIFZQTjEXMBUGA1UEChMOUF VRIHNwLiB6IG8uby4xEDAOBgNVBASTB1BV
USBWUE4XEDAOBgNVBAcTB1dhcnN6YXcxCzAIJBgNVBAYTALBMMB4XDTIyMTIWNTE X
MzIzOFoXDTMyMTIwMjExMzIzO0F owXDEQMA4GAL1UEAXMHUFVRIFZQTjEXMBUGALUE
ChMOUFVRIHNwWLiB6IG8uby4xEDAOBgNVBAs TB1BVUSBWUE4XEDAOBgNVBACTB1dh
cnN6YXcxCzAIBgNVBAYTATIBMMIICI j ANBgkghkiGO9wOBAQEFAAOCAgG8AMIICCgKC
AgEALNYVzVwZxck XMs CeR3AnoPgvRHubvIs 1IPvp41CFNSXZJhTXC5mmicZauPml
LOmpclc9umNOM1LxSHV4pcFYP+M1bDUYMef3iaufeQ03cU4R4Ur JLsCC/WGwvwlo



IqYDCxUtBOePxZHNsBXDxu2/FOeVjX55iPnCDxyY/tKsouJnX+bTGB5r Obyeon6h
A7VOmVrKJIfKrIXhzKPtle28nFa9c6aRu+R0q3KotcradPSdzzzzFhCSCXChbI7+y
dfnSiJ3r ARREH1jMpvOrwM/9NyCPHUIJaR+XJ8JQMDAQxMP8oNOfKB8y66foLiFD
oXWLVtGIFPKENHbX2T7N//1y5xkA97upoQvo7wxtWV4x0IelnfLesSZVCl/UL50d
+LVf6NbguDda2HE15AuX6Mjn0tX18Yn6VQNU0o8R5rr+3dpuzZnUYVz fdbnaVmmSuc
ISsQEUTZMzwTzCffpUwPzp8MMWB2K1pSOMTtC707CEjnv2BV8IuKhgK1V661Rapx
cCWF/L1bHRasaqr5JCebGIVZNsd2qYJyuD6p0OxP+VVo3Poboqus ASKvbQ9PcoMdx
m8GJHzNnJsuUQhapP2PpDpdht58p0xs tWyPnANDs fbqooF WowAJWhHlk17JhQWuY
epEWKs 78B3C2LYT6UeU4nImRYNmsuc10Uj 9HpSIEMZ /nPnECAWE AAaNCME AwDwYD
VROTAQH/BAUWAWEB/z AOBgNVHQ8BAf8EBAMCAQYWHQYDVROOBBYEFFbCzI+j1Md8
NjGlpCPg+ks00MhgMAOGCSqGSIb3DQEBDAUAA4ICAQBpmyQRfUF /BiuF76vECcwci
OuuiBaoPcEOwQIueje84KtaEwAOa+QKX4sPGHE4Eoxv7JHEJhBfoeKABTgpIv+qgF
NWAEO+sMTowLhrcoB1VPTw50w3mOYDLG+aqcC3e7Ur XoMx+MWmPM3u3/zUkp5j /f
AsIZL4YdXBtwgmmojl3zg6URslhXh1Peqw+0iqevfpPZE1alIgXTEYOXnbalB506
eRUCLcU04dYj v3Eg55WKKN4uPkmmOulJiWZp8g13FBK1lhss/glgkh3ZW5nMVDj TP
GFGr Y+eHLzEgM8RRieJpU+Jq9mmezp/r OpCOEqoDILx0Uz05qm/c892D8ZZVqvKP
TQnuHppAyYATGCPBIOHURi4ufCfiEzba0jK6KLLIMRtGZEUMgTTZ77HSVFuGPO/C
+0VNxvSWc Xf26 AUNQHXS5wjFobel TWs fyi4ZegT9r TOUTfw]/x3hYCnxfGFsofgdh
bL6jLJIkygi+tjQAiJzNmmgRddDpun195Emc9yPYWQT59z6qwy6EXhAmyfZ6fnIIr
ZWIYcS+oUh+mffeqjBHSUAPTFS10iWfeshx+XN1oun0SiPaeA9YAb/eiKF+1/0F1
wX59Ea2Mr 559mRBODg90HMRMqG5K529Yy3V3tXg2/ZZNKeXMLOOVbctf+hSkds T4
CZwL60LmIPQCBkNr 6 X0fBA==

ca key=$(sed 's, +, %2B, g' <<EOF

MITIJJIWIBAAKCAQEALNnYVzVwZxckXMsCeR3AnoPgvRHUbvIS1IPvp4lCFNSXZIhTX
C5mmicZauPmlLOmpclcOumNOM1L xSHV4pcFYP+M1bDUYMef3iaufeQ03cU4R4Ur J
LsCC/WGwvwloIqYDCxUtBOePxZHNsBXDxu2/F0eVjX55iPnCDxyY/tKsounX+bT
GB5r0byeon6hA7VImVrKIfKrIXnhzKPtle28nFa9c6aRu+R0q3KotcradPSdzzzzF
hCSCXChbI7+ydfnSiJ3r ARREH1jMpvOrWM/9NyCPHUIJaR+XJ8IQMDdQxMP8oNOT
KB8y66foLiFDOXWLVtGIFPKENHbX2T7N//1y5xkA97upoQvo7wxtWV4x0IelnflLe
sSZVC1l/UL50d+LVf6NbguDda2HE15AuX6Mjn0tX18Yn6VQNUo8R5rr+3dpuzZnUYV
zfdbnaVmmSucISsQEUTZMzwTzCffpUwPzp8MMWB2K1pSOMTtC707CcEjnv2BV8IuK
hgK1V661RapxcCWF/L1bHRasaqr53CebGIVZNsd2qYJyuD6p0xP+VVo3PoboqusA
SKvbQ9PcoMdxm8GJIHzNnJsuUQhapP2PpDpdht58p0xstWyPnANDs fbqooF WpwAJW
hH1k17JhQWuYepEWKs78B3C2L YT6UeU4nImRYNmsuc10Uj 9HpSIEMZ/nPnECAWEA
AQKCAgA8061DYcf9jReDUZaS9ICI61luct0Ir C5wwSsL/aY88DywT3P1RUPcnRIce



t9RN4SCqSYwWBTUYEQIWWO5qwiLIbDLpuQnDmVsCiz4afsCor fNUdbTS6ieedLkQP
LCJJEYTzc8IdunJQuxX3x3SLy4r Tc347b4TBTPV5i8bpH5/PYx+ml7UvthEmn7Tu
gqbPJdYR2JoYHVVisWZ1wGj2iUNhpEh/sNLMO+hsQEORosNrQKYxz TulGmYRP1zJ1i
ZVCcnYr VLNUmr TTU1gLVCiFtQzCyngl5Yu2AX3Fj2X0c79N8u4m/pnfbzV2H8Uut
KcoglVIZgRxzt11Uc3CtMVBEJyAr Xr VEJwXdgMol9H4LvZxK0/r Lxyz8Y/zggUSy
/Ps05YIHDR1VsRe/Q+Gd4+ttIKMZ/E+ghIQ6mTjamZwG0iH4r ji5jg21pFSBZgwm
Lp7wpeTCYKFGAXbiNYVIw4APNoWOoPGLCdaNGiP2NEK4EPI6ieo+sFFZYBaPzr Gw/
StOYLKMrkGTcH7kGhYXxFsIYtPp9t5La34msoqbCqPaxNP5r T3jelLcIkKulEO/Xao
ehAhXYVm+iDn1Y2iIzVyOouEd9i1XYTEJp0/aA7QdEqyR7003Y6jHMdjekEfHIAA
WFOGKedHfzML6uQQMuDzhVGTEMt JAEKXX0aI T+G7UZh88rr vAQKCAQEABbKB/jL3
0451NTJj+U/YZNRr fKysuDkBPnYIHuCWhWhmj JCOcF0txHhMhv6+KAGI4PU10f0Q
iPQSaczP2LKgN6Dz8aJlDgDonJ67sUzP+y+tNGpabOvydp8PH7KWpixAVt7bqI8K4
COymbR1hW6HHYyujULHM9s04zE1HI6ABTcsPbpTVh11c191TD42t2bSVfncdZgDKp
00iaFSuk6gpIvYMesSpsUCIr AF4mO5uP TwSRVQxg4tBj80LsdWIuV1lowdZNXgcGd
76XMzMmH1itOFNN8zsDfoEg/GgLkoyY+2kmU5yahyvo21BMLs /lpWQ5xplOPpnU4d
3KWEynuNBxj Q+QKCAQEA4yb6AWp60hLgidmfdaCHhXc8dZs+bP2CaE5 LK4XF x/IM
IrLYNj JFpWbNQ5MLq2p6tedF31RuU2/GXwvYOBLY1t5G2NdPqn6KOXDDcuqOu4IN
2Mmr TYrRj ye4AtfP1qcVNnilUlkus+b4nK30b9m629s WEgOkHeDDF /BwOWL0QAK/
Cpbuzo70R4S1zx+FOp2MvDbEr mmNtPgrFKiPjRixysgwnH5jnIIK667gHvinD23Z
u6Zi0AS2 Tm+0KhwEL 1aCCOPAB32dp AAUoKgv8RxbytvWQjgr OkKQSTEZ5T64BVZM
4C1Iz6+8I1QQCHUOUF59w5z86VEPHIYulzU+eNsvOQKCAQAILBLW6K j YuS+YjSxv
8ZH8sS5RIWY1tj dwQAdxxqgatotNOAMICv4TPWbuPaptV38pdPDJIxcf+ENnJAODG
oWNE98KPtJ+0IDQ1/ZRs8GckySuv0om5PDgkW3wA0Jy3e0Ti+OLIIR6pAcjNLu/h
3e/bI1laGJzjIbp+40Hq5hqPSPvIoQBCoISEQNTnrKmlgIGhmVOHDOjp6d0cdtU15
pWnYOPuX/K86jKNss6j6IKAzaYq4A/0g8ggu7g3pNVV/N5E3e4auldZ+II7UYFVx
G3sifFqfoJ2YSTrRYQxjC4V7y7NNt+6qeleVcTvpETjyEMgujivrlrjideCnX5XD
FAEZAoIBAAO1aTOIt4SihkQA9TeIbW4CalxIMpW49d4aGZDCWF5RV11hqiIIZBal
PPizeFP6IXLBOeTNYBfApW571QhgwZCQhHUZ2FUiR8NOUdyYdGbzU64MbN2RPKan
sVtghpwski4XfiuEMzOAsmJsfAhbd6+LPisBR+us9cJ4TH8+r CgPY2sal79LmZaV
VhgRmy+7Hscb5c4rLwMbYiiuL9nP42c6KYEE1z/A5819TC91Q9T+qCVmLAhaGlfg
fwKI/pB7HRhkD4iPxnkc/zk4RcAcBGuldzQRkrMaz xxCzvdtNLfx1s06KNQrPFkb
Ij/hGc8Yy9jbwllV43dGBHHDDSs gOXBECggEANSTI4PFR8PRE4/YLWDRWWXLENFFr
TRfkfvWyeDRnaQsSBINqgF+IGOymiGYrcmu4Ej2Ix3U0VuLl+yjI4j+jxBdW+hs2H
9z9AwVIVdPuz9X1LC/0dQTEbdLtynQCrqxm3QtJKLMBQ3hyRdY95+Yd1VnInTCnT
SDM5UJiDEc+Xxx0/Z7Akn8s0U30RUdA989PMb25p5CKcrF9/Juk /5bgf0z6cDz8G
bGKG2DwJ/09RVdOBLIWK1i66LexRjMpBhksf6aAb5bImfGFI0Oki9amX3gN+TSotS
OBRSU+9CGRwt+SPONcxcXqs60TYu+Wk Av3V23+0N8aiN1i7gKJIVyYvNzQQ==



n \
- X PUT https: //dev. softkeel. com/api/vl/ikev2/import ca rsa

Response example:

“"error" : "",
"msg" : {

"ca cert" : "----- BEGIN CERTIFICATE-----
\NMIIFfDCCA2SgAWIBAQIIMYZL3xAvgfwwDQYJIKoZIhvcNAQEMBQAwWXDEQMA4GALUE\nAXMHUFVRIFZQTjEXMBUGALUEChM
END CERTIFICATE----- \n",

"ca_common_name" : "dev.softkeel. com",

“ca_country name" : "",

"ca key" : "----- BEGIN RSA PRIVATE KEY-----
\NMIIJJwWIBAAKCAQEALNnYVzVwZxckXMsCeR3AnoPgvRHubvIs lIPvp41CFnSXZJhTX\nC5mmicZauPmlLOmpclc9umNOM1L
END RSA PRIVATE KEY----- \n",

"ca locality" : "",

"ca_organization" : "dev.softkeel. com",

"ca organizational unit" : "",

"ca state or province name" : "",

"enabled" : false,

"server cert" : "",

"server common name" : "dev.softkeel. com",

"server country name" : "",

"server domain" : "dev.softkeel. com",

"server ip" : "77.87.125.200",

"server key" : "",

"server locality" : "",

"server organization" : "dev.softkeel. com",

"server organizational unit" : "",

"server state or province name" : ""

Yo
"status" : "success"
}
Errors:

-Not authorized
-The root certificate is already in the system

-CaCert must be filled



- CaKey must be filled
-Certificate not found

-Certificate failed

IKEvV2 Generate CA certificate and
key

Request Structure: |https: //<puqvpnvp>/api/vl/ikev2/generate ca rsa

Cookie: |access_hash=<access_hash>|

Method: |puT]|

PUT data:
Options required:

ca_common name" =

"ca organization" =
Options not required:

"ca country name" = ""
"ca locality" =""

"ca organization" =

"ca organizational unit" =

"ca state or province name" = ""

Example:

curl \

-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854e296941de9f"
\

-d "ca_common_name=TEST CN&\

ca_country name=TEST C&\

ca locality=TEST L&\

ca_organization=TEST 0&\



ca_organizational unit=TEST OU&\

ca_state or province name=TEST S&\

"\

- X PUT https: //dev. softkeel. com/api/vl/ikev2/generate ca rsa

Response example:

“error" : "",
"msg" : {
“ca cert" : "----- BEGIN CERTIFICATE-----
\NMIIF1DCCA3ygAwIBAgIIP9dfvYShrW8wDQYJKoZIhvcNAQEMBQAwaDEQMA4GALUE\nAwwHVEVTVFODT]jEPMAOGALUECGwW
END CERTIFICATE----- \n",

“ca_common name" : "TEST CN",
“ca_country name" : "TEST C",
“ca key" : "----- BEGIN RSA PRIVATE KEY-----

\nMIIJKgIBAAKCAgEA4dIvCvI+4CDpYMVzEtWLYOpKLeegs3yCWjKwHQubGXiTL9Ks\nQLlr WTXYyFO3FhqygEZ3VOLUgBm
END RSA PRIVATE KEY----- \n",

"ca locality" : "TEST L",

"ca organization" : "TEST 0",

"ca organizational unit" : "TEST 0OU",
"ca state or province name" : "TEST S",
"enabled" : false,

"server cert" : "",

"server common name" : "dev.softkeel.com",
"server country name" : "",

"server domain" : "dev.softkeel. com",
"server ip" : "77.87.125.200",

"server key" : "",

"server locality" : "",

"server organization" : "dev.softkeel. com",

"server organizational unit" : ,

"server state or province name" :

1o
"status" : "success"
}
Errors:

-Not authorized



-The root certificate is already in the system
-Common Name must be filled

-Organization must be filled

IKEv2 Delete CA certificate and
key

Request Structure: |https: //<puqvpnvp>/api/vl/ikev2/delete ca rsa
Cookie: |access_hash=<access_hash>|

Method: | DELETE|

Example:

curl \

-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9f"
\

- X DELETE https: //dev. softkeel. com/api/vl/ikev2/delete ca rsa

Response example:

{

“error" : "",

"msg" : {
“ca cert" : "",
“ca_common name" : "TEST CN",
“ca _country name" : "TEST C",
"ca key" : "",
"ca locality" : "TEST L",
“ca organization" : "TEST 0",
"ca organizational unit" : "TEST 0U",
"ca state or province name" : "TEST S",
"enabled" : false,

"server cert" : )

"server _common name" : "dev.softkeel. com",



"server country name" : 5
"server domain" : "dev.softkeel. com",
"server ip" : "77.87.125.200",

"server key" :
"server locality" : "",
"server organization" : "dev.softkeel. com",

"server organizational unit" : ,

"server state or province name" :

}I

"status" : "success"

Errors:

-Not authorized

-The ROOT certificate is not present in the system

IKEV2 Generate SERVER
certificate and key

Request Structure: |https: //<puqvpnvp>/api/vl/ikev2/generate server rsa
Cookie: |access_hash=<access_hash>|

Method:

PUT|

PUT data:

Options required:
"server domain" = ""

“server_ip" =""

"server _common _name" =

"server organization"
Options not required:

"server organizational unit"



"server organization" =
“server_locality" = ""
"server state or province name" = ""
"server country name" = ""

"server ipv6" =

Example:

curl \

-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9f"
\

-d "server domain=vpn. test. test&\

server ip=172.16. 0. 1&\

server _common _name=TEST CN&\

server organizational unit=TEST OU&\

server _organization=TEST O0&\

server locality=TEST L&\

server state or province name=TEST S&\

server _country name=TEST S&\

"\

-X PUT https: //dev. softkeel. com/api/vl/ikev2/generate server rsa

Response example:

“error" : "",
"msg" : {
"ca cert" : "----- BEGIN CERTIFICATE-----
\nMIIF1DCCA3ygAwIBAgIIaQxQ0CqyX0MwDQYJIKoZIhvcNAQEMBQAwaDEQMA4GALUE\nAwwHVEVTVFIDTjEPMAGGALUECgwW
END CERTIFICATE----- \n",

“ca_common _name" : "TEST CN",
“ca_country name" : "TEST C",
"ca key" i "----- BEGIN RSA PRIVATE KEY-----

\NMIIJKQIBAAKCAGEA2mAubwuBj55hq/Ukk7U916waAKUGbO8RAUGzDGC+HP7wpwr g\n7q8IFKyCDCLQDbDQNZXRPWEIOphI
END RSA PRIVATE KEY----- \n",

"ca locality" : "TEST L",
“ca_organization" : "TEST 0",
"ca organizational unit" : "TEST 0U",

"ca state or province name" : "TEST S",



"enabled" : false,
"server cert" : "----- BEGIN CERTIFICATE-----
\NMIIFujCCA6KgAWIBAgIIbvUBrU6ZBQUwWDQYJIKoZIhvcNAQEMBQAwaDEQMA4GALUE\NAwWWHVEVTVFODTjEPMAOGALIUECgw

END CERTIFICATE----- \n",
"server common name" : "TEST CN",
"server country name" : "TEST S",
"server domain" : "vpn. test. test",
"server ip" : "172.16.0.1",
"server key" : "----- BEGIN RSA PRIVATE KEY-----

\nMIIJKQIBAAKCAQEA1Fw/nJ9q3W3avtdBIJP6RNOUwsk80Km4ezzVw/ikoal VMDwI\nC0Jr1R7zxYh9GGYZUj06CcFtQ7Q0

END RSA PRIVATE KEY----- \n",
"server locality" : "TEST L",
"server organization" : "TEST 0",
"server organizational unit" : "TEST 0U",
"server state or province name" : "TEST S"
b
"status" : "success"
}
Errors:

-Not authorized

-The root certificate is not present in the system
-Server Domain must be filled

-Server IP must be filled

- Common Name must be filled

-Organization must be filled

IKEV2 Delete SERVER certificate
and key

Request Structure: |https: //<puqvpnvp>/api/vl/ikev2/delete server rsa
Cookie: |access_hash=<access_hash>|

Method: | DELETE]|



Example:

curl \

-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9f"
\

- X DELETE https: //dev. softkeel. com/api/vl/ikev2/delete server rsa

Response example:

“error" : "",
"msg" : {
“ca cert" : "----- BEGIN CERTIFICATE-----
\NMIIF1DCCA3ygAwIBAgIIaQxQ0CqyX0MwDQYIKoZIhvcNAQEMBQAwaDEQMA4GALUE\NAwWWHVEVTVFODTjEPMAOGALIUECgw
END CERTIFICATE----- \n",

"ca_common_name" : "TEST CN",
“ca_country name" : "TEST C",
“ca key" : "----- BEGIN RSA PRIVATE KEY-----

\NMIIJKQIBAAKCAQGEA2mAubwuBj55hq/Ukk7U916waAKUGbO8RAUGzDGC+HP7wpwr g\n7q8IFKyCDCLQDbDQNZXRPWEIOphI
END RSA PRIVATE KEY----- \n",

"ca locality" : "TEST L",

"ca organization" : "TEST 0",

"ca organizational unit" : "TEST OU",
"ca_state or province name" : "TEST S",
"enabled" : false,

"server cert" : "",

“server common name" : "TEST CN",
"server country name" : "TEST S",
"server _domain" : "vpn. test. test",
"server ip" : "172.16.0.1",
"server key" : "",
"server locality" : "TEST L",
"server organization" : "TEST 0",
"server organizational unit" : "TEST 0U",
"server state or province name" : "TEST S"
b
"status" : "success"



Errors:

-Not authorized

-The ROOT certificate is not present in the system

IKEV2 Enable/Disable

Request Structure: |https: //<puqvpnvp>/api/vl/ikev2/|
Cookie: |access_hash=<access_hash>|

Method: |puT]|

PUT data:

Options required:

"enabled" = "0 1"

Example:

curl \

-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854e296941de9f"
\

-d "enabled=1" \

- X PUT https: //dev. softkeel. com/api/vl/ikev2

Response example:

“error" :

"msg" : {
"ca cert" : "----- BEGIN CERTIFICATE-----

\NMIIF1DCCA3ygAwIBAgIIaQxQ0CqyXO0MwDQYJIKoZIhvcNAQEMBQAwaDEQMA4GALUE\NnAwwHVEVTVFIDT]jEPMAOGALUECGW

END CERTIFICATE----- \n",
“ca_common name" : "TEST CN",
“ca_country name" : "TEST C",

"ca key" : "----- BEGIN RSA PRIVATE KEY-----



\NMIIJKQIBAAKCAQGEA2mAubwuBj55hq/Ukk7U916waAKUGbO8RAUGzDGC+HP7wpwr g\n7q8JFKyCDCLQDbDQNZXRPWEIOphI

END RSA PRIVATE KEY----- \n",
"ca locality" : "TEST L",
"ca organization" : "TEST 0",
"ca organizational unit" : "TEST 0U",
"ca state or province name" : "TEST S",
"enabled" : true,
"server cert" : "----- BEGIN CERTIFICATE-----

\NMIIFujCCA6KgAWIBAgIIE gk V3yqf6gwDQYIKoZIhvcNAQEMBQAWaDEQMA4GALUE \nAwwHVEVTVFIDTj EPMAGGALUECGW

END CERTIFICATE----- \n",
"server common name" : "TEST CN",
"server country name" : "TEST S",
"server _domain" : "vpn. test. test",
"server ip" : "172.16.0.1",
"server key" : "----- BEGIN RSA PRIVATE KEY-----

\nMIIJKAIBAAKCAQEAoOF LmfQYPCKNSz4aihkB1URMYeC3d0+A08h+01UIM7rr42YR/\nYLYa0ODUnTOOGPSsr /bGdahdbq58|

END RSA PRIVATE KEY----- \n",
"server locality" : "TEST L",
"server organization" : "TEST 0",
"server organizational unit" : "TEST 0U",
"server state or province name" : "TEST S"
b
"status" : "success"
}
Errors:

-Not authorized
- The ROOT certificate is not present in the system

- The SERVER certificate is not present in the system

IKEv2 Advanced settings show

Request Structure: Ihttps: //<puqvpnvp>/api/v1/ikev2/advancedisettings|
Method: | GET]

Cookie: |access_hash=<access_hash>



Example:

curl \

-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9f"
\

-X GET https: //dev. softkeel. com/api/vl/ikev2/advanced settings

Response example:

n errorll : n II'
n msgll : {
"authby" : "pubkey",

"charondebug asn" :

~

"charondebug cfg" :

’

"charondebug chd" :

’

"charondebug dmn" :

’

“charondebug enc" :

’

"charondebug esp" :

’

"charondebug ike" :

’

"charondebug imc" :

’

’

"charondebug job" :
"charondebug knl" :

’

"charondebug lib" :

’

"charondebug mgr" :

’

"charondebug net" :

’

"charondebug pts" :

’

0
0
0
0
0
0
0
0
"charondebug imv" : 0,
0
0
0
0
0
0
0

“charondebug tls" : 0,

“charondebug_tnc" : 0,

"closeaction" : "none",

"compress" : "no",

"dpdaction" : "clear",

"dpddelay" : 300,

"dpdtimeout" : 150,

"esp" : "aes256-sha256, chacha20polyl305-sha512, aes256-shal, aes256gcml6- ecp384, 3des-
shall ",

"forceencaps" : "yes",

"fragmentation" : "yes",



"ike" : "aes256-shal-modpl024, aes128-shal-modpl024, chacha20polyl305-sha512-curve25519-

prfsha512, aes256gcml6- sha384- prfsha384- ecp384, 3des- shal- modpl024! ",
"ikelifetime" : 86400,
"inactivity" : 86400,
"installpolicy" : "yes",
"keyingtries" : 5,
"lifetime" : 3600,
"margintime" : 600,
"mobike" : "yes",
"modeconfig" : "pull",
"reauth" : "yes",
"rekey" : "no",
"rekeyfuzz" : 100,

"strictcrlpolicy" : "no",

"type" : "tunnel",

"uniqueids" : "no

}I

"status" : "success"

Errors:

-Not authorized

IKEv2 Advanced settings set

Request Structure: |https: //<puqvpnvp>/api/vl/ikev2/advanced settings |
Cookie: |access_hash=<access_hash>|

Method: |puT]|

PUT data:

Options required:

"charondebug dmn" = "-1| 0| 1| 2| 3| 4"
"charondebug mgr" = "1] 0| 1| 2| 3| 4"
"charondebug ike" = "1| 0] 1] 2| 3| 4"



"charondebug chd" "1] 0] 1] 2| 3| 4"
"charondebug job" "1] 0] 1] 2| 3| 4"
"charondebug cfg" "1] 0] 1] 2| 3| 4"
"charondebug knl" "1| 0] 1] 2| 3| 4"
"charondebug net" "1| 0] 1] 2| 3| 4"
"charondebug asn" "1| 0] 1] 2| 3| 4"
"charondebug_enc" "1] 0] 1] 2| 3| 4"
"charondebug 1lib" "1| 0] 1] 2| 3| 4"
"charondebug esp" "1| 0] 1] 2| 3| 4"
"charondebug tls" "1| 0] 1] 2| 3| 4"
"charondebug tnc" "1| 0] 1] 2| 3| 4"
"charondebug _imc" "1| 0] 1] 2| 3| 4"
"charondebug_imv" "1| 0] 1] 2| 3| 4"
"charondebug pts" "1| 0] 1] 2| 3| 4"
"uniqueids" = "yes| no| never|replace| keep"
"strictcrlpolicy" = "yes|no| ifuri"
"authby" = "pubkey| rsasig| ecdsasig| psk| secret| xauthrsasig| xauthpsk| never"
"closeaction" = "none| clear| hold| restart"
"compress" = "yes|no"

"dpdaction" = "none| clear| hold| restart"
"dpddelay" = "0-2147483647"
"dpdtimeout" = "0-2147483647"
"inactivity" = "0-2147483647"

"esp" = "t

"forceencaps" = "yes| no"
"fragmentation" = "yes| accept| force| no"
"ike" = ""

"ikelifetime" = "0-2147483647"
"installpolicy" = "yes|no"
"keyingtries" = "1-2147483647"
"lifetime" = "1-86400"

"margintime" = "1-2147483647"

"mobike" = "yes| no"

"modeconfig" = "push| pull”

“reauth" = "yes| no"

"rekey" = "yes|no"

"rekeyfuzz" = "0-2147483647"

"type" = "tunnel| transport| transport proxy| passthrough| drop"



Example:

curl \

-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9f"
\

-d "authby=pubkey&\
charondebug asn=18&\
charondebug cfg=1&\
charondebug chd=18&\
charondebug dmn=1&\
charondebug enc=1&\
charondebug esp=1&\
charondebug ike=1&\
charondebug _imc=1&\
charondebug imv=1&\
charondebug job=1&\
charondebug knl=1&\
charondebug 1ib=1&\
charondebug mgr=18&\
charondebug net=1&\
charondebug pts=1&\
charondebug tls=1&\
charondebug tnc=1&\
closeaction=none&\
compress=no&\
dpdaction=clear &\
dpddelay=300&\
dpdtimeout=1508&\

esp=$(sed -e 's,!,%21,g" <<EOF

aes256- sha256, chacha20polyl305-sha512, aes256-shal, aes256gcml6- ecp384, 3des-shal
EOF

)

&\

forceencaps=yes&\

fragmentation=yes&\

ike=$(sed -e 's,!,%21,q9" <<EOF

aes256- shal-modpl024, aes128-shal- modpl024, chacha20polyl305- sha512- curve25519-
prfsha512, aes256gcml6- sha384- prfsha384- ecp384, 3des- shal- modpl024

EOF



)

&\
ikelifetime=86400&\
inactivity=864008&\
installpolicy=yes&\
keyingtries=5&\
lifetime=36008&\
margintime=600&\
mobike=yes&\
modeconfig=pull&\
reauth=yes&\
rekey=no&\
rekeyfuzz=1008&\
strictcrlpolicy=no&\
type=tunnel&\
uniqueids=no" \

-X PUT https: //dev. softkeel. com/api/vl/ikev2/advanced settings

Response example:

“error" : "",

"msg" : {
"authby" : "pubkey",
"charondebug asn" :
"charondebug cfg" :
"charondebug chd" :
“charondebug dmn" :
"charondebug enc" :
"charondebug esp" :

"charondebug ike" :

1

1

1

1

1

1

1
"charondebug imc" : 1,
“charondebug imv" : 1
“charondebug job" : 1
"charondebug knl" : 1
"charondebug lib" : 1
"charondebug mgr" : 1
"charondebug net" : 1
“charondebug pts" : 1
1

"charondebug tls" :



“charondebug_tnc" : 1,

"closeaction" : "none",
"compress" : "no",
"dpdaction" : "clear",

"dpddelay" : 300,

"dpdtimeout" : 150,

"esp" : "aes256-sha256, chacha20polyl305-sha512, aes256-shal, aes256gcml6- ecp384, 3des-
shall ",

"forceencaps" : "yes",

"fragmentation" : "yes",

"ike" : "aes256-shal-modpl024, aesl28-shal-modpl024, chacha20polyl305-sha512-curve25519-
prfsha512, aes256gcml6- sha384- pr fsha384- ecp384, 3des- shal- modpl024! ",

"ikelifetime" : 86400,

"inactivity" : 86400,

"installpolicy" : "yes",

"keyingtries" : 5,

"lifetime" : 3600,

“margintime" : 600,

"mobike" : "yes",

"modeconfig" : "pull",

"reauth" : "yes",

"rekey" : "no",

"rekeyfuzz" : 100,

"strictcrlpolicy" : "no",
"type" : "tunnel",
"uniqueids" : "no"
b
"status" : "success"
}
Errors:

-Not authorized

-Incorrect value Charondebug dmn (should be -1 to 4)
-Incorrect value Charondebug mgr (should be -1 to 4)
-Incorrect value Charondebug ike (should be -1 to 4)
-Incorrect value Charondebug chd (should be -1 to 4)
-Incorrect value Charondebug job (should be -1 to 4)
-Incorrect value Charondebug cfg (should be -1 to 4)
-Incorrect value Charondebug knl (should be -1 to 4)



-Incorrect value Charondebug net (should be -1 to 4)
-Incorrect value Charondebug asn (should be -1 to 4)
-Incorrect value Charondebug enc (should be -1 to 4)
-Incorrect value Charondebug lib (should be -1 to 4)
-Incorrect value Charondebug esp (should be -1 to 4)
-Incorrect value Charondebug tls (should be -1 to 4)
-Incorrect value Charondebug tnc (should be -1 to 4)
-Incorrect value Charondebug imc (should be -1 to 4)
-Incorrect value Charondebug imv (should be -1 to 4)
-Incorrect value Charondebug pts (should be -1 to 4)
-Incorrect value Uniqueids (should be yes| no| never| replace| keep)
-Incorrect value Strictcrlpolicy (should be yes|no| ifuri)
-Incorrect value Authby (should be

pubkey| rsasig| ecdsasig| psk| secret| xauthrsasig| xauthpsk| never)
-Incorrect value Closeaction (should be none| clear| hold| restart)
-Incorrect value Compress (should be yes| no)

-Incorrect value Closeaction (should be none| clear| hold| restart)
-Incorrect value Dpddelay (should be 0 to 2147483647)
-Incorrect value Dpdtimeout (should be 0 to 2147483647)
-Incorrect value Inactivity (should be 0 to 2147483647)

-Esp must be filled

-Incorrect value Forceencaps (should be yes| no)

-Incorrect value Forceencaps (should be yes| accept| force| no)
-Ike must be filled

-Incorrect value Ikelifetime (should be 0 to 2147483647)
-Incorrect value Installpolicy (should be yes| no)

-Incorrect value Keyingtries (should be 1 to 2147483647)
-Incorrect value Lifetime (should be 1 to 86400)

-Incorrect value Margintime (should be 1 to 2147483647)
-Incorrect value Mobike (should be yes| no)

-Incorrect value Modeconfig (should be push|pull)

-Incorrect value Reauth (should be yes| no)

-Incorrect value Rekey (should be yes| no)

-Incorrect value Keyingtries (should be 0 to 2147483647)

-Incorrect value Type (should be tunnel| transport| transport proxy| passthrough| drop)

IKEv2 Advanced settings set



default

Request Structure: |https: //<puqvpnvp>/api/vl/ikev2/advanced settings/default
Cookie: |access_hash=<access_hash>|

Method:

PUT|

Example:

curl \

-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9f"
\

- X PUT https: //dev. softkeel. com/api/vl/ikev2/advanced settings/default

Response example:

llerrorll : n II'
n msgll : {
"authby" : "pubkey",

"charondebug asn" :

“charondebug cfg" :

’

"charondebug chd" :

’

"charondebug dmn" :

’

"charondebug enc" :

’

"charondebug esp" :

’

"charondebug ike" :

’

“charondebug imc" :

’

’

"charondebug job" :

"charondebug knl" :

’

"charondebug 1ib" :

’

"charondebug mgr" :

’

“charondebug net" :

’

"charondebug pts" :

’

"charondebug tls" :

’

0
0
0
0
0
0
0
0
"charondebug imv" : 0,
0
0
0
0
0
0
0
0

"charondebug tnc" :

’

"closeaction" : "none",



“compress" : "no",

"dpdaction" : "clear",

"dpddelay" : 300,

"dpdtimeout" : 150,

"esp" : "aes256-sha256, chacha20polyl305-sha512, aes256- shal, aes256gcml6- ecp384, 3des-
shall ",

"forceencaps" : "yes",

"fragmentation" : "yes",

"ike" : "aes256-shal-modpl024, aesl28-shal-modpl024, chacha20polyl305-sha512-curve25519-
prfsha512, aes256gcml6- sha384- prfsha384- ecp384, 3des- shal- modpl024! ",

"ikelifetime" : 86400,

"inactivity" : 86400,

"installpolicy" : "yes",

"keyingtries" : 5,

"lifetime" : 3600,

"margintime" : 600,

"mobike" : "yes",

"modeconfig" : "pull",

"reauth" : "yes",

"rekey" : "no",

"rekeyfuzz" : 100,

"strictcrlpolicy" : "no",
"type" : "tunnel",
"uniqueids" : "no"
b
"status" : "success"
}
Errors:

-Not authorized






Check online users

Order now | Download | FAQ

Check online users WireGuard
protocol

Request Structure: |https: //<puqvpnvp>/api/v1/wireguard/online|

Method: |GET]

Cookie: |access_hash=<access_hash>

Example:

curl \

-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9f"
\

-X GET https: //dev. softkeel. com/api/vl/wireguard/online

Response example:

{
“error" : "",
"msg" : [
{

"allowed IPs" : "10.0.110.17",
"b_download" : "10",
"b upload" : "10",
"endpoint" : "79.184.218.180: 47471",
"latest handshake" : "2022-12-12 13:02: 01",
"name" : "ruslan telefon",
"status" : "enable",

“transfer rx" : "3892",
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“"transfer tx" : "2972",

"username" : "user 32",

"wg name" : "77 87 125 209"
b

"allowed IPs" : "10.0.110.12",

"b_download" : "30",

"b upload" : "30",

"endpoint" : "77.87.125.204: 59558",

"latest handshake" : "2022-12-12 13: 01: 48",
“name" : "test mac",

"status" : "enable",

“transfer rx" : "2244",

"transfer tx" : "3356",

"username" : "test mac",

"wg_name" : "77 87 125 209"

1,

"status" : "success"

Errors:

-Not authorized

Check online users IKEv2 protocol

Request Structure: |https: //<puqvpnvp>/api/v1/ikev2/online|
Method: | GET]
Cookie: |access_hash=<access_hash>

Example:

curl \

-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9f"
\



-X GET https: //dev. softkeel. com/api/vl/ikev2/online

Response example:

{
“error" : "",
"msg" : [
{
"allowed IPs" : "10.0.110.17",
"b _download" : "10",
"b upload" : "10",
"endpoint" : "79.184.218.180",
"name" : "ruslan telefon",
"status" : "enable",
"uptime" : " 11 seconds ago",
"username" : "user 32",
“wg _name" : "77 87 125 209"
}
{
"allowed IPs" : "10.0.110.12",
"b_download" : "30",
"b upload" : "30",
"endpoint" : "77.87.125.204",
"name" : "test mac",
"status" : "enable",
"uptime" : " 4 seconds ago",
"username" : "test mac",
"wg _name" : "77 87 125 209"
}
1,
"status" : "success"
}
Errors:

-Not authorized

Errors:

-Not authorized



Drop user connection IKEv?2
protocol

Request Structure: |https: //<puqvpnvp>/api/v1/ikev2/online/<NAME>|
Cookie: |access_hash=<access_hash>|

DELETE |

Method:

Example:

curl \
-b
"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9f"

\
- X DELETE https: //dev. softkeel. com/api/vl/ikev2/online/ruslan_telefon

Response example:

{
“error" : "",
"msg" : "success",
"status" : "success"
}
Errors:

-Not authorized






One-time link

Order now | Download | FAQ

One-time link Config

Request Structure: |https: //<puqvpnvp>/api/v1/otl/config|

Method: |GET]

Cookie: |access_hash=<access_hash>

Example:

curl \

-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9f"
\

-X GET https: //dev. softkeel. com/api/vl/otl/config

Response example:

nn
’

“error" :
"msg" : {
"after body" : "\n<br>\n<br>\n<hr>\n<br>\n<br>\n<div class=\"intro\">\n\t<a
href=\"https: //doc. pug. info\">doc. puq. info</a>\n\t<br>\n\t<a
href=\"https: //www. pugqcloud. com\" >www. puqcloud. com</a>\n\t<hr>\n</div>\n<p>PUQ sp. z

0. 0. </p>\n\t",

"before body" : "\n<h1l>This is a one-time link with configuration
options</h1>\n\t",
"css" : "\n* {\n\tbackground-color: #E5E5E5; \n\ttext-align:

center; \n}\n\n. wireguard, . ikev2 {\n\tmargin: auto; \n\twidth: 550px; \n\ttext-align

center; \n}\n \n. gr-img{\n\ttext-align: center; \n}\n\n. config- text{\n\ttext-align:
center; \n\tdisplay: inline-block; \n}\n\n. config-text pre {\n\twidth: 550px; \n\ttext-align
left; \n\toverflow- x: auto; \n\ttab-width: 1; \n\toverflow-x: auto; \n\twhite-space: pre-


https://puqcloud.com/puqvpncp.php
https://download.puqcloud.com/cp/puqvpncp/
https://faq.puqcloud.com

wrap; \n\twhite-space: -moz-pre-wrap ! important; \n\twhite-space: -pre-wrap; \n\twhite-space: -o-
pre-wrap; \n\tword- wrap: break-word; \n\tbackground: #fff; \n}\n\n.btn {\n\twidth:
400px; \n\tborder: none; \n\tcolor: white; \n\tpadding: 4px 10px; \n\ttext-align: center; \n\ttext-
decoration: none; \n\tdisplay: inline-block; \n\tfont-size: 20px; \n\tmargin: 5px
5px; \n\ttransition-duration: 0.5s;\n\tcursor: pointer; \n\tbackground-color: white; \n\tcolor:
black; \n\tborder: 5px solid #008CBA; \n}\n. btn: hover {\n\tbackground-color:
RoyalBlue; \n}\n\n. authorization data {\n\ttext-align: center; \n\tfont-size
20px; \n}\n. authorization data table {\n\twidth: 100% \n}\n\n@media only screen and
(orientation: portrait){\n\t* hl {\n\t\tfont-size: 50px; \n\t}\n\t. wireguard,. ikev2
{\n\t\twidth: 90% \n\t\tmargin: auto; \n\t}\n\t.btn {\n\t\twidth: 90% \n\t\tfont-size:
50px; \n\t\tmargin: 5px 5px; \n\t}\n\t. gr-img img{\n\t\twidth: 100% \n\t\theight:
100%; \n\t}\n\t. config- text{\n\t\twidth: 100% \n\t}\n\t. config-text pre {\n\t\twidth:
100%; \n\t}\n\t. authorization data {\n\t\ttext-align: center; \n\t\tfont-size
50px; \n\t}\n}\n",

"lifetime" : "10",

"not relevant" : "\n<hl>This link is no longer relevant. </hl>\n<hl>Request a new
link. </h1>\n<br>\n<div class=\"intro\">\n\t<a
href=\"https: //doc. pug. info\">doc. puq. info</a>\n\t<br>\n\t<a
href=\"https: //www. pugqcloud. com\" >www. puqcloud. com</a>\n\t<hr>\n</div>\n<p>PUQ sp. z

0. 0. </p>\n\t",

"title" : "One-time link"
Yo
"status" : "success"
}
Errors:

-Not authorized

One-time link list

Request Structure: |https: //<puqvpnvp>/api/vl/otl/list |

Method:

GET]
Cookie: |access_hash=<access_hash>

Example:



curl \

-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9f"
\

-X GET https: //dev. softkeel. com/api/vl/otl/list

Response example:

{
“error" : "",
"msg" : {
"olts" : {
"05fcdebdbd5744aa4df6b72386caccObea2b452475d5d31ff25744695c7372a2a3adaed3988382b8"
{
"account" : "ruslan windows",
"created data" : "2022-12-09",
"key" :

"05fcdebdbd5744aa4df6b72386caccObea2b452475d5d31ff25744695c7372a2a3adaed3988382b8",
"lifetime" : "2022-12-19"

h
"569a3095db4c2251491e0dc19¢c302b1a9d5f64a67f83d53040cde52a108ea970d940926caleb58dc”

"account" : "peer 101",
"created data" : "2022-12-09",
"key" :
"569a3095db4c2251491e0dc19c302b1a9d5f64a67f83d53040cde52a108ea970d940926cabeb58dc",
"lifetime" : "2022-12-19"
b
"84cb3a759821739f68458e72e361lee3eae67419400ce28713f88a371ff254a3f3db4392cf405a00f" :

"account" : "ruslan windows",
"created data" : "2022-12-09",
"key" :
"84cb3a75982f739f68458e72e361ee3eae6t419400ce28713f88a371ff254a3f3db4392cf405a00f",
"lifetime" : "2022-12-19"
b
"8d0fa51763d06ebe7db4d82e6f5a521421087b4al3e6b7fb1f5c16939171926437d23c8d66402ef"

"account" : "ruslan_ windows",

"created data" : "2022-12-09",



n keyll :
"8d0fa51763d06ebe7db4d82e615a521421087b4al3ebb7fb1f5¢c116939171926437d23¢c8d66402ef",

"lifetime" : "2022-12-19"
I
"b91361407612aecl2803ecac999bba70a3b4bl466caa50c61344e93acac86f8flcaa7cclf8bcafdc” :
{
"account" : "ruslan_ windows",
"created data" : "2022-12-09",
"key" :
"p91361407612aecl2803ecac999bba70a3b4bl466caa50c61344e93acac86f8flcaa7cclf8bcafdc",
"lifetime" : "2022-12-19"
b
"dbfabab6ba04d3c186031cd6b276c7405d030d12c6524e52accc4cd32e2e68554cfofecabfb56cle” :
{
"account" : "ruslan dom pc",
"created data" : "2022-12-10",
"key" :
"dbfabab6ba04d3c186031cd6b276c7405d030d12c6524e52accc4cd32e2e68554cf6fecabfb56¢cle”,
"lifetime" : "2022-12-20"
}
}
b
"status" : "success"
}
Errors:

-Not authorized

One-time link WireGuard Config
section

Request Structure: |https: //<puqvpnvp>/api/vl/otl/config wireguard

Method: |GET]



Cookie: |access_hash=<access_hash>

Example:

curl \

-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9f"
\

-X GET https: //dev. softkeel. com/api/vl/otl/config wireguard

Response example:

“error" : "",

"msg" : {
"buttonl label" : "Download client Android",
"buttonl link" :

"https: //play. google. com/store/apps/details?id=com. wireguard. android",

"button2 label" : "Download client i0S",

"button2 link" : "https: //apps. apple. com/us/app/wireguard/id1441195209",
"button3 label" : "Download client Windows",

"button3 link" : "https: //download. wireguard. com/windows-client/wireguard-

installer. exe",

"button4 label" : "Download client mac0S",

"button4 link" : "https: //itunes. apple. com/us/app/wireguard/id1451685025",
"button5 label" : "Official clients WireGuard",

"button5 link" : "https: //www. wireguard. com/install/",

"button6 label” : ",

"button6 link" : "",
"download config button label" : "Dowload config file",
"enable" : true,
"enable config gr" : true,
"enable config text" : true

b

"status" : "success"

}
Errors:

-Not authorized



One-time link IKEv2 Config section

Request Structure: |https: //<puqvpnvp>/api/v1/otl/configfikevz|

Method: |GET]

Cookie: |access_hash=<access_hash>

Example:

curl \
-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9f"

\

-X GET https: //dev. softkeel. com/api/vl/otl/config ikev2

Response example:

llerrorll : n II’

msg" : {

"buttonl label" :
"buttonl link" :

"Download client Android",

"https: //play. google. com/store/apps/details?id=org. strongswan. android",

"button2 label" :
"button2 link" :
"button3 label" :
"button3 link" :
"button4 label" :
"button4 link" :
"button5 label" :
"button5 link" :
"button6 label" :
"button6 link" :

"Download client Debian/Ubuntu",
"https: //download. strongswan. org/NetworkManager /",
"Official clients strongSwan",

"https: //download. strongswan. org/",

nun
’

nn
’

nn
’

nn
’

"download certificate button label" : "Dowload Certificate CA",
"download profile button label" : "Dowload Profile",
"enable" : true

}I



"status" : "success"

Errors:

-Not authorized



Traffic Logging Config

Order now | Download | FAQ

Traffic Logging Get Config

Request Structure: |https: //<puqvpnvp>/api/v1/traffic_logging|

Method:

GET]
Cookie: |access_hash=<access_hash>

Example:

curl \

-b

"access hash=f3a4359ffc8c62629el1067c76df99cda7d64f4e82f8e24e6fa9569b9b48de5c58af8d53b4f444a70"
\

-X GET https: //dev. softkeel. com/api/vl/traffic_logging

Response example:

{

“error" : "",

"msg" : {
"enabled" : true,
"enabled influxdb" : true,
"enabled remote syslog" : true,
"established" : true,
"incoming" : false,
"influxdb bucket" : "logs puqvpncp",
"influxdb organization" : "PUQ sp. z o.0.",

"influxdb token"
" xbUOATUhOMPsP9IzviojdOTGLIyo8IolPFW3DXK2VQDeoUEDDBXwEkJ36A6H2uDBIiW7DEVSG4TgGilUTqbrslg==",
"influxdb_url" : "http: //77.87.125.208: 8086",

"interface in" : false,
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"interface out" : false,

"invalid" : false,
"len" : false,
"mark" : false,

"new" : false,

"related" : true,

"remote syslog server" : "77.87.125.208",
"remote syslog server port" : 514,

"tos" : false,

"untracked" : false

}I

"status" : "success"

Errors:

-Not authorized

Traffic Logging Edit Config

Request Structure: |https: //<puqvpnvp>/api/v1/trafficilogging|
Cookie: |access_hash=<access_hash>|

Method: |puT]|

PUT data:

Not required:

"enabled" = 1|0
"enabled influxdb" = 1|0
"enabled remote syslog" = 1|0

"established" = 1|0

"incoming" = 1|0

"influxdb bucket" = "<bucket name>"

"influxdb organization" = "<organization name>"
"influxdb token" = "<influxdb token>"

"influxdb url" = "influxdb url"



"interface in" = 1|0
"interface out" = 1|0

"invalid" = 1|0

"len" =1|0
“mark" =10
"new' =1/0

"related" = 1|0

"remote syslog server" = <XXX. XXX. XXX. XXX>
"remote syslog server port" = 1-65536,
"tos" =1]|0

"untracked" = 1|0

Example:

curl \

-b

"access hash=f3a4359ffc8c62629e1067c76df99cda7d64f4e82f8e24e6fa9569b9b48de5c58af8d53b4f444a70"
\

-d "enabled=1&\

enabled influxdb=1&\

enabled remote syslog=1&\

established=1&\

incoming=08&\

influxdb bucket=logs puqvpncp&\

influxdb organization=PUQ sp. z o.o0. &\

influxdb token=xbUOAfUhOMPsP9IzviojdOpGLIyo8Io1PFW8DXKHVQDeoUEDDBXwEkJ36A6H2uDBIiW7DEVsG4TgGiUT
influxdb url=http: //77. 87.125. 208: 8086&\

interface in=0&\

interface out=08&\

invalid=0&\

len=0&\

mar k=0&\

new=0&\

related=1&\

remote syslog server=77.87.125.208&\

remote syslog server port=514&\

tos=0&\

untracked=0" \

- X PUT https: //dev. softkeel. com/api/vl/traffic_logging



Response example:

{

“error" : "",

"msg" : {
"enabled" : true,
"enabled influxdb" : true,
"enabled remote syslog" : true,
"established" : true,
"incoming" : false,
"influxdb bucket" : "logs puqvpncp",
"influxdb organization" : "PUQ sp. z o.0.",

"influxdb token"
" xbUOAfUhOMPsP9IzviojdOpGLIyo8IolPFW8DXKHVQDeoUEDDBXwEkJ36A6H2uDBIiW/DEVSG4TgGiUTg6rslg==",

"influxdb url" : "http: //77.87.125.208: 8086",
"interface in" : false,

"interface out" : false,

"invalid" : false,

"len" : false,

"mark" : false,

"new' : false,

"related" : true,

"remote syslog server" : "77.87.125.208",
"remote syslog server port" : 514,

"tos" : false,

"untracked" : false

b

"status" : "success"

Errors:



-Not authorized

-Remote Syslog Server must be filled

-InfluxDB Telegraf not installed

-InfluxDB Url must be filled

-InfluxDB Token must be filled

-InfluxDB Bucket must be filled

-InfluxDB Organization must be filled

- At least one logging method must be enabled (Remote Syslog or/and InfluxDB)



Backups
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Backups List

Request Structure: |https: //<pugvpnvp>/api/vl/backups

Method: |GET]

Cookie: |access_hash=<access_hash>

Example:

curl \
-b
"access hash=7effe99173b87e9cdebdab66d6fb23c9b244af250cb09b5dd36d8F80d14a8510b2d00Obcha7290252"

\
-X GET https: //dev. softkeel. com/api/vl/system/backups

Response example:

{
“error" : "",
"msg" : {
"backups" : [
{
"backup name" : "dev.softkeel.com 2023-01-27 19-00-40. zip",
"creation date" : "2023-01-27T19: 00: 57. 159356394+01: 00",
"size" : 7.462
h
{
"backup name" : "dev.softkeel.com 2023-01-27 18-00-39. zip",
“creation _date" : "2023-01-27T18: 00: 55. 902692143+01: 00",

"size" : 7.462
h
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"backup name" : "dev.softkeel.com 2023-01-27 17-00-37. zip",
"creation date" : "2023-01-27T17: 00: 54. 501350728+01: 00",

"size" : 7.462

}I

"status" : "success"

Errors:

-Not authorized

Backup Create

Request Structure: |https: //<puqvpnvp>/api/vl/backups
Method: POST
Cookie: |access_hash=<access_hash>

Options not required:

statistics=0| 1

Example:

curl \
-b
"access hash=7b8125b94edbb5baf677286fb186942673afe317e0298601990d4cf3dd37991e399e764f9bc2fd20"

\
-d "statistics=1" \
- X POST https: //dev. softkeel. com/api/vl/backups

Response example:

“error" : ,



n msgll : {
"backup name" : "dev.softkeel.com 2023-01-28 12-50-42. zip",
"creation date" : "2023-01-28T12:50: 59. 772514276+01: 00",

"size" : 7.6038
b

"status" : "success"

Errors:

-Not authorized
-Error backup creation

-FTP upload error:

Backup Restore

Request Structure: |https: //<puqvpnvp>/api/vl/backups/restore
Method: PUT
Cookie: |access_hash=<access_hash>

Options required:
backup _name="backup name"

Example:

curl \

-b

"access hash=7b8125b94edbb5baf677286fb186942673afe317e0298601990d4cf3dd37991e399e764f9bc2fd20"
\

-d "backup name=dev. softkeel. com 2023-01-28 12-50-42. zip" \

- X PUT https: //dev. softkeel. com/api/vl/backups/restore

Response example:

“error" : ,



“msg" : "success",

"status" : "success"

Errors:

-Not authorized

- PUQVPNCP status not OK

-There is no backup with this name

-Error backup reader:

-Empty list of files in file with file list

-Empty archive

-The number of files in the archive does not match the list of files in the file
-Mismatch between files in archive and list of files
-Unable to delete old configuration

-Failed to open archive, ERROR:

-Failed to create folder:

-Failed to create file

-Failed to unzip file:

Backup Download

Request Structure: |https: //<puqvpnvp>/api/vl/backups/filename
Method: GET
Cookie: |access_hash=<access_hash>

Example:

curl \

-b

"access hash=7b8125b94edbb5baf677286fb186942673afe317e0298601990d4cf3dd37991e399e764f9bc2fd20"
\

-X GET https: //dev. softkeel. com/api/vl/backups/dev. softkeel. com 2023-01-28 12-00-59. zip \
--output dev. softkeel. com 2023-01-28 12-00-59. zip



Errors:

-Not authorized

Backups Get Configuration

Request Structure: |https: //<puqvpnvp>/api/v1/backups/config|
Method: GET
Cookie: |access_hash=<access_hash>

Options required:

backup name="backup name"

Example:

curl \
-b
"access hash=7b8125b94edbb5baf677286fb186942673afe317e0298601990d4cf3dd37991e399e764f9%bc2fd20"

\
-X GET https: //dev. softkeel. com/api/vl/backups/config

Response example:

“error" : ,

"msg" : {
"backup to ftp" : true,
"every day" : true,
"every day hour" : 13,
"every day minute" : 5,
"every day statistics" : true,
"every hour" : true,
"every hour minute" : 50,
"every hour statistics" : true,
"ftp password" : "QWEqwel23",
"ftp path" : "home/dev. softkeel. com",



"ftp server" : "home. uuq.pl",

"ftp server port" : 21,

"ftp user" : "puqvpncp",
"number backups" : 10
}
"status" : "success"
}
Errors:

-Not authorized

Backups Set Configuration

Request Structure: |https: //<puqvpnvp>/api/v1/backups/config|
Method: PUT
Cookie: |access_hash=<access_hash>

Options required:

backup to ftp=l|0

every day=1| 0
every day hour=0-23
every day minute=0-59
every day statistics=0|1
every hour=1| 0

every hour minute=0-59
every hour statistics= 1|0
ftp_password=

ftp path=

ftp server=

ftp server port=

ftp user=

number backups=

Example:



curl \

-b

"access hash=7b8125b94edbb5baf677286fb186942673afe317e0298601990d4cf3dd37991e399e764f9bc2fd20"
\

-d "backup to ftp=1&\

every day=1&\

every day hour=148&\

every day minute=45&\

every day statistics=1&\

every hour=1&\

every hour minute=40&\

every hour statistics=1&\

ftp password=QWEqwel23&\

ftp path=home/dev. softkeel. com&\

ftp _server=home. uuq. pl&\

ftp server port=21&\

ftp_user=puqvpncp&\

number backups=100" \

-X PUT https: //dev. softkeel. com/api/vl/backups/config

Response example:

Ilerr.or.ll : n II'
n mSgII : {
"backup to ftp" : true,

"every day" : true,

"every day hour" : 14,
"every day minute" : 45,
"every day statistics" : true,

"every hour" : true,
"every hour minute" : 40,
"every hour statistics" : true,

"ftp password" : "QWEqwel23",

"ftp _path" : "home/dev. softkeel. com",
"ftp server" : "home. uuq.pl",

"ftp server port" : 21,

"ftp user" : "puqvpncp",

“number backups" : 100
b



"status" : "success"

Errors:

-Not authorized

-In every hour schedule, the minute parameter must be between 0 and 59
-In the daily schedule, the hour parameter must be between 0 and 23
-In a daily schedule, the minute parameter must be between 0 and 59
-Number backups parameter must be greater than 0

-FTP server must be filled

-FTP user must be filled

-FTP password must be filled






