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IKEV2 Official clients

Order now | Download | FAQ

Our solution works great with official client programs. We strongly invite you to use them.

You can download from the https://www.strongswan.org/download.html
Please always download latest versions. The following list is intended as a general direction only.

strongSwan Downloads

NetworkManager Plugin

strongSwan's NetworkManager plugin is available as binary package for several distributions
(e.g. |network- manager- strongswan| on Debian/Ubuntu).

Current Release

Version: 1.6.0
NetworkManager-strongswan-1.6.0.tar.bz2

This version supports GTK 4 (in addition to GTK 3), but doesn't support compiling against
libnm-glib anymore.

Android App

The strongSwan Android app can be installed from App stores, or manually by downloading
the APK from our download server.

Current Release


https://www.strongswan.org/download.html
https://download.strongswan.org/NetworkManager/NetworkManager-strongswan-1.6.0.tar.bz2
https://puqcloud.com/puqvpncp.php
https://download.puqcloud.com/cp/puqvpncp/
https://faq.puqcloud.com
https://download.strongswan.org/

Version: 2.3.3

https://play.google.com/store/apps/details?id=org.strongswan.android

https://f-droid.org/en/packages/org.strongswan.android/


https://play.google.com/store/apps/details?id=org.strongswan.android
https://f-droid.org/en/packages/org.strongswan.android/

Android IKEv2 client
configuration
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In order to connect to a VPN, follow these steps:

1. Open the link you received in a browser to get instructions and configuration for your new
VPN connection. And you will see the following page in the browser window
2. To continue, you need to install a connection client for your Android device. To download
anl lkis isvarene-time linkowith configuratiom-options
"Download client Android" button.
14k 24 s 0.6KB/sf A © Ll Bl =

3. Install the app from your app store.

4. Aftepthe app is installed. Download your..ctfrrectiofi rofile iffthe IKEv2 section. To
download the connection profile, click "Dowload Profile"

5 is profile into
6. MekBr P MR 6 V-8 B e s I RSl atia@=iiall OrMation
e In terns of the IKEv2
: Import VPN profile “
7. a3 N URRGICE OB (T Bl O ectgn. This is
ey, you need to

Import VPN nrcfile IMPQRT = further

pplication to
Profile name

8. NEthL +000.8KB/s A © b Latl Bl =

. Aftee4ou click open, select an applicationsitrng: thdS &rotitied=A

Certificate" button.
10. v s 018KB/S5R VU (D Nt Rl B a . Agree to the

11 g '"O'OKB/S'*' 2’_\ @ .|I|| Tﬂ ’T\
"'16'5KB/S')B' Z‘- @ aatll B "—?-‘:

O

the "Import
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macOS IKEv2 client
configuration
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In order to connect to a VPN, follow these steps:

1. Open the link you received in a browser to get instructions and configuration for your new
VPN connection. And you will see the following page in the browser window
2. In order to start the configuration you need to download the Certificate CA file. To

dobrvis s @rome-timeclink withconfiguration options

..... (418 S 1RI-FFREN S Lol

3. Later, when you ‘download the certificate, gd to the folder where you downloaded the
iert'mate.. NeREVRIgBRSClick on the Eertificate file, or open the context menu of the file
and cIick open. d

4. After you open this certlflcate f|Ie );‘OLl:I WTITBe tg|l<enl; 'Keychain Access". Find the
ferﬂmat@yo@}?ﬂﬂﬁ@é&rated there. Thisill be a root certificate, and the certificate will
not be trusted. "ant Android I

5. Next, double-click on it and make the certificate trusted.,

6. Aftql yo Keyohaitibepresy o Blevinddiv, yoiswill mﬂmnpilﬁl;to enter your system password
ingordegto store the settings. Note that the certificate is now trusted.

7. [After |nstaII|ng theycce\gtll_if}\cc%tegs we can procee%to ESe Wmﬂf@ﬁﬁg&ﬁﬁ@ﬁ-@p@ﬁi|
connectlon settings. Click on the plus button to add a‘new-connection:

8. |Create a new IKEv2 connection. =

9. Enter the data as required. Server address and remote ID. “]

AllowedIPs = 0.0.0.0/0

10. jNext click on thevAuthentication Settings:button to enterrtﬁenAﬁMevrrth atign details.

nt = 77 _RT_125_200:51930
llowedIPs = 0.0.0.0/

11. Eave your connectign.and connect to a new VPN conneettsnenCGﬁgr-atuIatlons, your

Endpoint = 77.877125.200:51930
Publchey = XbrwVHXNEBUsjHQyyzFwmOEylUC+wvKQOFG/cLodh2w=
onnection is set up!

\
@oconzz N F & @ Wed 14 Dec 1417
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Windows IKEv2 client
configuration
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In order to connect to a VPN, follow these steps:

1. Open the link you received in a browser to get instructions and configuration for your new
VPN connection. And you will see the following page in the browser window

10.

11.

12.

. In order to configure the VPN connection on Windows. You need to install a certificate.

rirkhisris arone+tinre dinkwithieconfiguration-options

example, in the Downloads folder.

certificate file, click Open _

. Go to the download folder, then double-click or in the context menu of the downloaded

KEv2

Click the "Install Certificate" button.

. You wu-_llsee a warnlng wmdow click open.

Lo

. Aﬁﬁnmét'@c‘d‘{h‘}}%ﬂ M\Q” open in which |nfo

rmation about the cggtl}ate will be described.

. TPLe eetkifigate Installation Wizard opens. Follow hints apd logic. Fér example, select “For

Local Machine" to have the certificate trusted by all users on your system. Next.

. Select a location to save the certificate. This is the root certificate, so we will save it to
the root certificates.
. Check and save settings.

Congratu
I

Zonnect

i

fublickey =

FG/cLodhiws

IKEv2

- ) >
. The system will see us that the certificate was imported successfully. %
Le&%m%\é? gﬂzargnectlon sgj&tmgs We go to the network connection settings in the
system parameters and create a hew VPN connection.
Be sure to select IKEv2 and enter the correct data. _ A w ©
1 ] Dowload config file |
€ = sctting o X
Add a VPN connection o
\ Networ ddress = 18.0.110.7/24
3 |\i NS = 16.6.110.1,77.87.125.200
ons! p?()ur Connect|on has been cessfu”yrgetkqgpdrzvalJBamkEg&:sz?zfljxLTstomulPasaLnst


https://doc.puq.info/uploads/images/gallery/2022-12/image-1670928539397.png
https://doc.puq.info/uploads/images/gallery/2022-12/image-1671029595087.png
https://doc.puq.info/uploads/images/gallery/2022-12/image-1671029771637.png
https://doc.puq.info/uploads/images/gallery/2022-12/image-1671029891599.png
https://doc.puq.info/uploads/images/gallery/2022-12/image-1671029979876.png
https://doc.puq.info/uploads/images/gallery/2022-12/image-1671030116341.png
https://doc.puq.info/uploads/images/gallery/2022-12/image-1671030210780.png
https://doc.puq.info/uploads/images/gallery/2022-12/image-1671030221428.png
https://doc.puq.info/uploads/images/gallery/2022-12/image-1671030231214.png
https://doc.puq.info/uploads/images/gallery/2022-12/image-1671030300460.png
https://doc.puq.info/uploads/images/gallery/2022-12/image-1671030340310.png
https://doc.puq.info/uploads/images/gallery/2022-12/image-1671030399968.png
https://doc.puq.info/uploads/images/gallery/2022-12/image-1671030604387.png
https://doc.puq.info/uploads/images/gallery/2022-12/image-1671030744850.png
https://puqcloud.com/puqvpncp.php
https://download.puqcloud.com/cp/puqvpncp/
https://faq.puqcloud.com

Linux IKEv2 client
configuration

Order now | Download | FAQ

In order to connect to a VPN, follow these steps:

1. Open the link you received in a browser to get instructions and configuration for your new
VPN connection. And you will see the following page in the browser window

2. In order to start the configuration you need install some software, before installing the
solvhis dsa 'one-time Hakwwith configuratisuo apt wistes
After the package list is updated, install additional software: -
|sudo apt install strongswan libcharon-extra-pluginsi

3. Next, prepare a certificate to encry. e co&ection. ou can download the certificate,

open the certificate file as text and !E% “#r!. |nano /etc/ipsec. d/cacerts/ca-
cert.pem|

4. To prevent auto IC connec IOT) use Ssys er]lc o) |3a g rongswan from starting
. ownload client Androi
automatically

|sudo systemctl disable --now strongswan-starter
5. Next, you need th edit or create a Pewdead ¢lisntddn data
|sudo nano /etc/ipsec. secrets |

In this file, you neled to enter yqopiggload ¢ lbast Woisdesss from the IKEIZ section
your username : EAP "your password"

I LIOWIIOAad CLCIL INACWUID I

6. The next step is t
|nano /etc/ipsec.conf|
The contents of t

Official clients WireGuard
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config setup

conn ikev2-rw
right=_
# This should match the "“leftid® value on your server's configuration
rightid=adres server
rightsubnet=0. 0. 0. 0/0
rightauth=pubkey
leftsourceip=%cfg
leftauth=eap-mschapv2
leftid=JoUrNUSernane
eap identity=%identity

auto=start

Attention! Please note that you need to enter your data in the configuration file
and the authentication file.

7. To activate the connection, enter the command |sudo ipsec start|and to disable run the
command |sudo ipsec stop]|



Mikrotik IKEv2 client
configuration

Configuring Mikrotik as an IKEv?2
Client.

Make sure you have an up to date routerQOS system.

Version must be at least: 6.49.7

[ admin@VPN- CLIENT] > system package print
Flags: X - disabled
# NAME VERSION
SCHEDULED
0 ntp
6. 49.7
1 ppp
6. 49.7
2 dhcp
6. 49. 7
3  mpls
6. 49.7
4  security
6. 49. 7
5 advanced- tools
6. 49. 7
6 system
6. 49.7


https://puqcloud.com/puqvpncp.php
https://download.puqcloud.com/cp/puqvpncp/
https://faq.puqcloud.com

7 openflow
6. 49. 7
8 multicast
6. 49.7
9 routing 6. 49. 7

Open a one-time link to obtain authorization data and a root
certificate.

Download the certificate and place it on the Mikrotik router using the Winbox program

- e L ¥

mport the certifiaates (rEoskiEa: By SEEPN-CLIENT) - WinBox (64bit) v6.49.7 on CCR1009-7G-1C (tile) - o 8

Session Settings Dashboard

Cﬂﬁﬁmtﬁ‘mm‘mm|m‘ow|m‘

GlEn|4 e triviera)| eerenesl evavisidwing dommsnds
[ Name |1ssuer |commen N... 7 [Subject Alt.... [KeySize  |[DaysValid  |Trusted  |SCE
T dev.softkeel.com.crt_ 0 |CN=PUQ VPN,0=PUQ sp. z 0.0.,0U=PUQ VPN,L=Warszaw,C=PL  PUQ VPN 4096 3650 yes

eptacetire—atuthorization data with the data that is in the one-time link

% Bridge | Certificates | SCEP Servers | SCEPRA  Requests | OTP CRL

.@)ﬁﬁmp e con r =

— @@J e[ Import || Card Reinstall || Card Verify || Revoks || Settings

- 4 | Issuer
-'oﬂkeel com address=dev.softkeel.com

i55 IP
my-id=user-fgdn:mikrotik AND

rver
OpenFlow

otik
:: : username=mikrotik
= 3 IoB3&3YG password=NX9%B3&3YG
Files
Lm e
ﬁlmm 5 d oftkeel.com.crt_0 certificate=dev.softkeel.com.crt_0

# Tools "3 Health
B8 MNew Terminal | History Import
4 DotlX Identi
e T & Name: | | | I"PDl'tl
| LEDs = | _ =
. #2 Partition License . :;| File Name[| dev.softkeel.com.crt_| [#] | cancel | I—

It is a strong recommendation to use only the terminal command line in setup.

We encountered cases when, during the configuration of Mikrotik through winbox, some
parameters were not correctly entered into the configuration. Commands entered through
the terminal are always correctly processed.

/ip ipsec settings

set accounting=no

/ip ipsec mode-config

add name=MY_VPN responder=no

/ip ipsec policy group
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add name=MY_ VPN

/ip ipsec profile

add dh- group=modpl024 enc-algorithm=aes-256 name=MY VPN

/ip ipsec peer

add address=dev. softkeel. com exchange- mode=ike2 name=MY VPN profile=MY VPN
/ip ipsec proposal

add name=MY_VPN pfs-group=none

/ip ipsec policy

add dst-address=0.0.0.0/0 group=MY_ VPN proposal=MY VPN src-address=0.0.0.0/0 template=yes
/ip ipsec identity

add auth-method=eap \

eap- methods=eap- mschapv2 generate-policy=port-strict \

mode- config=MY VPN \

peer=MY_ VPN policy- template-group=MY_ VPN \
certificate=dev. softkeel. com.crt 0 \

my- id=user- fqdn: mikrotik \

username=mikrotik \

passwor d=NX9%B3&3YG

After the work done, you can see the connection status in the IP-
>|Psec configuration

IPsec Remote Peer <77.87.125.200>

I'dlds| I’mpnmls|&u.ps|l'aas|ldaﬂlis|lhl‘lls Ii’il-'-tl\lEl"EEl'S|Ilm:lel:vnrl‘lgs|IrslialleﬂSAs|I.'eys|
e B e |

You also need to configure the traffic routes you need at your discretion.

Remote Port: | 4500

Dynamic Address: [0.0.0.0

|
|
Side: [initiator |
Uptime [00:01:07 |
|
|

Last Seen: [00:01:06

PH2 Total: [1
[#][=]
TwRx Bytes: |67 | [93 | Address 7 [Network |Interface [+
Tw/Rx Packets: |1 FiE | D < 10.0.110.14/24 10.0.110.0 bridgel
D % 192.168.129.2.. 132.168.1290  bridgel
|q-=.h=- actahlichad 1 itam (1 calartad
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10S IKEV2 client
configuration
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To connect to the VPN, follow these steps:

1. Open the provided link in your browser to get instructions and settings for your new VPN
connection. You will see the following page in your browser window.


https://puqcloud.com/puqvpncp.php
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This is a one-time link with configuration
options

WireGuard

Download client Android

Download client 10S

Download client Windows

Download client macOS

Official clients WireGuard

<Rt |0

-y 1

Ao

I l.i'

A

A

IKEv2

Dowload Certificate CA

Server: dev.softkeel.com
Username: user 3
Password: dupa

Dowload Profile |
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2. To proceed, you need to install the Certificate CA. Click the "Download Certificate CA"
button and allow the download of the file.

IKEv2

Server: dev.softkeel.com
Username: user 3
Password: dupa

Dowload Profile

Download client Android

Download client Debian/Ubuntu

Official clients strongSwan

doc.pug.info
www.puqcloud.com
3. Next, navigate to the following path: Settings -> General -> VPN & Device Management,
and wait for the profile to download and appear in this window.
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4. Tap on the downloaded profile and, click the "Install" button.

12:19 8

Install Profile

TEST_CN

Signed by TEST_CN

Contains Certificate

More Detalls
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5. Enter your password.

12:19 8

Enter Passcode

Enter your passcode

(OO ) R
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6. Read the warning and press the "Install" button

12:19 8

Warning

UNMANAGED ROOT CERTIFICATE

Installing the certificate “TEST_CN" will
add it to the list of trusted certificates on
your iPhone. This certificate will not be
trusted for websites until you enable it in
Certificate Trust Settings.

UNVERIFIED PROFILE

The authenticity of “TEST_CN" cannot
be verified.
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7. Press "Install" again to confirm.



e N L T | S
|[jt)|_l_i: [ I|'L |_I l

add it to the list of trust lcates

tificate T| ust Settings.

The authenticity of “TEST_CN" cannot

be ver i fied.
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8. A window will appear, showing that the profile has been downloaded and verified.



Profile Installed

TEST_CN

Signed by TEST_CN

Contains Certificate

More Detalls
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Next, you need to configure the VPN.

1. To do this, go to Settings -> General -> VPN & Device Management -> VPN and tap on
"Add VPN Configuration..."



VPNs can be set up to control the routing of certain
network traffic.

VPN CONFIGURATIONS

Status Not Connected .

To connect using “vpn.pug.pl”, use the
"OpenVPN" application.

vpn.pug.pl
OpenVPN
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2. Enter the required details and click "Done."

1.

o Uk WwWwN

Description: [Enter a description for this VPN connection]
Server: [Enter the server address]

Remote ID: [Enter the remote ID]

Username: [Enter your VPN username]

Password: [Enter your VPN password]

Type: IKEv2



7. Proxy: Off



Add Configuration

Description PuqgCloud

Server dev.softkeel.com

Remote ID dev.softkeel.com

Local ID

AUTHENTICATION

User Authentication Username
Username wuser 3

Password

PROXY

Off WERIE]L
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3. Finally, select the VPN you added and don't forget to toggle the switch to enable it.

13:49 8 VPN

VPNs can be set up to control the routing of certain
network traffic.

VPN CONFIGURATIONS

Status Connected Q

PugCloud

Unknown

vpn.puq.pl

OpenVPN
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4. By tapping on the (i) icon, you can check the information for this VPN or make any
necessary changes



Type

Server

Account

Server Address

Address

Address

Connect Time

IKEV2

dev.softkeel.com

user 3

77.87.125.200

10.0.111.16

2a11:ff00::111

0:14
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