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15. Monitoring

Overview

PUQVPNCP provides comprehensive traffic monitoring:

® Built-in traffic statistics — per-client and per-network, stored in local JSON files
* rsyslog integration — iptables traffic logging via syslog

® InfluxDB export — push metrics to InfluxDB for Grafana dashboards

®* Prometheus-compatible metrics — HTTP metrics endpoint

Configuration

Navigate to Settings > Monitoring.

Traffic Logging
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Monitoring configuration — traffic logging



Setting Description
Logging Enable iptables traffic logging via rsyslog
Log format Log format template

Remote Syslog
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Remote Syslog
Remote Syslog

(RO B2S0ROT) P20
Enabled

Server
NO v 77.87.125.208

Remote syslog configuration

Forward traffic logs to a remote syslog server for centralized logging.

InfluxDB
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InfluxDB

InfluxDB (kelegraf1.25.0-1) not running

Enabled URL Token

\[e] v https://idb01.puq.pl xix4Hu_ZbN9q5ydqD-a81YsgDvpguQGdYmu3b9g5reGqUTUNyceauDr

Bucket Organization

pugvpncp puqupncp

InfluxDB configuration

Setting Description
Enabled Enable InfluxDB export
URL InfluxDB server URL (e.g., |https: //idb01. example. com|)
Token Authentication token
Organization InfluxDB organization
Bucket Target bucket

Metrics Endpoint
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Metrics

Metrics for Grafana

Enabled

Metrics measurements (collected every 30s via /metrics):

Measurement Tags Fields Description

network, client, status, online_wg, online_ikev2, online_openvpn, transfer_rx, transfer_tx, download, upload count One row per client. transfer_rx/tx = live session bytes. download/upload =
current month total.

network, clients_total, clients_enabled, clients_online_wg, clients_online_ikev2, clients_online_openvpn, wg_enabled, count Per-network summary: client counts and enabled protocols
ikev2_enabled, openvpn_enabled

networks, clients_total, clients_enabled, clients_online, fw_pre_rules, fw_post_rules, license_valid count Global system overview

Traffic logging measurement (real-time iptables events via rsyslog — telegraf):

Measurement  Tags Fields Description

PUBLIC, NETWORK, SRC, DST, PROTO, SPT, DPT, CLIENT, IN, OUT, LEN, MARK, TOS count  Each iptables LOG event = 1 row. CLIENT tag is auto-mapped from SRC IP to client name.

Data Flow: VPN traffic rel = kerne ormat) — U enrich with CLIENT tag|

Metrics endpoint configuration

Enable a Prometheus-compatible HTTP metrics endpoint at|http: //127. 0. 0. 1: 8098/metrics|.

Monitoring Status
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A\ Configuratio d. Click Apply to activate changes (firewall rebuild + service restart, ~30-60s).

Settings Remote Syslog

Monitoring services status
Shows the current state of all monitoring components:

® rsyslog service status

® telegraf service status

® InfluxDB connection status
® Metrics endpoint status

After changing monitoring settings and clicking Save, the configuration is applied with a
countdown:
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Traffic Logging

Applying monitoring configuration

Grafana Integration

Connect Grafana to your InfluxDB instance to create custom VPN dashboards.

Data Explorer

e Q@ CUSTOMIZE

traffic 2026-83-10T80:29:34.209Z 2026-83-18T00:30:34.209Z 2026-83-106700:29:48.888Z client_ 1 dev. pugvpncp .com 8x180e
traffic 2026-03-10700:29:34.209Z 2626-63-10T60:30:34.209Z 2026-03-10T00:29:40.000Z client_1 dev. pugvpncp .com 0x100e
traffic 2026-83-10700:29:34.209Z 2626-63-10T00:30:34.209Z 2626-03-10T00:29:40.800Z client_1 dev. pugvpncp .com 8x100e
traffic 2026-83-10T00:29:34.2697 2026-03-18T00:30:34.2097 2026-83-10T00:29:39.808Z client_1 dev. puqvpncp .com 8x1088e
traffic 2026-83-18T00:29:34.209Z 2026-83-18T00:30:34.209Z 2026-83-10T00:29:48.888Z client_ 1 dev. pugvpnep .com 8x188e
traffic 2026-83-10T00:29:34.209Z 2626-83-18T00:30:34.209Z 2026-03-10T00:29:40.800Z client_1 dev. pugvpncp .com 08x1008e

traffic 2026-03-10700:29:34.209Z 2026-83-10700:30:34.209Z 2026-03-10T00:29:44.000Z client_1 dev. pugvpncp.com 0x100e

View Raw Data (J@ % = SCRIPT EDITOR SUBMIT

Filter WINDOW PERIOD

_measurement cusToM

Ppuqvpncp auto (1s)
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client
_tasks

network AGGREGATE FUNCTION

puqvpncp

Example Grafana dashboard with VPN traffic metrics

+ Create Bucket

Available Metrics

Metric Description
client_download_bytes Per-client download traffic
client_upload_bytes Per-client upload traffic
network_download_bytes Per-network download traffic
network_upload_bytes Per-network upload traffic

online_wireguard WireGuard online peer count



Metric
online_openvpn

online_ikev2

Revision #5
Created 28 September 2026 17:05:50 by Ruslan
Updated 28 September 2026 18:58:41 by Ruslan

Description
OpenVPN connected session count

IKEv2 active SA count



