RUQ:MawdiGd or type unknown

IKEV2

Order now | Download | FAQ

IKEV2 info

Request Structure: |https: //<puqvpnvp>/api/v1/ikev2/info|

GET]

Method:
Cookie: |access_hash=<access_hash>

Example:

curl \
-b
"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9 "

\
-X GET https: //dev. softkeel. com/api/vl/ikev2/info

Response example:

{
“error" : "",
"msg" : {
"pid charon" : "1473837",
"pid starter" : "1473836",
"strongswan" : "5.9.1-1+debl1lu3"
b
"status" : "success"
}
Errors:

-Not authorized


https://puqcloud.com/puqvpncp.php
https://download.puqcloud.com/cp/puqvpncp/
https://faq.puqcloud.com

IKEV2 Config

Request Structure: |https: //<puqvpnvp>/api/v1/ikev2/config|

Method: |GET]

Cookie: |access_hash=<access_hash>

Example:

curl \
-b
"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9f"

\
-X GET https: //dev. softkeel. com/api/vl/ikev2/config

Response example{Server configuration example}:

"error" : ,

n msgII : {
“ca cert" : "----- BEGIN CERTIFICATE-----

\NMIIFfDCCA2SgAWIBAgGIIMYZL3xAvgfwwDQYIKoZIhvcNAQEMBQAWXDEQMA4GALUE\nAXMHUFVRIFZQTjEXMBUGALUEChM

END CERTIFICATE----- \n",
"ca_common_name" : "dev.softkeel. com",
“ca country name" : "",

"ca key" : "----- BEGIN RSA PRIVATE KEY-----

\NMIIJJWIBAAKCAQEALNnYVzVwZxckXMsCeR3AnoPgvRHubvIs lIPvp41l1CFnSXZIJhTX\nC5mmicZauPmlLOmpclc9umNOM1L
END RSA PRIVATE KEY----- \n",

"ca_locality" : "",
"ca organization" : "dev.softkeel. com",

"ca organizational unit" : ,

"ca state or province name" : "",

"enabled" : true,

"server cert" : "----- BEGIN CERTIFICATE-----

\NMIIFnTCCA4WgAWIBAQIIZqs60I6InzAwDQYIKoZIhvcNAQEMBQAWXDEQMA4GALUE\nAXMHUFVRIFZQTjEXMBUGALIUEChM

END CERTIFICATE----- \n",
"server key" : "----- BEGIN RSA PRIVATE KEY-----



\NMIIJJWIBAAKCAQEA23/dZ30yTzy0OvMnhzDumWh/E6C1cqQXTX+PjUxW1Q2PKyrhC\nHG/Bc73r ffqek9iKw/Nlgfukhqo
END RSA PRIVATE KEY----- \n",

"server common name" : "dev.softkeel.com",

"server country name" : "",

"server domain" : "dev.softkeel. com",

"server ip" : "77.87.125.200",

"server locality" : "",

"server organization" : "dev.softkeel. com",

"server organizational unit" : "",

"server state or province name"

b

"status" : "success"

Response example{Example of not configuring server}:

{
llerrorll : n II'
n msgll . {
Ilcaicertll : n II’
"ca_common name" : "dev.softkeel. com",

"'ca_country name" : ;

"ca key" : "",

"ca locality" : "",

"ca organization" : "dev.softkeel. com",
"ca organizational unit" : "",

"ca state or province name" : "",
"enabled" : false,

“server cert" : "",

"server common name" : "dev.softkeel.com",
"server country name" : "",

"server domain" : "dev.softkeel. com",
"server ip" : "77.87.125.200",

"server key" : "",

"server locality" : "",

"server organization" : "dev.softkeel. com",

"server organizational unit" : ,

"server state or province name"

I

"status" : "success"



Errors:

-Not authorized

IKEV2 Import CA certificate and
key

Request Structure: |https: //<puqvpnvp>/api/vl/ikev2/import ca rsa

Cookie: |access_hash=<access_hash>|

Method: |puT|

PUT data:

Options required:

"Ca_CeI"t" — uun

n Ca_keyll =

Example:

curl \

-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854e296941de9f"
\

-d "ca cert=$(sed 's, +, %2B, ' <<EOF

MIIFfDCCA2SgAWIBAgIIMYZL3xAvgfwwDQYIKoZIhvcNAQEMBQAWXDEQMA4GALUE
AXMHUFVRIFZQTjEXMBUGA1UEChMOUF VRIHNwLiB6IG8uby4xEDAOBgNVBASTB1BV
USBWUE4XEDAOBgNVBAcTB1dhcnN6YXcxCzAIJBgNVBAYTALBMMB4XDTIyMTIWNTE X
MzIzOFoXDTMyMTIwMjExMzIzO0F owXDEQMA4GAL1UEAXMHUFVRIFZQTjEXMBUGALUE
ChMOUFVRIHNwWLiB6IG8uby4xEDAOBgNVBAs TB1BVUSBWUE4XEDAOBgNVBACTB1dh
cnN6YXcxCzAIBgNVBAYTATIBMMIICI j ANBgkghkiGO9wOBAQEFAAOCAgG8AMIICCgKC
AgEALNYVzVwZxck XMs CeR3AnoPgvRHubvIs 1IPvp41CFNSXZJhTXC5mmicZauPml
LOmpclc9umNOM1LxSHV4pcFYP+M1bDUYMef3iaufeQ03cU4R4Ur JLsCC/WGwvwlo



IqYDCxUtBOePxZHNsBXDxu2/FOeVjX55iPnCDxyY/tKsouJnX+bTGB5r Obyeon6h
A7VOmVrKJIfKrIXhzKPtle28nFa9c6aRu+R0q3KotcradPSdzzzzFhCSCXChbI7+y
dfnSiJ3r ARREH1jMpvOrwM/9NyCPHUIJaR+XJ8JQMDAQxMP8oNOfKB8y66foLiFD
oXWLVtGIFPKENHbX2T7N//1y5xkA97upoQvo7wxtWV4x0IelnfLesSZVCl/UL50d
+LVf6NbguDda2HE15AuX6Mjn0tX18Yn6VQNU0o8R5rr+3dpuzZnUYVz fdbnaVmmSuc
ISsQEUTZMzwTzCffpUwPzp8MMWB2K1pSOMTtC707CEjnv2BV8IuKhgK1V661Rapx
cCWF/L1bHRasaqr5JCebGIVZNsd2qYJyuD6p0OxP+VVo3Poboqus ASKvbQ9PcoMdx
m8GJHzNnJsuUQhapP2PpDpdht58p0xs tWyPnANDs fbqooF WowAJWhHlk17JhQWuY
epEWKs 78B3C2LYT6UeU4nImRYNmsuc10Uj 9HpSIEMZ /nPnECAWE AAaNCME AwDwYD
VROTAQH/BAUWAWEB/z AOBgNVHQ8BAf8EBAMCAQYWHQYDVROOBBYEFFbCzI+j1Md8
NjGlpCPg+ks00MhgMAOGCSqGSIb3DQEBDAUAA4ICAQBpmyQRfUF /BiuF76vECcwci
OuuiBaoPcEOwQIueje84KtaEwAOa+QKX4sPGHE4Eoxv7JHEJhBfoeKABTgpIv+qgF
NWAEO+sMTowLhrcoB1VPTw50w3mOYDLG+aqcC3e7Ur XoMx+MWmPM3u3/zUkp5j /f
AsIZL4YdXBtwgmmojl3zg6URslhXh1Peqw+0iqevfpPZE1alIgXTEYOXnbalB506
eRUCLcU04dYj v3Eg55WKKN4uPkmmOulJiWZp8g13FBK1lhss/glgkh3ZW5nMVDj TP
GFGr Y+eHLzEgM8RRieJpU+Jq9mmezp/r OpCOEqoDILx0Uz05qm/c892D8ZZVqvKP
TQnuHppAyYATGCPBIOHURi4ufCfiEzba0jK6KLLIMRtGZEUMgTTZ77HSVFuGPO/C
+0VNxvSWc Xf26 AUNQHXS5wjFobel TWs fyi4ZegT9r TOUTfw]/x3hYCnxfGFsofgdh
bL6jLJIkygi+tjQAiJzNmmgRddDpun195Emc9yPYWQT59z6qwy6EXhAmyfZ6fnIIr
ZWIYcS+oUh+mffeqjBHSUAPTFS10iWfeshx+XN1oun0SiPaeA9YAb/eiKF+1/0F1
wX59Ea2Mr 559mRBODg90HMRMqG5K529Yy3V3tXg2/ZZNKeXMLOOVbctf+hSkds T4
CZwL60LmIPQCBkNr 6 X0fBA==

ca key=$(sed 's, +, %2B, g' <<EOF

MITIJJIWIBAAKCAQEALNnYVzVwZxckXMsCeR3AnoPgvRHUbvIS1IPvp4lCFNSXZIhTX
C5mmicZauPmlLOmpclcOumNOM1L xSHV4pcFYP+M1bDUYMef3iaufeQ03cU4R4Ur J
LsCC/WGwvwloIqYDCxUtBOePxZHNsBXDxu2/F0eVjX55iPnCDxyY/tKsounX+bT
GB5r0byeon6hA7VImVrKIfKrIXnhzKPtle28nFa9c6aRu+R0q3KotcradPSdzzzzF
hCSCXChbI7+ydfnSiJ3r ARREH1jMpvOrWM/9NyCPHUIJaR+XJ8IQMDdQxMP8oNOT
KB8y66foLiFDOXWLVtGIFPKENHbX2T7N//1y5xkA97upoQvo7wxtWV4x0IelnflLe
sSZVC1l/UL50d+LVf6NbguDda2HE15AuX6Mjn0tX18Yn6VQNUo8R5rr+3dpuzZnUYV
zfdbnaVmmSucISsQEUTZMzwTzCffpUwPzp8MMWB2K1pSOMTtC707CcEjnv2BV8IuK
hgK1V661RapxcCWF/L1bHRasaqr53CebGIVZNsd2qYJyuD6p0xP+VVo3PoboqusA
SKvbQ9PcoMdxm8GJIHzNnJsuUQhapP2PpDpdht58p0xstWyPnANDs fbqooF WpwAJW
hH1k17JhQWuYepEWKs78B3C2L YT6UeU4nImRYNmsuc10Uj 9HpSIEMZ/nPnECAWEA
AQKCAgA8061DYcf9jReDUZaS9ICI61luct0Ir C5wwSsL/aY88DywT3P1RUPcnRIce



t9RN4SCqSYwWBTUYEQIWWO5qwiLIbDLpuQnDmVsCiz4afsCor fNUdbTS6ieedLkQP
LCJJEYTzc8IdunJQuxX3x3SLy4r Tc347b4TBTPV5i8bpH5/PYx+ml7UvthEmn7Tu
gqbPJdYR2JoYHVVisWZ1wGj2iUNhpEh/sNLMO+hsQEORosNrQKYxz TulGmYRP1zJ1i
ZVCcnYr VLNUmr TTU1gLVCiFtQzCyngl5Yu2AX3Fj2X0c79N8u4m/pnfbzV2H8Uut
KcoglVIZgRxzt11Uc3CtMVBEJyAr Xr VEJwXdgMol9H4LvZxK0/r Lxyz8Y/zggUSy
/Ps05YIHDR1VsRe/Q+Gd4+ttIKMZ/E+ghIQ6mTjamZwG0iH4r ji5jg21pFSBZgwm
Lp7wpeTCYKFGAXbiNYVIw4APNoWOoPGLCdaNGiP2NEK4EPI6ieo+sFFZYBaPzr Gw/
StOYLKMrkGTcH7kGhYXxFsIYtPp9t5La34msoqbCqPaxNP5r T3jelLcIkKulEO/Xao
ehAhXYVm+iDn1Y2iIzVyOouEd9i1XYTEJp0/aA7QdEqyR7003Y6jHMdjekEfHIAA
WFOGKedHfzML6uQQMuDzhVGTEMt JAEKXX0aI T+G7UZh88rr vAQKCAQEABbKB/jL3
0451NTJj+U/YZNRr fKysuDkBPnYIHuCWhWhmj JCOcF0txHhMhv6+KAGI4PU10f0Q
iPQSaczP2LKgN6Dz8aJlDgDonJ67sUzP+y+tNGpabOvydp8PH7KWpixAVt7bqI8K4
COymbR1hW6HHYyujULHM9s04zE1HI6ABTcsPbpTVh11c191TD42t2bSVfncdZgDKp
00iaFSuk6gpIvYMesSpsUCIr AF4mO5uP TwSRVQxg4tBj80LsdWIuV1lowdZNXgcGd
76XMzMmH1itOFNN8zsDfoEg/GgLkoyY+2kmU5yahyvo21BMLs /lpWQ5xplOPpnU4d
3KWEynuNBxj Q+QKCAQEA4yb6AWp60hLgidmfdaCHhXc8dZs+bP2CaE5 LK4XF x/IM
IrLYNj JFpWbNQ5MLq2p6tedF31RuU2/GXwvYOBLY1t5G2NdPqn6KOXDDcuqOu4IN
2Mmr TYrRj ye4AtfP1qcVNnilUlkus+b4nK30b9m629s WEgOkHeDDF /BwOWL0QAK/
Cpbuzo70R4S1zx+FOp2MvDbEr mmNtPgrFKiPjRixysgwnH5jnIIK667gHvinD23Z
u6Zi0AS2 Tm+0KhwEL 1aCCOPAB32dp AAUoKgv8RxbytvWQjgr OkKQSTEZ5T64BVZM
4C1Iz6+8I1QQCHUOUF59w5z86VEPHIYulzU+eNsvOQKCAQAILBLW6K j YuS+YjSxv
8ZH8sS5RIWY1tj dwQAdxxqgatotNOAMICv4TPWbuPaptV38pdPDJIxcf+ENnJAODG
oWNE98KPtJ+0IDQ1/ZRs8GckySuv0om5PDgkW3wA0Jy3e0Ti+OLIIR6pAcjNLu/h
3e/bI1laGJzjIbp+40Hq5hqPSPvIoQBCoISEQNTnrKmlgIGhmVOHDOjp6d0cdtU15
pWnYOPuX/K86jKNss6j6IKAzaYq4A/0g8ggu7g3pNVV/N5E3e4auldZ+II7UYFVx
G3sifFqfoJ2YSTrRYQxjC4V7y7NNt+6qeleVcTvpETjyEMgujivrlrjideCnX5XD
FAEZAoIBAAO1aTOIt4SihkQA9TeIbW4CalxIMpW49d4aGZDCWF5RV11hqiIIZBal
PPizeFP6IXLBOeTNYBfApW571QhgwZCQhHUZ2FUiR8NOUdyYdGbzU64MbN2RPKan
sVtghpwski4XfiuEMzOAsmJsfAhbd6+LPisBR+us9cJ4TH8+r CgPY2sal79LmZaV
VhgRmy+7Hscb5c4rLwMbYiiuL9nP42c6KYEE1z/A5819TC91Q9T+qCVmLAhaGlfg
fwKI/pB7HRhkD4iPxnkc/zk4RcAcBGuldzQRkrMaz xxCzvdtNLfx1s06KNQrPFkb
Ij/hGc8Yy9jbwllV43dGBHHDDSs gOXBECggEANSTI4PFR8PRE4/YLWDRWWXLENFFr
TRfkfvWyeDRnaQsSBINqgF+IGOymiGYrcmu4Ej2Ix3U0VuLl+yjI4j+jxBdW+hs2H
9z9AwVIVdPuz9X1LC/0dQTEbdLtynQCrqxm3QtJKLMBQ3hyRdY95+Yd1VnInTCnT
SDM5UJiDEc+Xxx0/Z7Akn8s0U30RUdA989PMb25p5CKcrF9/Juk /5bgf0z6cDz8G
bGKG2DwJ/09RVdOBLIWK1i66LexRjMpBhksf6aAb5bImfGFI0Oki9amX3gN+TSotS
OBRSU+9CGRwt+SPONcxcXqs60TYu+Wk Av3V23+0N8aiN1i7gKJIVyYvNzQQ==



n \
- X PUT https: //dev. softkeel. com/api/vl/ikev2/import ca rsa

Response example:

“"error" : "",
"msg" : {

"ca cert" : "----- BEGIN CERTIFICATE-----
\NMIIFfDCCA2SgAWIBAQIIMYZL3xAvgfwwDQYJIKoZIhvcNAQEMBQAwWXDEQMA4GALUE\nAXMHUFVRIFZQTjEXMBUGALUEChM
END CERTIFICATE----- \n",

"ca_common_name" : "dev.softkeel. com",

“ca_country name" : "",

"ca key" : "----- BEGIN RSA PRIVATE KEY-----
\NMIIJJwWIBAAKCAQEALNnYVzVwZxckXMsCeR3AnoPgvRHubvIs lIPvp41CFnSXZJhTX\nC5mmicZauPmlLOmpclc9umNOM1L
END RSA PRIVATE KEY----- \n",

"ca locality" : "",

"ca_organization" : "dev.softkeel. com",

"ca organizational unit" : "",

"ca state or province name" : "",

"enabled" : false,

"server cert" : "",

"server common name" : "dev.softkeel. com",

"server country name" : "",

"server domain" : "dev.softkeel. com",

"server ip" : "77.87.125.200",

"server key" : "",

"server locality" : "",

"server organization" : "dev.softkeel. com",

"server organizational unit" : "",

"server state or province name" : ""

Yo
"status" : "success"
}
Errors:

-Not authorized
-The root certificate is already in the system

-CaCert must be filled



- CaKey must be filled
-Certificate not found

-Certificate failed

IKEvV2 Generate CA certificate and
key

Request Structure: |https: //<puqvpnvp>/api/vl/ikev2/generate ca rsa

Cookie: |access_hash=<access_hash>|

Method: |puT]|

PUT data:
Options required:

ca_common name" =

"ca organization" =
Options not required:

"ca country name" = ""
"ca locality" =""

"ca organization" =

"ca organizational unit" =

"ca state or province name" = ""

Example:

curl \

-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854e296941de9f"
\

-d "ca_common_name=TEST CN&\

ca_country name=TEST C&\

ca locality=TEST L&\

ca_organization=TEST 0&\



ca_organizational unit=TEST OU&\

ca_state or province name=TEST S&\

"\

- X PUT https: //dev. softkeel. com/api/vl/ikev2/generate ca rsa

Response example:

“error" : "",
"msg" : {
“ca cert" : "----- BEGIN CERTIFICATE-----
\NMIIF1DCCA3ygAwIBAgIIP9dfvYShrW8wDQYJKoZIhvcNAQEMBQAwaDEQMA4GALUE\nAwwHVEVTVFODT]jEPMAOGALUECGwW
END CERTIFICATE----- \n",

“ca_common name" : "TEST CN",
“ca_country name" : "TEST C",
“ca key" : "----- BEGIN RSA PRIVATE KEY-----

\nMIIJKgIBAAKCAgEA4dIvCvI+4CDpYMVzEtWLYOpKLeegs3yCWjKwHQubGXiTL9Ks\nQLlr WTXYyFO3FhqygEZ3VOLUgBm
END RSA PRIVATE KEY----- \n",

"ca locality" : "TEST L",

"ca organization" : "TEST 0",

"ca organizational unit" : "TEST 0OU",
"ca state or province name" : "TEST S",
"enabled" : false,

"server cert" : "",

"server common name" : "dev.softkeel.com",
"server country name" : "",

"server domain" : "dev.softkeel. com",
"server ip" : "77.87.125.200",

"server key" : "",

"server locality" : "",

"server organization" : "dev.softkeel. com",

"server organizational unit" : ,

"server state or province name" :

1o
"status" : "success"
}
Errors:

-Not authorized



-The root certificate is already in the system
-Common Name must be filled

-Organization must be filled

IKEv2 Delete CA certificate and
key

Request Structure: |https: //<puqvpnvp>/api/vl/ikev2/delete ca rsa
Cookie: |access_hash=<access_hash>|

Method: | DELETE|

Example:

curl \

-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9f"
\

- X DELETE https: //dev. softkeel. com/api/vl/ikev2/delete ca rsa

Response example:

{

“error" : "",

"msg" : {
“ca cert" : "",
“ca_common name" : "TEST CN",
“ca _country name" : "TEST C",
"ca key" : "",
"ca locality" : "TEST L",
“ca organization" : "TEST 0",
"ca organizational unit" : "TEST 0U",
"ca state or province name" : "TEST S",
"enabled" : false,

"server cert" : )

"server _common name" : "dev.softkeel. com",



"server country name" : 5
"server domain" : "dev.softkeel. com",
"server ip" : "77.87.125.200",

"server key" :
"server locality" : "",
"server organization" : "dev.softkeel. com",

"server organizational unit" : ,

"server state or province name" :

}I

"status" : "success"

Errors:

-Not authorized

-The ROOT certificate is not present in the system

IKEV2 Generate SERVER
certificate and key

Request Structure: |https: //<puqvpnvp>/api/vl/ikev2/generate server rsa
Cookie: |access_hash=<access_hash>|

Method:

PUT|

PUT data:

Options required:
"server domain" = ""

“server_ip" =""

"server _common _name" =

"server organization"
Options not required:

"server organizational unit"



"server organization" =
“server_locality" = ""
"server state or province name" = ""
"server country name" = ""

"server ipv6" =

Example:

curl \

-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9f"
\

-d "server domain=vpn. test. test&\

server ip=172.16. 0. 1&\

server _common _name=TEST CN&\

server organizational unit=TEST OU&\

server _organization=TEST O0&\

server locality=TEST L&\

server state or province name=TEST S&\

server _country name=TEST S&\

"\

-X PUT https: //dev. softkeel. com/api/vl/ikev2/generate server rsa

Response example:

“error" : "",
"msg" : {
"ca cert" : "----- BEGIN CERTIFICATE-----
\nMIIF1DCCA3ygAwIBAgIIaQxQ0CqyX0MwDQYJIKoZIhvcNAQEMBQAwaDEQMA4GALUE\nAwwHVEVTVFIDTjEPMAGGALUECgwW
END CERTIFICATE----- \n",

“ca_common _name" : "TEST CN",
“ca_country name" : "TEST C",
"ca key" i "----- BEGIN RSA PRIVATE KEY-----

\NMIIJKQIBAAKCAGEA2mAubwuBj55hq/Ukk7U916waAKUGbO8RAUGzDGC+HP7wpwr g\n7q8IFKyCDCLQDbDQNZXRPWEIOphI
END RSA PRIVATE KEY----- \n",

"ca locality" : "TEST L",
“ca_organization" : "TEST 0",
"ca organizational unit" : "TEST 0U",

"ca state or province name" : "TEST S",



"enabled" : false,
"server cert" : "----- BEGIN CERTIFICATE-----
\NMIIFujCCA6KgAWIBAgIIbvUBrU6ZBQUwWDQYJIKoZIhvcNAQEMBQAwaDEQMA4GALUE\NAwWWHVEVTVFODTjEPMAOGALIUECgw

END CERTIFICATE----- \n",
"server common name" : "TEST CN",
"server country name" : "TEST S",
"server domain" : "vpn. test. test",
"server ip" : "172.16.0.1",
"server key" : "----- BEGIN RSA PRIVATE KEY-----

\nMIIJKQIBAAKCAQEA1Fw/nJ9q3W3avtdBIJP6RNOUwsk80Km4ezzVw/ikoal VMDwI\nC0Jr1R7zxYh9GGYZUj06CcFtQ7Q0

END RSA PRIVATE KEY----- \n",
"server locality" : "TEST L",
"server organization" : "TEST 0",
"server organizational unit" : "TEST 0U",
"server state or province name" : "TEST S"
b
"status" : "success"
}
Errors:

-Not authorized

-The root certificate is not present in the system
-Server Domain must be filled

-Server IP must be filled

- Common Name must be filled

-Organization must be filled

IKEV2 Delete SERVER certificate
and key

Request Structure: |https: //<puqvpnvp>/api/vl/ikev2/delete server rsa
Cookie: |access_hash=<access_hash>|

Method: | DELETE]|



Example:

curl \

-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9f"
\

- X DELETE https: //dev. softkeel. com/api/vl/ikev2/delete server rsa

Response example:

“error" : "",
"msg" : {
“ca cert" : "----- BEGIN CERTIFICATE-----
\NMIIF1DCCA3ygAwIBAgIIaQxQ0CqyX0MwDQYIKoZIhvcNAQEMBQAwaDEQMA4GALUE\NAwWWHVEVTVFODTjEPMAOGALIUECgw
END CERTIFICATE----- \n",

"ca_common_name" : "TEST CN",
“ca_country name" : "TEST C",
“ca key" : "----- BEGIN RSA PRIVATE KEY-----

\NMIIJKQIBAAKCAQGEA2mAubwuBj55hq/Ukk7U916waAKUGbO8RAUGzDGC+HP7wpwr g\n7q8IFKyCDCLQDbDQNZXRPWEIOphI
END RSA PRIVATE KEY----- \n",

"ca locality" : "TEST L",

"ca organization" : "TEST 0",

"ca organizational unit" : "TEST OU",
"ca_state or province name" : "TEST S",
"enabled" : false,

"server cert" : "",

“server common name" : "TEST CN",
"server country name" : "TEST S",
"server _domain" : "vpn. test. test",
"server ip" : "172.16.0.1",
"server key" : "",
"server locality" : "TEST L",
"server organization" : "TEST 0",
"server organizational unit" : "TEST 0U",
"server state or province name" : "TEST S"
b
"status" : "success"



Errors:

-Not authorized

-The ROOT certificate is not present in the system

IKEV2 Enable/Disable

Request Structure: |https: //<puqvpnvp>/api/vl/ikev2/|
Cookie: |access_hash=<access_hash>|

Method: |puT]|

PUT data:

Options required:

"enabled" = "0 1"

Example:

curl \

-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854e296941de9f"
\

-d "enabled=1" \

- X PUT https: //dev. softkeel. com/api/vl/ikev2

Response example:

“error" :

"msg" : {
"ca cert" : "----- BEGIN CERTIFICATE-----

\NMIIF1DCCA3ygAwIBAgIIaQxQ0CqyXO0MwDQYJIKoZIhvcNAQEMBQAwaDEQMA4GALUE\NnAwwHVEVTVFIDT]jEPMAOGALUECGW

END CERTIFICATE----- \n",
“ca_common name" : "TEST CN",
“ca_country name" : "TEST C",

"ca key" : "----- BEGIN RSA PRIVATE KEY-----



\NMIIJKQIBAAKCAQGEA2mAubwuBj55hq/Ukk7U916waAKUGbO8RAUGzDGC+HP7wpwr g\n7q8JFKyCDCLQDbDQNZXRPWEIOphI

END RSA PRIVATE KEY----- \n",
"ca locality" : "TEST L",
"ca organization" : "TEST 0",
"ca organizational unit" : "TEST 0U",
"ca state or province name" : "TEST S",
"enabled" : true,
"server cert" : "----- BEGIN CERTIFICATE-----

\NMIIFujCCA6KgAWIBAgIIE gk V3yqf6gwDQYIKoZIhvcNAQEMBQAWaDEQMA4GALUE \nAwwHVEVTVFIDTj EPMAGGALUECGW

END CERTIFICATE----- \n",
"server common name" : "TEST CN",
"server country name" : "TEST S",
"server _domain" : "vpn. test. test",
"server ip" : "172.16.0.1",
"server key" : "----- BEGIN RSA PRIVATE KEY-----

\nMIIJKAIBAAKCAQEAoOF LmfQYPCKNSz4aihkB1URMYeC3d0+A08h+01UIM7rr42YR/\nYLYa0ODUnTOOGPSsr /bGdahdbq58|

END RSA PRIVATE KEY----- \n",
"server locality" : "TEST L",
"server organization" : "TEST 0",
"server organizational unit" : "TEST 0U",
"server state or province name" : "TEST S"
b
"status" : "success"
}
Errors:

-Not authorized
- The ROOT certificate is not present in the system

- The SERVER certificate is not present in the system

IKEv2 Advanced settings show

Request Structure: Ihttps: //<puqvpnvp>/api/v1/ikev2/advancedisettings|
Method: | GET]

Cookie: |access_hash=<access_hash>



Example:

curl \

-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9f"
\

-X GET https: //dev. softkeel. com/api/vl/ikev2/advanced settings

Response example:

n errorll : n II'
n msgll : {
"authby" : "pubkey",

"charondebug asn" :

~

"charondebug cfg" :

’

"charondebug chd" :

’

"charondebug dmn" :

’

“charondebug enc" :

’

"charondebug esp" :

’

"charondebug ike" :

’

"charondebug imc" :

’

’

"charondebug job" :
"charondebug knl" :

’

"charondebug lib" :

’

"charondebug mgr" :

’

"charondebug net" :

’

"charondebug pts" :

’

0
0
0
0
0
0
0
0
"charondebug imv" : 0,
0
0
0
0
0
0
0

“charondebug tls" : 0,

“charondebug_tnc" : 0,

"closeaction" : "none",

"compress" : "no",

"dpdaction" : "clear",

"dpddelay" : 300,

"dpdtimeout" : 150,

"esp" : "aes256-sha256, chacha20polyl305-sha512, aes256-shal, aes256gcml6- ecp384, 3des-
shall ",

"forceencaps" : "yes",

"fragmentation" : "yes",



"ike" : "aes256-shal-modpl024, aes128-shal-modpl024, chacha20polyl305-sha512-curve25519-

prfsha512, aes256gcml6- sha384- prfsha384- ecp384, 3des- shal- modpl024! ",
"ikelifetime" : 86400,
"inactivity" : 86400,
"installpolicy" : "yes",
"keyingtries" : 5,
"lifetime" : 3600,
"margintime" : 600,
"mobike" : "yes",
"modeconfig" : "pull",
"reauth" : "yes",
"rekey" : "no",
"rekeyfuzz" : 100,

"strictcrlpolicy" : "no",

"type" : "tunnel",

"uniqueids" : "no

}I

"status" : "success"

Errors:

-Not authorized

IKEv2 Advanced settings set

Request Structure: |https: //<puqvpnvp>/api/vl/ikev2/advanced settings |
Cookie: |access_hash=<access_hash>|

Method: |puT]|

PUT data:

Options required:

"charondebug dmn" = "-1| 0| 1| 2| 3| 4"
"charondebug mgr" = "1] 0| 1| 2| 3| 4"
"charondebug ike" = "1| 0] 1] 2| 3| 4"



"charondebug chd" "1] 0] 1] 2| 3| 4"
"charondebug job" "1] 0] 1] 2| 3| 4"
"charondebug cfg" "1] 0] 1] 2| 3| 4"
"charondebug knl" "1| 0] 1] 2| 3| 4"
"charondebug net" "1| 0] 1] 2| 3| 4"
"charondebug asn" "1| 0] 1] 2| 3| 4"
"charondebug_enc" "1] 0] 1] 2| 3| 4"
"charondebug 1lib" "1| 0] 1] 2| 3| 4"
"charondebug esp" "1| 0] 1] 2| 3| 4"
"charondebug tls" "1| 0] 1] 2| 3| 4"
"charondebug tnc" "1| 0] 1] 2| 3| 4"
"charondebug _imc" "1| 0] 1] 2| 3| 4"
"charondebug_imv" "1| 0] 1] 2| 3| 4"
"charondebug pts" "1| 0] 1] 2| 3| 4"
"uniqueids" = "yes| no| never|replace| keep"
"strictcrlpolicy" = "yes|no| ifuri"
"authby" = "pubkey| rsasig| ecdsasig| psk| secret| xauthrsasig| xauthpsk| never"
"closeaction" = "none| clear| hold| restart"
"compress" = "yes|no"

"dpdaction" = "none| clear| hold| restart"
"dpddelay" = "0-2147483647"
"dpdtimeout" = "0-2147483647"
"inactivity" = "0-2147483647"

"esp" = "t

"forceencaps" = "yes| no"
"fragmentation" = "yes| accept| force| no"
"ike" = ""

"ikelifetime" = "0-2147483647"
"installpolicy" = "yes|no"
"keyingtries" = "1-2147483647"
"lifetime" = "1-86400"

"margintime" = "1-2147483647"

"mobike" = "yes| no"

"modeconfig" = "push| pull”

“reauth" = "yes| no"

"rekey" = "yes|no"

"rekeyfuzz" = "0-2147483647"

"type" = "tunnel| transport| transport proxy| passthrough| drop"



Example:

curl \

-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9f"
\

-d "authby=pubkey&\
charondebug asn=18&\
charondebug cfg=1&\
charondebug chd=18&\
charondebug dmn=1&\
charondebug enc=1&\
charondebug esp=1&\
charondebug ike=1&\
charondebug _imc=1&\
charondebug imv=1&\
charondebug job=1&\
charondebug knl=1&\
charondebug 1ib=1&\
charondebug mgr=18&\
charondebug net=1&\
charondebug pts=1&\
charondebug tls=1&\
charondebug tnc=1&\
closeaction=none&\
compress=no&\
dpdaction=clear &\
dpddelay=300&\
dpdtimeout=1508&\

esp=$(sed -e 's,!,%21,g" <<EOF

aes256- sha256, chacha20polyl305-sha512, aes256-shal, aes256gcml6- ecp384, 3des-shal
EOF

)

&\

forceencaps=yes&\

fragmentation=yes&\

ike=$(sed -e 's,!,%21,q9" <<EOF

aes256- shal-modpl024, aes128-shal- modpl024, chacha20polyl305- sha512- curve25519-
prfsha512, aes256gcml6- sha384- prfsha384- ecp384, 3des- shal- modpl024

EOF



)

&\
ikelifetime=86400&\
inactivity=864008&\
installpolicy=yes&\
keyingtries=5&\
lifetime=36008&\
margintime=600&\
mobike=yes&\
modeconfig=pull&\
reauth=yes&\
rekey=no&\
rekeyfuzz=1008&\
strictcrlpolicy=no&\
type=tunnel&\
uniqueids=no" \

-X PUT https: //dev. softkeel. com/api/vl/ikev2/advanced settings

Response example:

“error" : "",

"msg" : {
"authby" : "pubkey",
"charondebug asn" :
"charondebug cfg" :
"charondebug chd" :
“charondebug dmn" :
"charondebug enc" :
"charondebug esp" :

"charondebug ike" :

1

1

1

1

1

1

1
"charondebug imc" : 1,
“charondebug imv" : 1
“charondebug job" : 1
"charondebug knl" : 1
"charondebug lib" : 1
"charondebug mgr" : 1
"charondebug net" : 1
“charondebug pts" : 1
1

"charondebug tls" :



“charondebug_tnc" : 1,

"closeaction" : "none",
"compress" : "no",
"dpdaction" : "clear",

"dpddelay" : 300,

"dpdtimeout" : 150,

"esp" : "aes256-sha256, chacha20polyl305-sha512, aes256-shal, aes256gcml6- ecp384, 3des-
shall ",

"forceencaps" : "yes",

"fragmentation" : "yes",

"ike" : "aes256-shal-modpl024, aesl28-shal-modpl024, chacha20polyl305-sha512-curve25519-
prfsha512, aes256gcml6- sha384- pr fsha384- ecp384, 3des- shal- modpl024! ",

"ikelifetime" : 86400,

"inactivity" : 86400,

"installpolicy" : "yes",

"keyingtries" : 5,

"lifetime" : 3600,

“margintime" : 600,

"mobike" : "yes",

"modeconfig" : "pull",

"reauth" : "yes",

"rekey" : "no",

"rekeyfuzz" : 100,

"strictcrlpolicy" : "no",
"type" : "tunnel",
"uniqueids" : "no"
b
"status" : "success"
}
Errors:

-Not authorized

-Incorrect value Charondebug dmn (should be -1 to 4)
-Incorrect value Charondebug mgr (should be -1 to 4)
-Incorrect value Charondebug ike (should be -1 to 4)
-Incorrect value Charondebug chd (should be -1 to 4)
-Incorrect value Charondebug job (should be -1 to 4)
-Incorrect value Charondebug cfg (should be -1 to 4)
-Incorrect value Charondebug knl (should be -1 to 4)



-Incorrect value Charondebug net (should be -1 to 4)
-Incorrect value Charondebug asn (should be -1 to 4)
-Incorrect value Charondebug enc (should be -1 to 4)
-Incorrect value Charondebug lib (should be -1 to 4)
-Incorrect value Charondebug esp (should be -1 to 4)
-Incorrect value Charondebug tls (should be -1 to 4)
-Incorrect value Charondebug tnc (should be -1 to 4)
-Incorrect value Charondebug imc (should be -1 to 4)
-Incorrect value Charondebug imv (should be -1 to 4)
-Incorrect value Charondebug pts (should be -1 to 4)
-Incorrect value Uniqueids (should be yes| no| never| replace| keep)
-Incorrect value Strictcrlpolicy (should be yes|no| ifuri)
-Incorrect value Authby (should be

pubkey| rsasig| ecdsasig| psk| secret| xauthrsasig| xauthpsk| never)
-Incorrect value Closeaction (should be none| clear| hold| restart)
-Incorrect value Compress (should be yes| no)

-Incorrect value Closeaction (should be none| clear| hold| restart)
-Incorrect value Dpddelay (should be 0 to 2147483647)
-Incorrect value Dpdtimeout (should be 0 to 2147483647)
-Incorrect value Inactivity (should be 0 to 2147483647)

-Esp must be filled

-Incorrect value Forceencaps (should be yes| no)

-Incorrect value Forceencaps (should be yes| accept| force| no)
-Ike must be filled

-Incorrect value Ikelifetime (should be 0 to 2147483647)
-Incorrect value Installpolicy (should be yes| no)

-Incorrect value Keyingtries (should be 1 to 2147483647)
-Incorrect value Lifetime (should be 1 to 86400)

-Incorrect value Margintime (should be 1 to 2147483647)
-Incorrect value Mobike (should be yes| no)

-Incorrect value Modeconfig (should be push|pull)

-Incorrect value Reauth (should be yes| no)

-Incorrect value Rekey (should be yes| no)

-Incorrect value Keyingtries (should be 0 to 2147483647)

-Incorrect value Type (should be tunnel| transport| transport proxy| passthrough| drop)

IKEv2 Advanced settings set



default

Request Structure: |https: //<puqvpnvp>/api/vl/ikev2/advanced settings/default
Cookie: |access_hash=<access_hash>|

Method:

PUT|

Example:

curl \

-b

"access hash=def77a57825907131fca3ba92fc22970ffe7429fd8b49535e178f59542c42cf2be854€296941de9f"
\

- X PUT https: //dev. softkeel. com/api/vl/ikev2/advanced settings/default

Response example:

llerrorll : n II'
n msgll : {
"authby" : "pubkey",

"charondebug asn" :

“charondebug cfg" :

’

"charondebug chd" :

’

"charondebug dmn" :

’

"charondebug enc" :

’

"charondebug esp" :

’

"charondebug ike" :

’

“charondebug imc" :

’

’

"charondebug job" :

"charondebug knl" :

’

"charondebug 1ib" :

’

"charondebug mgr" :

’

“charondebug net" :

’

"charondebug pts" :

’

"charondebug tls" :

’

0
0
0
0
0
0
0
0
"charondebug imv" : 0,
0
0
0
0
0
0
0
0

"charondebug tnc" :

’

"closeaction" : "none",



“compress" : "no",

"dpdaction" : "clear",

"dpddelay" : 300,

"dpdtimeout" : 150,

"esp" : "aes256-sha256, chacha20polyl305-sha512, aes256- shal, aes256gcml6- ecp384, 3des-
shall ",

"forceencaps" : "yes",

"fragmentation" : "yes",

"ike" : "aes256-shal-modpl024, aesl28-shal-modpl024, chacha20polyl305-sha512-curve25519-
prfsha512, aes256gcml6- sha384- prfsha384- ecp384, 3des- shal- modpl024! ",

"ikelifetime" : 86400,

"inactivity" : 86400,

"installpolicy" : "yes",

"keyingtries" : 5,

"lifetime" : 3600,

"margintime" : 600,

"mobike" : "yes",

"modeconfig" : "pull",

"reauth" : "yes",

"rekey" : "no",

"rekeyfuzz" : 100,

"strictcrlpolicy" : "no",
"type" : "tunnel",
"uniqueids" : "no"
b
"status" : "success"
}
Errors:

-Not authorized
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