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Dashboard

PUQ Sanctions Checker module WHMCS

Order now | Download | Community
Addons - Sanctions Checker - Home — the operational overview of the module.

PUQ Sanctions Checker
EH & Home 22 Clients BB List Entries i= Log & Configuration @ Help ~ 24
© sanctions Checker Dashboard

A 5 client(s) currently match sanctions lists — review them now

Clients total Clients checked Matches Clean Entries: Canada (DFATD-SEMA) Entries: EU (FSF)
& Sanctions sources & Last mass check
Last lists synchronization: 2026-07-08 02:42:30 Last mass check: 2026-07-08 02:40:28 | Pendingin queue: 0
& Sync sanctions lists now
£ Database
Verifies all module tables and creates any missing tables or columns (e.g. after a module update). Non-destructive: nothing is ever dropped

# Check database tables

Statistics cards

Card Meaning
Clients total All clients in WHMCS.
Clients checked Clients that have at least one screening result.

Clients currently matching sanctions lists — the red alert

Matches
on top links straight to the filtered list.

Clean Clients checked with no findings.

Entries: Canada / EU Number of sanctions list entries in the local database.


https://puqcloud.com/link.php?id=77
https://puqcloud.com/whmcs-addon-puq-sanctions-checker.php
https://download.puqcloud.com/WHMCS/addons/PUQ_WHMCS-Sanctions-Checker/
https://community.puqcloud.com/

Sanctions sources panel

Shows the time of the last list synchronization. Sync sanctions lists now downloads the enabled
OpenSanctions mirrors immediately (the daily cron does the same automatically).

Last mass check panel

Shows the last mass check time and the number of checks pending in the queue. Check all
clients now starts a mass check:

®* with Queue the mass check enabled (default) the clients are added to the queue and

the cron processes them within minutes;
® with the queue disabled the check runs in your browser in batches with a progress bar.

Database panel

Check database tables verifies all module tables and creates any missing tables or columns
(useful after a module update). It is non-destructive — nothing is ever dropped — and displays a
per-table report (|created| /|altered| /|unchanged|).



Screening results

PUQ Sanctions Checker module WHMCS

Order now | Download | Community

Addons - Sanctions Checker - Clients — every client that has been

match details.

PUQ Sanctions Checker

PIH A Home 22 Clients
e

a2 Screening Results

LU Matches

ID Client

7 Julla Noga (Test
Company)

2 Dmytro
Kravchenko

14 Outlook Test

13 yahoo testq

4 Super User

1 Ruslan Polowyi

9 julia Noga

Filters

Clean | verified

Email

yulila.noha@pug.pl

BB List Entries

= Log

Country Status

PL

dmytro kravchenko@pug.pl UA

it.pug@outlaok.com

it.puq@yahoo.com

test.pug@gmail.com

ruslan@pelovyl.com

July.noga@gmail.com

UA

PL

PL

& Configuration

Score Matches

100

50

50

43

[eu fsf) Test Tafsir (100) (2

[eu_fsfl 33rd Central Scientific Research and Testing Institute of the Ministry of Defence of the Russian Federation (alias: 33e centraal wetenschappelijk
instituut voor onderzoek en tests van het Ministerie van Defensie van de Russische Federatie) (89) (5

[eu_fsf] Great Islamic Eastern Warriors Front (alias: Marele Front de Est Islamic al Razbeinicilor) (86) (4

[eu_fsf] Rah Sahel est. (86) (2

[eu_fsf] ISIL-South East Asia (alias: Divizia Statul Islamic din Asia de Est) (86) (3

[ca_dfatd] Iryna Viktorowna KRAVCHENKO (50) (4
[ca_dfatd] Elena Valerievna KRAVCHENKO (50) (4
[ca_dfatd] Denis Borisovich KRAVCHENKO (50) (4
[ca_afatd] Viadimir Kazimirovich KRAVCHENKO (50) 2
[eu_fsf] Elena Valerievna KRAVCHENKO (50) (4
[eu_fsf] lesmc Bopucosu KPABYEHKO (50) (4
[eu_fsf] Bnagmvup Kasmauposi KPABYEHKO (50) (3
[ca_afatd] Vasily Olegovich AVCHENKO (44) &2

[eu_fsf] Test Tafsir (50) (2

[eu_fsf] 33rd Central Scientific Research and Testing Institute of the Ministry of Defence of the Russian Federation (alias: 33e centraal wetenschappelijk
instituut voor onderzoek en tests van het Ministerie van Defensie van de Russische Federatie) (44) (4

[eu_fsf] Great Islamic Eastern Warriors Front (alias: Marele Front de Est Islamic al Razbainicilor) (43) (2

[eu_fsf] Rah Sahel est. (43) %

[eu_fsf] ISIL-South East Asia (alias: Divizia Statul Islamic din Asia de Est) (43) (2

[eu_fsf] Test Tafsir (44) (2

[ca_dfatd] ANO NPC Ushkuynik (alias: ANO SPC Ushkuynik and Autonomous non-profit Organisation “Scientific and Production Center for Testing and
Competence in the Field of Development of Unmanned Aircraft Systems and Means of Protection Against their lilegal Use Ushkuynik™) (43) €2
[eu_fsf] 185th Center for Combat Use and Combat Purpose of the Aerospace Forces *Ashuluk” (43) (2

[eu_fsf] Autonomaus non-profit Organisation “Scientific and Production Center for Testing and Competence in the Field of Development of Unmanned Aircraft

Systems and Means of Protection Against their llegal Use ‘Ushkuynik” (43) (2

Ticket

=
#235

#236

#237

#238

#239

#232

Checked At

2026-07-08
02:42:44

2026-07-08
02:44:40

2026-07-08
02:43:00

2026-07-08
02:42:57

2026-07-08
02:42:55

2026-07-08
02:43:35

2026-07-08
00:37:05

screened, with the full

@ Help ~ i 0

£ Recheck Mark as Verified

£ Recheck || & Remove Verification

B 2 Mark as Verified

BLRRed] & Mark as Verified
BLEREY] 2 Mark as Verified

£ Recheck

£ Recheck

All / Matches / Clean / Verified — one click switches the view. Matches is where the daily

review happens; Verified lists clients an admin has marked as reviewed false-positives.

Columns


https://puqcloud.com/link.php?id=77
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Column

Client

Status

Score

Matches

Ticket

Checked At

Row actions

Meaning
Name and company, linked to the client profile.

| MATCH| (red) /| cLEAN| (green); a green | VERIFIED| badge
appears next to it for verified clients (hover it to see who
verified and when).

The highest match percent (see How the matching engine

works).

Every matched list entry: source (| ca_dfatd|, | eu_fsf|,
| cst: .|, | blocked country|), matched name, score. The
external-link icon opens the OpenSanctions entity

profile so you can see exactly who the client was
compared with.

The support ticket opened for this match.

Time of the last check.

®* Recheck — re-screens the client immediately (always real time, never queued).

* Mark as Verified — appears on matched clients; see Client profile panel & verification.

®* Remove Verification — appears on verified clients.


https://doc.puq.info/../06-automation-and-cron/01-matching-engine.md
https://doc.puq.info/../06-automation-and-cron/01-matching-engine.md
https://doc.puq.info/03-client-profile-panel.md

Client profile panel &
verification

PUQ Sanctions Checker module WHMCS

Order now | Download | Community

On every admin client page (Summary, Profile, Services, Invoices, ...) the module injects a
compact panel with the current screening state. Everything on it works via AJAX — no page reloads.

When the client matches

Client Profile
Super User - #4 -
O sanctions: [[IEEERIEY) ANO NPC Ushkuynik (alias: ANO SPC Ushkuynik and Au (43%) S 2026 24255 | & Check Now | [QIEWESRERIERY | Q View All Data
Summary Profile Users Contacts Products/Services Domains Gillable ltems Invoices Quotes Transactions Tickets Er

#4 - Super User

The panel shows the |MATCH| badge with the number of matches, the best-scoring matched
name with its percent, a link to the opened ticket, and the check time.

®* Check Now — re-screens the client immediately; when matches are found, the details
modal opens automatically.

®* Mark as Verified — the false-positive workflow (see below).

®* View All Data — the full details modal.

View All Data


https://puqcloud.com/link.php?id=77
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Sanctions & Fraud Check Data

Sanctions Screening

Status match

Score 43

Checked At 2026-07-08 02:42:55

Source Matched Name Score Details

ca_dfatd ANO NPC Ushkuynik (alias: AMO SPC Ushkuynik and Autonomous non-profit Organisation 43 LegalEntity ru

“Scientific and Production Center for Testing and Competence in the Field of Development [words 1/2
of Unmanned Aircraft Systems and Means of Protection Against their lllegal Use (user~use)]
‘Ushkuynik™) 5
eu_fsf  185th Center for Combat Use and Combat Purpose of the Aerospace Forces "Ashuluk” [4 43 Organization [words
1/2 (user~use)]
eu_fsf  Autonomous non-profit Organisation “Scientific and Production Center for Testing and 43 Organization ru
Competence in the Field of Development of Unmanned Aircraft Systems and Means of [words 1/2
Protection Against their lllegal Use 'Ushkuynik™ (4 (user~use)]
Close

Each local-list match links to its OpenSanctions entity profile (aliases, birth dates, sanction
programs) — open it to visually confirm whether your client is really the listed person. When Fraud
Check is enabled, the same modal also shows the raw FraudRecord / IPQualityScore data.

Verification (false positives)

A clean client can share a surname with a listed person and would be flagged on every re-check.
After reviewing the details, click Mark as Verified:

Client Profile
Super User - #4 -
0 Sanctions: [[UEESEEEY ANO NPC Ushkuynik (alias: AND SPC Ushkuynik and Au (43%) 3R 2026-07-08 02:42:55 £ Check Now | | & Remiove Verification Q View All Data
Summary Profile Users Contacts Products/Services Domains Billable Items Invoices Quotes Transactions Tickets Emails Notes (0) Log

#4 - Super User
A verified client:

® is skipped by all automatic checks — cron, mass check, registration, and order
triggers;

® gets no tickets, status changes, or group moves, even from a manual re-check;

® can still be re-checked manually at any time;

® loses the verification automatically when the client changes profile data — the
check then runs again in full.

The module records who verified the client — first name, last name, login, and email of the admin
are stored as a snapshot (not a reference), so the information survives even if the admin account



is later deleted:

Sanctions & Fraud Check Data

Sanctions Screening

&’ VERIFIED — Verified by Ruslan Pelovyi (ruslan.polovyi, ruslan@pelovyi.com) (2026-07-08 02:52:47).

the client changes profile data.

Status match
Score 43
Checked At 2026-07-08 02:42:55

Source Matched Name

ca_dfatd ANO NPC Ushkuynik (alias: AMO SPC Ushkuynik and Autonomous non-profit Organisation
“Scientific and Production Center for Testing and Competence in the Field of Development
of Unmanned Aircraft Systems and Means of Protection Against their lllegal Use
‘Ushkuynik™) (5

eu_fsf  185th Center for Combat Use and Combat Purpose of the Aerospace Forces "Ashuluk” [4

eu_fsf  Autonomous non-profit Organisation “Scientific and Production Center for Testing and
Competence in the Field of Development of Unmanned Aircraft Systems and Means of
Protection Against their lllegal Use 'Ushkuynik™ (4

Verified clients are skipped by automatic checks (cron, mass check, registration, order). The verification flag is removed automatically when

Score Details

43

a3

43

LegalEntity ru
[words 1/2
(user~use]]

Organization [words
1/2 (user~use)]

Organization ru
[words 1/2
(user~use)]

Close

Remove Verification puts the client back under automatic screening. Every verify/unverify

action is written to the module log and the WHMCS activity log.

Fraud Check on the panel

With Fraud Check enabled the same panel shows the FraudRecord score, IP fraud score, and email

leak status with their own Fraud Check Now and Send Report buttons — see Configuration —

Fraud Check.



https://doc.puq.info/09-config-fraud-check.md
https://doc.puq.info/09-config-fraud-check.md

List entries browser

PUQ Sanctions Checker module WHMCS

Order now | Download | Community

Addons = Sanctions Checker - List Entries — everything the module downloaded from the

OpenSanctions mirrors, so you can verify what exactly your clients are compared against.

PUQ Sanctions Checker

RY

A Home 22 Clients  EB List Entries = log %8 Configuration

BB List Entries

Source Type

ded from the Opens:

ns mirrors. Use "Syn

Name

ns lists now” on the Home page to refresh them.

All sources v

Aliases

@uHelp- P

Countries Updated

EU Person 'Abd al-Rahman bin ‘Amir al-Nu'aymi *Abd Al-Rahman Bin "Umayr A-Nu'Aymi;Abd al-Rahman al-Nu'aimi;'Abd al-Rahman al-Nua'ymi;Abd al-Rahman bin "Amir al-Nu'. qa 2026-07-08 02:42:30
=] Person ‘Abd al-Rahman Khalaf al-Anizi Abd Al-Rahman Khalaf ‘Ubayd Juday Al-‘Anizi;Abu Shaima’ Kuwaiti;Abu Usama;Abu Usamah al-Kuwaiti;Abu Usamah al-Rahman;Yu.. kw;sy 2026-07-08 02:42:30
2 LegalEntity  ‘Salute’ SC QA ™HIIT Canio™™ oF HayuHO-MPOMIBOACTSEHHOE NPEANPHETHE <«CamoTs: u 2026-07-08 02:42:27
EU Person Tango Deux’ Eric Ruhorimbere Ruhanga Eric RUHORIMBERE Tango Twa" od 2026-07-08 02:42:30
a Organization “Engineering Center of Innovative Technologies” CITl Kft.;Centre diingénierie pour les technologies innovantes;El Centro de Ingenieria para Tecnologias Innovadoras;inge. [ 2026-07-08 02:42:30
Organization “Inroel” LLC “INROEL";0614eCTBO € OrPaHI4EHHOR OTBETCTBEHHOCTLIO “WHpoen” u 2026-07-08 02:42:30
(2] LegalEntity  “Omsk Scientific Research Institute of Instrument Making” JSC "AxupaHepHoe OBiuecTso "Omckwit Hayro-Mccneaosatenscnih MHCTuTyr MpuBopacTpaeHma™ OHUMN u 2026-07-08 02:42:27
2] LegalEntity  “Trading House “ROSEL" |SC Toprosuii flom "POCIN" or Axumoreprioe obuectso (AD) Toprossiit JJom “POCIN" ru 2026-07-08 02:42:27
EU Organization “Ulyanovsk Machine Teol Plant” LLC “Ulyanovsk Machine Tool Plant’;061ecTso ¢ orp: Thi0 “VABAHOBCKWA HuIlA 33804" u 2026-07-08 02:42:30
(2] LegalEntity  “Ust-Luga Oil"JSC “AxuanepHoe obuecTEa or AO ™Yers-flyra O™ u 2026-07-08 02:42:27
(] LegalEntity  “VERTIKAL" LLC 000 «Beprukanss u 2026-07-08 02:42:27
B LegalEntity ~ “Voentorg-Retail” LLC BoeHTopr-PurTelin u 2026-07-08 02:42:27
(2] LegalEntity  “Voentorg” JSC "AD *"BoerTopr™™;"AxuonepHoe OfecTeo "BoeHTopr™ ru 2026-07-08 02:42:27
Organization «Khimvelokno Plant» JSC «Grodno Azots Aviroji akciné bendrove ,Grodno Azot";Avatud aktsiaselts ,Grodno Azot";Cuideachta Comhstoic Oscailte ‘Grodno Azot’javn. by 2026-07-08 02:42:30
(2] LegalEntity 140 Repair Plant by 2026-07-08 02:42:27
a Organization 140 Repair Plant 140 pemonTHeiit 3a804;Remontni zavoed;Zakiady naprawcze 140 2026-07-08 02:42:30
Organization 142nd Separate Electronic Warfare Battalion 142-# 6atanboH PI6;142-i 6aTanboH PaMosnexTROHHOM BopbBoi; 142-4 0TACALHLIN BaTanb0H PaANGINEKTPOHHOM BopEGE! u 2026-07-08 02:42:30
0] Organization 185th Center for Combat Use and Combat Purpose of the Aerospace Forces “Ashuluk” 185-4 Lierp Goemara npumenenya u Goesoro npeanasHayenu BKC "Awynyi’; 185 Centro de Uso y Fines de Combate de las 2026-07-08 02:42:30
Fuerz
Organization 195 Repair Plant of Rocket and Artillery Weapons 195 Obrat za popravilo raketnega in artilerijskega oroZja;195 Rakesu un artilérijas ierotu remonta ripnica;195. 2akiad n. u 2026-07-08 02:42:30
2] LegalEntity 195 Repair Plant of Rocket and Artillery Weapons JSC 195 RZ RAV AD;"AQ ™195 3aB04 p P L] 2026-07-08 02:42:27
EU Organization 1st branch of the Revolutionary Court of Shiraz 1. afdeling i Shiraz' 1. wyt ! Szirazie;1re chambre du tribunal révolutionnair. ir 2026-07-08 02:42:30
m Araanization Mth Guarde Fombinad Srme Armu " i3 2 rmar naticy 2 aRsmnenfirunea 2 M o reannalinyan Prarunow sseouan cRaesninenean sms I o 760702 24720

®* Search — live search by name, alias, country code, or entity ID (400 ms debounce).

® Source filter — all sources / Canada (DFATD-SEMA) / EU (FSF); the counter on the right
shows the total.

® Columns — source badge (CA/EU), entity type (Person / Organization / LegalEntity),
primary name, aliases (hover for the full list), birth date, countries, and the import time.

® 50 entries per page with Previous/Next paging.

The data refreshes automatically with the daily cron; Sync sanctions lists now on the Home
page forces an immediate refresh.


https://puqcloud.com/link.php?id=77
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Log

PUQ Sanctions Checker module WHMCS

Order now | Download | Community

Addons - Sanctions Checker - Log — the audit trail of everything the module does (last 500
entries).

PUQ Sanctions Checker

PIH A Home 22 Clients BB List Entries = Log & Configuration @ Help - P vioo
c

i=Log

Date Event Client Details

2026-07-08 02:44:40 [EREETET= #2  Check (manual): match, 8 matchies), max score 50

2026-07-08 02:44:19 #2 Client marked as verified by Ruslan Polovyi (ruslan.polovyi, ruslan@polovyi.com)

2026-07-08 02:44:01 ERETIEY #2 Ticket not created: ticket #236 is still open (status: Open)

2026-07-08 02:44:01 [ERISIEIERaI= #2 Check (manual): match, 8 matchies), max score 50

2026-07-08 02:43:35 ENISIEIERaE #1 Check (manual): clean

2026-07-08 02:43:00 SRR #14  Ticket not created: ticket #237 is still open (status: Open)

2026-07-08 02:43:00 [ENISIEIEREIE #14  Check (manual): match, 5 matchies). max score 50

2026-07-08 02:42:57 #13  Ticket not created: ticket #238 s still open (status: Open)

2026-07-08 02:42:57 ERETNE #13  Check (manual): match, 1 matchies), max score 44

2026-07-08 02:42:55 #4 Ticket not created: ticket #239 is still open (status: Open)

2026-07-08 02:42:55 ENISIENEESES #4 Check (manual): match, 3 match(es). max score 43

2026-07-08 02:42:49 #2 Ticket not created: ticket #236 is still open (status: Open)
2026-07-08 02:42:49 Check (manual): match, 8 matches), max score 50
2026-07-08 02:42:47 Ticket not created: ticket #237 is still open (status: Open)
2026-07-08 02:42:47 Check (manual): match, 5 matehies), max score 50
2026-07-08 02:42:44 Ticket not created: ticket #235 is still open (status: Open)
2026-07-08 02:42:44 Check (manual): match, S matchfes), max score 100
2026-07-08 02:42:30 {"sources":{"ca_dfatd™5602,"eu_fsf:5894},"errors™[J}

2026-07-08 02:41:51 Configuration updated by admin 2

2026-07-08 02:41:24. Configuration updated by admin 2

2026-07-08 02:40:35 {"puq_sanctions_checker_config": "unchanged","puq_sanctions_checker_entries™ "unchanged","pug_sanctions_checker_results™ "unchanged”,"puq_sanctions_checker_fraud":"unchanged","puq_sanctions_checker_queue’:"created","puq_sanctions_checker_log""unchanged'}
2026-07-08 02:40:28 Mass check queued: 0 dlient(s) added to the queue

2026-07-08 00:38:00

#13  Ticket not created: ticket #238 is still open (status: Open)

2026-07-08 00:38:00 #13  Check (manual): match, 1 matchies), max score 44

2026-07-08 00:37:59 #4  Ticket #835491 (id 239) opened
Event Meaning
A client was screened: context (manual / register / edit /
| sanctions check| order / mass / cron), result, number of matches, max
score.
| ticket opened| A support ticket was created for a match.

No ticket was created — the reason is spelled out (an

ticket skipped . . . . . .
I - | earlier ticket is still open, or no department is configured).

| ticket error| The ticket API call failed — the full response is logged.

Verification set by an admin / removed by an admin /
|whitelisted| /Iwhitelist_removed| /|whitelist_reset dropped automatically because the client changed profile
data.



https://puqcloud.com/link.php?id=77
https://puqcloud.com/whmcs-addon-puq-sanctions-checker.php
https://download.puqcloud.com/WHMCS/addons/PUQ_WHMCS-Sanctions-Checker/
https://community.puqcloud.com/

Event

|client4updated|
|listgsync|

|mass_;heck|
|queue4processed|
|check4error|

|configurationisaved|/|schema7check|

Client numbers link to the client profile.

Meaning
Status change / group move applied on a match.

Sanctions lists downloaded (per-source entry counts and
errors).

A mass check ran or was queued.
A cron tick processed a portion of the check queue.
A queued or batched check failed for one client.

Settings saved / database schema verified.



Configuration — Sanctions

sources

PUQ Sanctions Checker module WHMCS

Order now | Download | Community

Addons - Sanctions Checker - Configuration —» Sanctions sources. All settings are saved
with the green Save Changes button; only the license key lives in Setup - Addon Modules.

PUQ Sanctions Checker

Pu A Home 2t Clients BB ListEntries
clo

Log % Configuration

£ Configuration

@ How it works: Local sanctions lists (EU, Canada) are stored in your database and synchronized daily by the WHMCS cron. The US CSL is queried in real time via AP1. Checks run automatically en the selected triggers, on a schedule, or manually from the client profile. When a match is found the
module opens a support ticket (without duplicates) and can change the dlient status or move the client to a group. Review all findings on the Clients page. Documentation (2

£ sanctions sources # Check triggers A Actions on match #i Fraud Check

£ Local lists (Opensanctions mirrors)

Official government sanctions lists mirrored by the OpenSanctions project as dean machine-readabie files (about 2 MB each). No registration or API key
required. Matching runs locally in your database — no client data leaves your server.

« Canada DFATD-SEMA dataset page (£
* EU Financial Sanctions Files dataset page &

Canada DFATD-SEMA list (local database)
EU FSF list (local database)

Mirrored from OpenSanctions, synchronized d

by cron

7 Matching engine

Every list entry is compared with the client using up to three methods; the best score wins and is shown in the match details

* Full name — similarity of the whole name, word order ignored (lvan lvanov = lvanov lvan)

« Trigrams — the names are cut into 3-letter chunks from start to end and the share of common chunks is counted. Catches typos and letter swaps
(Dmitry / Dmiiry). Applied only to names of at least the configured length: short names produce too few chunks and would match randomly.

* Words — each word is matched separately, but anly the SURNAME or a company word can trigger a match: a first-name-only hit never flags the

dlient. Generic company suffixes (LLC, Ltd, GmbH...) are ignored. With minimum = 1 the dient s flagged when the surname or one company ward
matches; the score is proportionally lower (e.g. 50%).

Full name match threshold (%)
85

Name similarity p

t required to report a match (default 85)
Enable trigram (3-letter chunks) matching

Trigram match threshold (%)

S Us Consolidated Screening List API (trade.gov)

The Consolidated Screening List combines 11 US government lists (OFAC SDN, BIS Entity List, State Department) into one APl with fuzzy name search
that tolerates typos and transliteration variants (Dmitry / Dimitri). Client names are sent to trade.gov over HTTPS.

= Sign up for a free APl key (ITA API portal) (2

* AP documentation (developer trade.gov) (&

« Trythe CSL search in the browser ¢

« About the Consolidated Screening List (2

O Enable CSL API

Real-time 11 US lists (OFAC SDN, BIS, State Dept). Free API key required
CSL API key
CSL API URL

https://data.trade. gov/consolidated_screening_list/v1/search

CSL minimum match score

90

Local lists (OpenSanctions mirrors)
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£ Local lists (OpenSanctions mirrors)

Official government sanctions lists mirrored by the OpenSanctions project as clean machine-readable files (about 2 MB each). No registration or APl key
required. Matching runs locally in your database — no client data leaves your server,

» Canada DFATD-SEMA dataset page O}
* EU Fnancial 5anctions Files dataset page 3

Canada DFATD-SEMA list (local database)
EU FSF list (local database)

Mirrored from OpenSanctions, synchronized daily by cron

Official government sanctions lists mirrored by the OpenSanctions project as clean machine-

readable files (~2 MB each). No registration or APl key required. The files are imported into your
database and matching runs locally — no client data leaves your server. Synchronized daily by
cron.

Matching engine


https://www.opensanctions.org/

7 Matching engine

Every list entry is compared with the client using up to three methods; the best score wins and is shown in the match details.

* Full name — similarity of the whole name, word order ignored (lvan lvanov = lvanov lvan).

* Trigrams — the names are cut into 3-letter chunks from start to end and the share of common chunks is counted. Catches typos and letter swaps
(Dmitry / Dmitiry). Applied only to names of at least the configured length: short names produce too few chunks and would match randomly.

* Words — each word is matched separately, but only the SURNAME or a company word can trigger a match: a first-name-only hit never flags the
client. Generic company suffixes (LLC, Ltd, GmbH...} are ignored. With minimum = 1 the client is flagged when the surname or one company word
matches; the score is proportionally lower (e.g. S0%).

Full name match threshold (%)
B85

Name similarity percent required to report a match (default 85)

Enable trigram (3-letter chunks) matching
Trigram match threshold (%)
B>

Share of common 3-letter chunks required (default 65). Lower = more sensitive to typos, more false positives.

Trigram minimum name length
5
Trigram comparison runs only when both names have at least this many letters (default 6, spaces not counted). Short names like "Li
Wei" share too few 3-letter chunks and would cross the threshold by pure coincidence.
Enable per-word matching
Minimum matching words

1

How many words must match to report. Default 1 = flag surname-only or single company-word matches for review (with a
proportionally lower score). Set 2 to reguire first + last name.

Word similarity threshold (%)
85

How similar two words must be to count as a pair (default 85; catches lvanov / Ivanoff).

Setting Default Description

Similarity of the whole name required

Full name match threshold 85%
to report a match.

3-letter-chunk comparison, catches

Enable trigram matching + threshold on/65%
typos and letter swaps.

Trigrams run only when both names
Trigram minimum name length 6 have at least this many letters —
short names would match randomly.

Only the surname or a company
word can trigger a match; a first-
Enable per-word matching + on/1 name-only hit never flags. Minimum 1
minimum words flags surname-only matches (with a
lower score); 2 requires first + last

name.



Setting Default Description

How similar two words must be to
Word similarity threshold 85% count as a pair (catches Ivanov /
lvanoff).

The methods are explained in detail in How the matching engine works.

US Consolidated Screening List API

FE US Consolidated Screening List API (trade.gov)

The Consolidated Screening List combines 11 US government lists (OFAC SDN, BIS Entity List, State Department) into one APl with fuzzy name search
that tolerates typos and transliteration variants (Dmitry / Dmitrii). Client names are sent to trade.gov over HTTPS.

Sign up for a free AP key (ITA API portal) &5
APl documentation (developer.trade.gov) 4
Try the CSL search in the browser (5

About the Consolidated Screening List 2

] Enable CSL API
Real-time fuzzy search against 11 US lists (OFAC SDN, BIS, State Dept). Free APl key required.

CSL API key

CSL APl URL

https://data.trade.gov/consolidated_screening_list/v1/search

CSL minimum match score

90

Real-time fuzzy search against 11 US lists (OFAC SDN, BIS Entity List, State Department). Get a

free APl key at the ITA API portal; results below CSL minimum match score (default 90) are
ignored. Client names are sent to trade.gov over HTTPS.

Blocked countries


https://doc.puq.info/../06-automation-and-cron/01-matching-engine.md
https://api.trade.gov/apps/store/site/pages/sign-up.html

% Blocked countries

RU,BY,IR,KP,5Y,CU

Comma-separated 150-2 country codes. Clients from these countries are reported as a match. The country from the client profile is
compared against this list. A match is reported with score 100.

Comma-separated 1SO-2 country codes (e.g. |RU, BY, IR, KP, SY, cU|). The country from the client
profile is compared against this list; a match is reported with score 100.



Configuration — Check
triggers & queue

PUQ Sanctions Checker module WHMCS

Order now | Download | Community

Addons - Sanctions Checker - Configuration » Check triggers — when checks run
automatically.

PUQ Sanctions Checker

iii
1)
@

Elu # Home 42 Clients BB List Entries & Configuration @ Help -

£ Configuration

@ How it works: Local sanctions lists (EU, Canada) are stored in your database and synchronized daily by the WHMCS cron. The US CSL is queried in real time via API. Checks run automatically on the selected triggers, on a schedule, or manually from the client profile. When a match is found the
module opens a support ticket (without duplicates) and can change the client status or move the client to a group. Review all findings on the Clients page. Documentation &2

& sanctions sources # Check triggers & Actions on match & Fraud Check

Automatic checks cover new registrations, profile updates, and order checkouts. The periodic mass check re-screens your whole client base via the WHMCS system cron — sanctions lists change constantiy, so a weekly or monthly re-check is recommended. You can also check any client manually: use the panel on the admin
client profile or the Recheck button on the Clients page.

# Check triggers © Periodic mass check (cron)
Check on client registration Periadic mass check (cron)
Check on client profile update Daily
Check on order checkout

s all clients on the WHMCS daily cron with the selected frequ

Clients to check in mass check
Run trigger checks on the next cron (queue)

Applies to the trigge

All clients

client's request —
hecked by

above ONLY (registration, profile update, order checkout}: instead of checking during
meouts when external APIs are enabled — the client is added to the queue ai

«cron within a few minutes. Manual checks always run in real time.

which can be slow and cause

Queue the mass check (process on cron)

The mass |
immediat

k (the button on the Home page and
the cron pro ses the queue in portions ol

e instead of checking them
ed for large client bases.

Queue items processed per cron run

50

How many queued checks one cron tick performs (default 50). Lowt

this if the CSL APl Is enabled and cron runs get too long.

B Save Changes

Check triggers


https://puqcloud.com/link.php?id=77
https://puqcloud.com/whmcs-addon-puq-sanctions-checker.php
https://download.puqcloud.com/WHMCS/addons/PUQ_WHMCS-Sanctions-Checker/
https://community.puqcloud.com/

4 Check triggers

Check on client registration
Check on dient profile update

Check on order checkout

Run trigger checks on the next cron (queue)

Applies to the triggers above ONLY (registration, profile update, order checkout): instead of checking during the client's request —
which can be slow and cause timeouts when external APIs are enabled — the client is added to the gueue and checked by the WHMCS
cron within a few minutes. Manual checks always run in real time.

Setting Description
Check on client registration Screen every new client (| ClientAdd|).

Re-screen when the client changes profile data (

Check on client profile update |ClientEdit|). This also drops the Verified flag — see
verification.
Check on order checkout Screen on every order checkout.

Applies to the three triggers above ONLY. Instead of
checking during the client's request — which can be slow
and cause timeouts when external APIs are enabled — the
client is added to the queue and checked by the cron
within a few minutes. Manual checks always run in
real time.

Run trigger checks on the next cron (queue)

Periodic mass check


https://doc.puq.info/03-client-profile-panel.md

@ Periodic mass check (cron)

Periodic mass check (cron)

Daily

Re-checks all clients on the WHMCS daily cron with the selected frequency

Clients to check in mass check

All clients

Queue the mass check (process on cron)

The mass check (the button on the Home page and the schedule above) adds the clients to the queue instead of checking them
immediately; the cron processes the queue in portions on every tick. Recommended for large dient bases.

Queue items processed per cron run

50

How many queued checks one cron tick performs (default 50). Lower this if the CSL APl is enabled and cron runs get too long.

Setting
Periodic mass check (cron) Disabled
Clients to check in mass check Active only
Queue the mass check on
Queue items processed per cron run 50

Default

Description

Disabled / Daily / Weekly / Monthly re-
check of the client base. Sanctions
lists change constantly — a weekly or
monthly re-check is recommended.

Active clients only, or all clients.

The mass check (Home-page button
and the schedule) adds clients to the
queue; the cron drains it in portions.
Recommended for large client bases.

Portion size per cron tick (~5
minutes). Lower it when the CSL API
is enabled.

Verified clients are excluded from the mass check automatically. How the queue works internally is

described in Cron automation & check queue.


https://doc.puq.info/../06-automation-and-cron/02-cron-and-queue.md

Configuration — Actions on
match

PUQ Sanctions Checker module WHMCS

Order now | Download | Community

Addons - Sanctions Checker —» Configuration —» Actions on match — what happens when a
check finds a match.

PUQ Sanctions Checker

& Configuration

Pu A Home & Clents B ListEntries
clo

& Configuration

@ How it works: Local sanctions lists (EU, Canada) are stored in your database and synchronized daily by the WHMCS cron. The US CSL is queried in real time via API. Checks run automatically on the selected triggers, on a schedule, or manually from the client profile. When a match is found the
module opens a support ticket (without duplicates) and can change the dlient status or move the dlient to a group. Review all findings on the Clients page. Documentation ¢2

& sanctions sources # Check triggers A Actions on match & Fraud Check

2B Open a support ticket 2a Client actions

Open a support ticket Applied on every check that finds a match. Leave empty to keep the dlient status or group unchanged.

Only one ticket per client: while a sanctions ticket is open, no duplicates are created. If the

twas closed and the c

on a later check, w ticket is opened Set client status

Support department Closed hd
Technical Support Move client to group

Ticket subject test

Sanctions screening alert: {client_name} (#{client_ic})

Ticket message

Automatic sanctions screening found possible matches for client {client_name} (ID: {client_id}, email: {client_email}, country:
{client_country}).

Matches:
{matches}

Checked at: {date}
Please review this client manually.

Merge fields: {client_id} {client_name] {client_company} {client_email} {client_country} {matches} {date}

B Save Changes

Support ticket


https://puqcloud.com/link.php?id=77
https://puqcloud.com/whmcs-addon-puq-sanctions-checker.php
https://download.puqcloud.com/WHMCS/addons/PUQ_WHMCS-Sanctions-Checker/
https://community.puqcloud.com/

2B Open a support ticket

Open a support ticket

Only one ticket per client: while a sanctions ticket is open, no duplicates are created. If the ticket was closed and the client still matches
on a later check, a new ticket is opened.

Support department

Technical Support v

Ticket subject

Sanctions screening alert: {client_name} (#{client_id})

Ticket message
Automatic sanctions screening found possible matches for client {client_name} (ID: {client_id}, email: {client_email}, country:
{client_country}).

Matches:
{matches}

Checked at: {date}
Please review this client manually.

Merge fields: {client_id} {client_name} {client_company} {client_email} {client_country} {matches} {date}

Setting Description

Master toggle. One ticket per client: while a sanctions
ticket is open, repeated checks do not create duplicates. If
the ticket was closed and the client still matches later, a
new ticket is opened.

Open a support ticket

Support department Where the ticket is created.

Your own templates with merge fields: | {client id}|,
Ticket subject / message | {client name} |, | {client_company}|, | {client email} |,
|{client7country} | | {matches} | | {date} |

A real ticket produced by the module — |{matches}| expands into the full list with sources, scores,
and the method that matched:

Ruslan Polovyi
EE0ED  Automatic sanctions screening found possible matches for dlient Super User (ID: 4, email: test.pug@gmail.com, country: UA).

Edit @ Matches:

- [ca_dfatd] ANO NPC Ushkuynik (alias: ANO SPC Ushkuynik and Autonomeus non-profit Organisation "Scientific and Production Center for Testing and Competence in the Field of Development of Unmanned Aircraft Systems and Means of
Protection Against thelr lllegal Use Ushkuynik) (score: 43) LegalEntity ru [words 1/2 (IEE]~use)]

- [eu_fsf] 185th Center for Combat Use and Combat Purpose of the Aerospace Forces "Ashuluk” (score: 43) Organization [words 1/2 (user~use]]

- [eu_fsf] Autonomous non-profit Organisation “Scientific and Production Center for Testing and Competence in the Field of Development of Unmanned Aircraft Systems and Means of Protection Against their lllegal Use ‘Ushkuynik” (score: 43)
Organization ru [words 1/2 {user~use]]

Checked at: 2026-07-08 00:37:44
Please review this client manually.

& View Printable Version

Client actions



24 Client actions

Applied on every check that finds a match. Leave empty to keep the dient status or group unchanged.

Set client status

Closed

Move client to group

test

Setting

Set client status

Move client to group

Description

Optionally set the client to Active / Inactive / Closed on a
match. Leave empty to keep the status unchanged.

Optionally move the client into a chosen client group
(handy for a "Sanctions review" group). Leave empty to
keep the group.

Both actions are applied on every check that finds a match — but never for verified clients. Every

action is written to the log (|client updated|, | ticket opened|,

ticket skipped| with the reason).


https://doc.puq.info/03-client-profile-panel.md

Configuration — Fraud

Check

PUQ Sanctions Checker module WHMCS

Order now | Download | Community

Addons - Sanctions Checker —» Configuration - Fraud Check — the built-in fraud screening

via FraudRecord and IPQualityScore.

PUQ Sanctions Checker

& Configuration

pu A Home 222 Clients BB List Entries
clol

& Configuration

@Help- ¥

@ How it works: Local sanctions lists (EU, Canada) are stored in your database and synchronized daily by the WHMCS cron. The US CSL is queried in real time via API. Checks run automatically on the selected triggers, on a schedule, or manually from the client profile. When a match is found the
module opens a support ticket (without duplicates) and can change the client status or move the client to a group. Review all findings on the Clients page. Documentation ¢z

8 Sanctions sources 4 Check triggers #* Actions on match & Fraud Check

Results are shown on the admin client profile panel together with the sanctions status, with Check Now and Send Report buttons

£ Fraudrecord

FraudRecord is a shared database of abuse reports from hosting providers. Client data is hashed locally before it is sent, 50 no plain-text personal data
leaves your server. Registration is free; create a reporter profile to get an API Key.

= Register at FraudRecord (free) &%

= How FraudRecord works (5

= FraudRecord APl documentation (2
[) Enable FraudRecord

FraudRecord APl key

&5 IPQualityScore

IPQualityScore scores the client IP for proxy/VPN/fraud risk and checks whether the email address appears in leaked databases. The free plan includes

monthly lookup credits.

= Create an IPQualityScore account ¢
= IPQualityScore documentation &5

(O Enable IPQualityscore

IPQualityScore API key

Services

© Fraud Check

O Fraud check enabled
rvice (FraudRecord or IPQualityScore) with an AP key must be enabled.

Master toggle for the fraud

# Check triggers

() Fraud check on client registration
[ Fraud check on dlient profile update

(0 Fraud check on order checkout


https://puqcloud.com/link.php?id=77
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#ii Fraudrecord

FraudRecord is a shared database of abuse reports from hosting providers. Client data is hashed locally before it is sent, so no plain-text personal data
leaves your server. Registration is free; create a reporter profile to get an APl key.

* Register at FraudRecord (free)
* How FraudRecord works 4
* FraudRecord APl documentation £

[ Enable FraudRecord
FraudRecord APl key

&8 IPQualityScore

IPQualityScore scores the client IP for proxy/VPN/fraud risk and checks whether the email address appears in leaked databases. The free plan includes
monthly lookup credits.

* Create an IPQualityScore account (5
* IPQualityScore documentation 5

[ Enable IPQualityScore
IPQualityScore APl key

* FraudRecord (register free) — a shared database of abuse reports from hosting
providers. Client data is hashed locally before it is sent, so no plain-text personal data
leaves your server. Create a reporter profile to get an API key.

* IPQualityScore (create account) — scores the client's IP for proxy/VPN/fraud risk and

checks whether the email address appears in leaked databases. The free plan includes
monthly lookup credits.

Master toggle and triggers


https://fraudrecord.com/register
https://www.ipqualityscore.com/create-account

© Fraud Check

[) Fraud check enabled
Master toggle for the fraud checks. At least one service (FraudRecord or IPQualityScore) with an API key must be enabled.

4 Check triggers

[ Fraud check on client registration
[ Fraud check on client profile update

) Fraud check on order checkout

Setting Description

Master toggle; at least one service with an API key must

F heck I
raud check enabled be enabled.

The same trigger events as the sanctions checks,
Fraud check on registration / profile update / order

checkout controlled separately. With the check queue enabled for

triggers, fraud checks are queued too.

Where you see the results

The client profile panel shows |Fraudrecord: 0-0-0 | Fraud IP: 0% | Fraud Email: NO| badges (red =
findings), a Fraud Check Now button, and Send Report — a form (fraud type, level 1-10, free
text) that submits an abuse report to FraudRecord and/or IPQualityScore. Raw APl responses are
available in the View All Data modal.


https://doc.puq.info/07-config-check-triggers.md
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