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WireGuard clients
configuring



WireGuard Official clients

WireGuard Business-VPN module

Our solution works great with official client programs. We strongly invite you to use them.

You can download from the

Please always download latest versions. The following list is intended as a general direction only.

Windows [7, 8.1, 10, 11, 2008R2, 2012R2, 2016, 2019, 2022 - v0.5.3]

MacOsS | ~v1.0.15]

Android [ - vunknown - out of date & -v1.0.20220516]


https://panel.puqcloud.com/index.php?rp=/store/puqvpn
https://www.wireguard.com/
https://download.wireguard.com/windows-client/wireguard-installer.exe
https://download.wireguard.com/windows-client/
https://itunes.apple.com/us/app/wireguard/id1451685025?ls=1&mt=12
https://puqcloud.com/link.php?id=78
https://puqcloud.com/index.php?rp=/store/wisecp-module-wireguard-business-vpn
https://download.puqcloud.com/WISECP/Product/PUQ_WISECP-WireGuard-Business-VPN/
https://faq.puqcloud.com/
https://www.wireguard.com/install/
https://itunes.apple.com/us/app/wireguard/id1451685025?ls=1&mt=12
https://play.google.com/store/apps/details?id=com.wireguard.android
https://f-droid.org/en/packages/com.wireguard.android/

Download from Play Store

Download from F-Droid

|OS [app store - v1.0.15]

Download from App Store

Debian/Ubuntu

$ sudo apt install wireguard


https://play.google.com/store/apps/details?id=com.wireguard.android
https://f-droid.org/en/packages/com.wireguard.android/
https://itunes.apple.com/us/app/wireguard/id1441195209?ls=1&mt=8
https://itunes.apple.com/us/app/wireguard/id1441195209?ls=1&mt=8

Android WireGuard client
configuration

WireGuard Business-VPN module

In order to connect to a VPN, follow these steps:

1. Open the link you received in a browser to get instructions and configuration for your new
VPN connection. And you will see the following page in the browser window

This is a one-time link with configuration options

2. Since we are setting up a connection for an android device, we need the WireGuard client
for android. To download the client on your phone, open the link on your mobile device

and click "Download client AndroidYWire(Guard

11:58 138K6/c G B © .l Sl =,

& dev.softkeel.com/otl/15c825a [? : ,
3. After you<lick on the "Download client Android" button, your a store will open,

where you need to install your client for Android. Click "Install" to install khe application

on Thisristacone<time link with configuration

12:09 1.6MB/sG B @ Ll Bl =,

(L]

e Pla

< . Coodl Y o . Q .
4. After completifig the app installation, open the app to configure connection.

L

12:11 76.1KB/s & B © all Yl =

5. Th'@_is ho@gafg@%vindow of the application looks d'_ite, wl:.|ich has no configured
connections. To set up a new VPN connection, you must press t Eton.

12:11 142kB/sGC B @ il Bl = Hm

|
6. Afwim(sll&é?rdthe button that allows you to create a new;co | you will be
presented with several options. Now we will use the QR code schad thod. Click on


https://doc.puq.info/uploads/images/gallery/2022-12/image-1670928539397.png
https://doc.puq.info/uploads/images/gallery/2022-12/image-1670931428322-mozilla-firefox.jpg
https://doc.puq.info/uploads/images/gallery/2022-12/image-1670931747373-android-vending.jpg
https://doc.puq.info/uploads/images/gallery/2022-12/image-1670931979459-android-vending.jpg
https://doc.puq.info/uploads/images/gallery/2022-12/image-1670932117112-wireguard-android.jpg
https://puqcloud.com/link.php?id=78
https://puqcloud.com/index.php?rp=/store/wisecp-module-wireguard-business-vpn
https://download.puqcloud.com/WISECP/Product/PUQ_WISECP-WireGuard-Business-VPN/
https://faq.puqcloud.com/

the "SCAN FROM QR CODE" button to start scanning.

Later in this manual, in point number 13, we will look at creating a connection
using a configuration file.

7. t time, your device will
access to the camera,
8. ready, point your camera
9. lication will prompt you to
e new configuration by
00e812KB/s & R © Latl Bl
10. PN connections. Find the

tion mode.

12:12 0ee212KB/sG R © wall Bl =

11. It i\évvxllgr%gn%talnrgqhat if you have activated your connection for the first time, the system
will ask you if it is possible to add such a connection, you must agree that a new
congdgtidon will be established in order to establish a new connection.

12. Aqﬂlﬁq;@mpdconnection is established, you can notice tpat the slider is in activation
mode and you can see a special system icon in the notification bar, which indicates that

the VPN connection is activated.
name o

12:12 20 360KB/s G R @ all Sl =

13. Tovyr!eg%%%oanrnection using a configuration file: Yolllleed to download the configuration

name o


https://doc.puq.info/uploads/images/gallery/2022-12/image-1670932306868-wireguard-android.jpg
https://doc.puq.info/uploads/images/gallery/2022-12/image-1670932444235-lbe-security-miui.jpg
https://doc.puq.info/uploads/images/gallery/2022-12/image-1670932633969-wireguard-android.jpg
https://doc.puq.info/uploads/images/gallery/2022-12/image-1670932948416-wireguard-android.jpg
https://doc.puq.info/uploads/images/gallery/2022-12/image-1670933284570-wireguard-android.jpg
https://doc.puq.info/uploads/images/gallery/2022-12/image-1670933447131-android-vpndialogs.jpg
https://doc.puq.info/uploads/images/gallery/2022-12/image-1670933929090-wireguard-android.jpg

file to your mobile device. To download this file, click on the "Dowload config file" button.

36.4KB/s G R © Ll B

14. e, you need to proceed.
r configuration file. Click
ation file.

15. ped to find the

13:44 e 2.4KB/S G B @ ill Sl =

= Download
16. After you select your configuration file, the connection will be created.

13:44 e 105KB/s G R @ Ll il =,

17. TO\MW@G Epaar@aw VPN connection, you need to activate the slider opposite to the
activate position.

13:45 e 0.9KB/s G R © all Sl =
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macOS WireGuard client
configuration

WireGuard Business-VPN module

In order to connect to a VPN, follow these steps:

1. Open the link you received in a browser to get instructions and configuration for your new
VPN connection. And you will see the following page in the browser window

2. In order to start the configuration you need to download the configuration file. To
dol s tis canﬂmeacﬁlmesll:mrk WItcthOIIﬁ uamtio_n options

3. Save the file to dcm(Ze

4. Since we are setigngh
for macOS. To ddivg " asm ' gV , y | e and click
"Download client

5. Af au click on the "Download macQ L button ur a ation store

v e nseatmgnﬁm ln i ConfigiEaton GRS,

the application on your device.

6. Afger gompleting the app installation, open the app to configure your VPN connection. s

7. This)ig how the main window of the application looks like, which has no configured o
c%nnectlons To set up a new VPN connection, you must press the "Import tunel(s) from
file" button. S VWireGuard

8. Next,®&ou will be prompted to find y-burgea‘nrfitgwatllmdﬂe You need to find the
configuration file and select it.

Import tunnel(s) from file


https://doc.puq.info/uploads/images/gallery/2022-12/image-1670928539397.png
https://doc.puq.info/uploads/images/gallery/2022-12/image-1670940579264-46-38.png
https://doc.puq.info/uploads/images/gallery/2022-12/image-1670940104810-39-21.png
https://doc.puq.info/uploads/images/gallery/2022-12/image-1670940223739.png
https://doc.puq.info/uploads/images/gallery/2022-12/image-1670940268384.png
https://doc.puq.info/uploads/images/gallery/2022-12/image-1670940318349.png
https://doc.puq.info/uploads/images/gallery/2022-12/image-1670940440973-46-12.png
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“ BRON ] Manage WireGuard Tunnels
|~

Favorites

. T R g @

[=] Desktop Other
6 vocumers |
@ petres

& Applicati...

(©) Downloads

wgO0.conf
Configuration file - 275 bytes

Information

Il Created Today, 14:46 !

9. After you select your configuration file, the connection will be created.
10. Click the "Activate" button. To activédtesgeotiregRid dormisction.
11. Gengmatulations. Your VPN connectimsmiseaiesaarierealm see this by looking at the system
icon bar.

1 da 3 [Qoooods XN T 2 O
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Windows WireGuard client
configuration

WireGuard Business-VPN module

In order to connect to a VPN, follow these steps:

1. Open the link you received in a browser to get instructions and configuration for your new
VPN connection. And you will see the following page in the browser window

2. In order to start the configuration you need to download the configuration file. To
dod ks ds @nﬁmr&d?lm&l]:mlk WlﬂadlC@Itﬁ wration options

3. Save the file to ddm(ge

4. Since we are setigngh
for Windows. To g "
click "Download Ch

5. Install the app on your device.

6. Tllsvisrimuardhewniaiaivgincem: ofstreapplication looks-like, which has no Configeted

nnections. To set up a new VPN connection, you must press the “Import tunel(s) from

Ie“ button. | O~ @

7. N@¥tviaisanill be prompted to find your configuration file. You need to findthe g bt
configuration file and select it.

8. Afikryeuselect your configuration file, the connection will be created.

9. (figkithe *Activate" button. To activate your VPN connection.

10. CG@paratulations. Your VPN connection is active.
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Linux WireGuard client
configuration

WireGuard Business-VPN module

In order to connect to a VPN, follow these steps:

1. Open the link you received in a browser to get instructions and configuration for your new
VPN connection. And you will see the following page in the browser window

2. In order to start the configuration you need to download the configuration file. To
dollnis ds @nﬁmretrdﬂm&lhﬂk mthdumﬁ uration options

3. Save the fil load the
configurati nd copy the
configurati inwon) in this
WireGuard clien se!up gwde.

4. Since we are setting up a connection for an Linux device, we need the WireGuard client

for Linux. To
install wire

5. After installi

co nano wgo0. conf'
nterface

[
6. Copy the coaﬁmg@tloqge@(tﬂ@tq,mur terminal window.
DNS = 18.8.116.1,77.87.125.208
PrivateKey = GI2vxH1IBaX@kEgtS272f1jxLTe9zoRXW1P4GELNSFE=

AllowedIPs = 8.8.8.8/8

Persistentkeepalive = 5
Endpoint = 77.57.125.288:51938
PublicKey = xbrwWVHxNZ8UsjHQyyzFwmOEylUCHwwKQara,/ clolh2w=



https://doc.puq.info/uploads/images/gallery/2022-12/image-1670928539397.png
https://doc.puq.info/uploads/images/gallery/2022-12/image-1671007982861.png
https://puqcloud.com/link.php?id=78
https://puqcloud.com/index.php?rp=/store/wisecp-module-wireguard-business-vpn
https://download.puqcloud.com/WISECP/Product/PUQ_WISECP-WireGuard-Business-VPN/
https://faq.puqcloud.com/

Iy Desktop * + o~ B o X
GNU nano 5.4 wg@.conf *

Address = 10.6.1168.7/24
DNS = 10.08.116.1,77.87.125.2680
PrivateHey = GI2vxH1JBaXBKEgtS272f1)xLT69zoRXW1PU66LNSF8=

AllowedIPs = 8.08.08.8/80

PersistentKeepalive = 5

Endpoint = 77.87.125.200:51930

PublicKey = xberHxNZSUsjHnyzmeDEleC+vaQBFGIcLOJh2w4

§e Help Write Out @Y Where Is Cut Ml Execute
@y Exit Read File @Y Replace Paste i Justify

7. Save the file, after saving the file you need to complete the connection.
Connect using the command: sudo wg-quick up wg0


https://doc.puq.info/uploads/images/gallery/2022-12/image-1671008968309.png

Mikrotik WireGuard client
configuration

WireGuard Business-VPN module

Configuring Mikrotik as an
WireGuard Client.

Make sure you have an up to date routerOS system.

Version must be at least: 7.6

[ admin@VPN- CLIENT] > system package print
Columns: NAME, VERSION
# NAME VERSION

0 routeros 7.6

Open a single-use shipment on the WireGuard section for the client's
configuration request


https://puqcloud.com/link.php?id=78
https://puqcloud.com/index.php?rp=/store/wisecp-module-wireguard-business-vpn
https://download.puqcloud.com/WISECP/Product/PUQ_WISECP-WireGuard-Business-VPN/
https://faq.puqcloud.com/

Dowload config file

[Interfacel
Address = 10.08.110.15/24
DNS = 10.0.110.1,77.87.125. 2080
PrivateKey = KGbQhRguInbAUFLoEVIvmS/53LNgtyjLOKIEI9snIk]=

[Peer]
AllowedIPs = 6.0.8.0/0
PersistentkKeepalive = 5
Endpoint = 77.87.125.200:51930
PublicKey = xbrwVHxNZ8UsjHOyyzFwmOEy 1UC+wvKOOFG/ cLodh2w=

Login to Mikrotik via Winbox

Click on the menu item WireGuard In the window that opens, in the WireGuard tab, click the
plus to add a new WireGuard interface

# Quick Set

Listen Port: | 13231

Private Ketf | bOhRgUINbA UFICEVIvmS/ 53LNgtyj LOKIEI9sn) kQ:| Al
Public Key: | |

el e e e e

bl Rlalem Ciemma ok SF

Copy the private key from the text configuration from the [Interface] section to the PrivateKey
field in the WireGuard interface settings in Mikrotik

Click OK to create the interface


https://doc.puq.info/uploads/images/gallery/2022-12/image-1671100595697.png
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WireGuard

WireGuard | I'eﬂ's‘

[[=] [l (=] [
|Hame

[Type [M... 7 |act... |uste... [Private key | Public key [ |-
R 49 wireguardl WireGuard 1420 1420 13231 KGbQhRoulnbAUFIGEVIvmS/S3LNgtylLOKIEI9sn)kQ=  RI+6zzLIEliH2WwiDsDwM6bkvHZGHewLsNa... 0 bps

Go to the peers tab.
Click plus to add a new peer

I WireGuard

—
[F[=] [l [=] [w]

|Interface + |Public Key |Endpoint |Endpoint .../ Allowed Address PresharedKey  |Persiste... |Rx [~

New Wireguard Peer

5 [ fox| |

Public Key: [ HOyyzFwmOEy 1UC+ wwKQOFG/cLojh2w= | | E— |
Endpoint{ 77.67.125.200 | | -
Endpoint Port{[51330 | | =
Allowed Address:[0.0.0.00 | = Disable
Preshared Key: | | = | CETrEr: |

Persistent Keepalive||5 | | -
RK:||]B Remove

|
Tc [0B |
|

Last Handshake: [00:00:00

|enabled

Interface - Select the previously created WireGuard interface

Public key - Copy the public key from the text configuration from the [Peer] section to the Public
key field

Endpoint - Copy the server address from the text configuration from the [Peer] section to the
endpoint field

Endpoint Port - Copy the server port from the text configuration from the [Peer] section to the
Endpoint Port field

Allowed Address - Copy AllowedIPs from the text configuration from the [Peer] section to the
Allowed Address field

Persistent Keepalive - Copy the PersistentKeepalive from the text configuration from the
[Peer] section to the Persistent Keepalive field

Click OK to create a peer
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WireGuard

WireGuard PE'EI'S‘

(%=l [][E]

|Interface / | public key |Endpoint |Endpoint ...| Allowed Add...|Preshared key |Persiste... [Rx T Last Handsha...| |

wireguardl *brwVHRNZBUsjHOyyzPwmiO...  77.87.125.200 51930 0.0.0.0/0 00:00:05 15686 388 B 00:00:12

In order to have communication with the server, you need to set the
address on the WireGuard interface

Go to the menu item IP->Addresses In the window that opens, click the plus to assign an IP
address to the WireGuard interface

Interface |+
D < 192168.129.2.. 192.168.123.0  etherl

Addresse - Copy the Address from the text configuration from the [Interface] section to the
Address field

Interface - Select the previously created WireGuard interface
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Press the OK button to confirm

Address List

#=l )& =] v

| Address / | Network Interface |-
== 10.0.110.15/24 | 10.0.110.0 wireguardl f
D < 192.168.129.2.. 192.168.129.0  etherl

You also need to configure the traffic routes you need at your discretion.
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1I0S WireGuard client
configuration

WireGuard Business-VPN module WISECP

Order now | Download | FAQ

In order to connect to a VPN, follow these steps:

1. Open the link you received in a browser to get instructions and configuration for your new
VPN connection. And you will see the following page in the browser window


https://puqcloud.com/link.php?id=78
https://puqcloud.com/index.php?rp=/store/wisecp-module-wireguard-business-vpn
https://download.puqcloud.com/WISECP/Product/PUQ_WISECP-WireGuard-Business-VPN/
https://faq.puqcloud.com/

This is a one-time link with configuration
options

WireGuard

Download client Android

Download client 10S

Download client Windows

Download client macOS

Official clients WireGuard

<Rt |0

-y 1

Ao

I l.i'

A

A

IKEv2

Dowload Certificate CA

Server: dev.softkeel.com
Username: user 3
Password: dupa

Dowload Profile |
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2. Since we are setting up a connection for an iOS device, we need the WireGuard client for
iOS. To download the client on your phone, open the link on your mobile device and click
"Download client iOS".



This is a one-time link with configuration
options

WireGuard

Download client Android

Download client 10S

Download client Windows

Download client macOS

Official clients WireGuard

I-I" P
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3. After you click on the "Download client iOS" button, your application store will open,
where you need to install your client for iOS. Click "Install" to install the application on
your mobile device.
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4. After completing the app installation, open the app to configure your VPN connection.
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5. This is how the main window of the application looks like, which has no configured
connections. To set up a new VPN connection, you must press the plus button or "Add a
tunnel" button.



WireGuard
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6. After you click on the button that allows you to create a new connection, you will be
presented with several options. Now we will use the QR code scanning method. Click on
the "SCAN FROM QR CODE" button to start scanning.

Later in this manual, in point number 10, we will look at creating a connection
using a configuration file.



Add a new WireGuard tunnel

Create from file or archive

Create from QR code

Jﬁ

1 ]
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It is worth noting that if you are using the application for the first time, your device
will ask you if you can allow access to the camera. You need to allow access to the
camera, otherwise scanning will not be possible.

7. After you can already start scanning and see that your device is ready, point your camera
at the QR code you received.

It is worth noting the system will ask your password

Tip: generate with ‘grencode -t ansiutf8 < tunnel.conf".

“WireGuard” Would Like to
Add VPN Configurations

12:23R all LTE®

Enter iPhone passcode
Add VPN Configurations

0O 0 0O O 0 O
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8. After scanning the code, when the scan was successful, the application will prompt you to
enter a name for the new connection. Enter a name and save the new configuration by
clicking on the "Save" button.



Please name the
scanned tunnel

11111111

111 1 L1111

298 1 1 1 1 11 B
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9. After you save your new connection, you will see a list of your VPN connections. Find the
required connection to activate it and switch the slider to activation mode.
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4 Settings

WireGuard

dev.softkeel.com
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> To create a connection using a configuration

file: vou need to download the configuration file to your mobile device. To download
this file, click on the "Dowload config file" button.
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11. Once your configuration file has been downloaded to your device, you need to proceed.
You need to return to the "WireGuard" application to import your configuration file. Click
"Create fron file or archive" to start importing the configuration file.
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WireGuard

dev.softkeel.com Q

Add a new WireGuard tunnel

Create from file or archive
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12. Next, you will be prompted to find your configuration file. You need to find the
configuration file and select it.
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13. After you select your configuration file, the connection will be created.
14. To connect to a new VPN connection, you need to activate the slider opposite to the
activate position.



WireGuard
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