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WireGuard VPN
WISECP module

The module is intended as an opportunity for IT companies to expand their offering to customers
by offering paid WireGuard VPN accounts. Once installed, the module will fully manage the
creation, editing and blocking of WireGuard VPN accounts, as well as interact with the WISECP
billing system, exchanging data necessary for settlements with clients, activation or blocking of
services.

* Description
®* Changelog

* Installation and configuration guide

° Setup (install/update)

° License Activation

PUQVPNCP installation and configuration
Add server (PUQVPNCP) in WISECP

° Service configuration

* WireGuard clients configuring

® WireGuard Official clients

° Android WireGuard client configuration

° macOS WireGuard client configuration

° Windows WireGuard client configuration
Linux WireGuard client configuration
Mikrotik WireGuard client configuration

° i0S WireGuard client configuration

* Admin Area



® Order Detail
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Description

WireGuard VPN module WISECP

Order now | Download | FAQ

The WireGuard VPN module provides the ability to sell the
Virtual Private Network service to customers.

Attention.

The module require the PUQVPNCP control panel with active
license.

PUQVPNCP Documentation

PUQVPNCP Download
PUQVPNCP Order now

Requirements
WISECP: v3.1.5+, php: v8.x, loncube: V12+
PUQVPNCP: v1.8+

Supports protocols:

®* WireGuard
* |[KEv2

Module Functions:

® Auto create and deploy VPN account/accounts
® Suspend/Unsuspend/Delete/Change Package

* Module require active PUQVPNCP API (need separte license)
® Possibility to set Bandwidth speed limits


https://doc.puq.info/books/puqvpncp/page/description
https://puqcloud.com/link.php?id=78
https://puqcloud.com/index.php?rp=/store/wisecp-module-wireguard-vpn
https://download.puqcloud.com/WISECP/Product/PUQ_WISECP-WireGuard-VPN/
https://faq.puqcloud.com/
https://doc.puq.info/books/puqvpncp/page/description
https://download.puqcloud.com/cp/puqvpncp/
https://panel.puqcloud.com/index.php?rp=/store/puqvpn

® Module supports multilingualism (Arabic, Bosnian, Czech, German, Greek, English,
Spanish, Persian, French, Hungarian, Indonesian, Italian, Georgian, Latvian,
Dutch, Polish, Portuguese, Romanian, Ukrainian)

® Link to instructions for setting up the service in the client area.

®* Mechanism for working with servers and server groups

Available options in the admin panel:

® Create users

® Suspend users

® Unsuspend users

® Deleteusers

®* Change Package

® VPN connection status

Available options in the client panel:

Links in the form of buttons to the instruction and VPN clients

® General information about the service

® Password change option (for IKEv2)

One-time link generation button for transmitting authorization data

® Option to download WireGuard configuration as a file

QR code for WireGuard configuration

® Server certificate download button (for IKEv2)

Download button for the profile for the strongSwan mobile application (for IKEv2)
®* VPN connection status

Screenshot of the client area
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Changelog

WireGuard VPN module WISECP

Order now | Download | FAQ

v1.1 Released 15-02-2024

- Fixed a bug with some cases where it was not possible to delete the server
- Improved security

v1.0 Released 06-12-2023

First version


https://puqcloud.com/link.php?id=78
https://puqcloud.com/index.php?rp=/store/wisecp-module-wireguard-vpn
https://download.puqcloud.com/WISECP/Product/PUQ_WISECP-WireGuard-VPN/
https://faq.puqcloud.com/

Installation and
configuration guide



Installation and configuration guide

Setup (install/update)

WireGuard VPN module WISECP

Order now | Download | FAQ

To install and update a module, you must perform one and the same action.

1. Download the latest version of the module.

wget http: //download. pugcloud. com/WISECP/Product/PUQ WISECP- WireGuard- VPN/PUQ WISECP-
WireGuard- VPN- latest. zip

All versions are available: https://download.pugcloud.com/WISECP/Product/PUQ WISECP-

WireGuard-VPN/

2. Unzip the archive with the module.

unzip PUQ WISECP- WireGuard- VPN- latest. zip

3. Copy and Replace "pugWireGuardVPN" from "PUQ_WISECP-
WireGuard-VPN" to "WISECP_WEB_DIR/coremio/modules/Product/"


https://puqcloud.com/link.php?id=78
https://puqcloud.com/index.php?rp=/store/wisecp-module-wireguard-vpn
https://download.puqcloud.com/WISECP/Product/PUQ_WISECP-WireGuard-VPN/
https://faq.puqcloud.com/
https://download.puqcloud.com/WISECP/Product/PUQ_WISECP-WireGuard-VPN/
https://download.puqcloud.com/WISECP/Product/PUQ_WISECP-WireGuard-VPN/

Installation and configuration guide

License Activation

WireGuard VPN module

1. Log in to the administrative area of your :

2. Go to module configuration.

Services -> Service Management -> Module Settings -> Other -> All Modules -> PUQ WireGuard VPN

WIS=CP

Settings Orders Billing Clients Tools WhAnalytics Support Services Site Management Languages

Service Management Add Group

€0 Hosting Management Module Settings
Dormain Name Registration Addons

Yesterday €0 Current Month Expenses [RSSialCU=RCRUIED Order Requirements

IS=CP

Settings Orders (3) Billing Clients Tools Whnalytics Support Services Site Management Languages Help

Module Settings

D
= 1O,

SSL Certificate Product License Other

¢ Manage ¢ Manage £ Manage
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WIS=CP
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Other

&2 Initial Settings = All Modules

Search Within Modules

Write something

PUQ WireGuard VPN

3. On the open page, enter the purchased license key for this product
and click the 'Check and Save' button to validate the key and save it.

WIS=CP

Settings Orders wé\ Billing Clients Tools Whnalytics Support Services Site Management Languages Help

Other Dashboard / Modu
2 Initial Settings = All Modules
PUQ WireGuard VPN PC'OUUdG
License key 587112 JIASA @ 2023-12-18T10:38:13+01:00 ( 0 Chec 1 Save

Version: 1.0.1 C & \Web Sitz )( @ Documentation )( I Changelog )
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Installation and configuration guide

PUQVPNCP installation and
configuration

WireGuard VPN module

Official documentation:

PUQVPNCP Documentation

PUQVPNCP Download
PUQVPNCP Order now

1. Install the required packages

apt-get update

apt-get install wireguard wireguard-dkms wireguard-tools -y
apt-get install iproute2 iptables -y

apt-get install bind9 -y

2. Download the latest version of the package

3. Install the pugvpncp package

wget https: //download. pugcloud. com/cp/puqvpncp/pugvpncp XXXX amd64. deb
dpkg -i pugvpncp XXXX amd64. deb


https://download.puqcloud.com/cp/puqvpncp/
https://puqcloud.com/link.php?id=78
https://puqcloud.com/index.php?rp=/store/wisecp-module-wireguard-vpn
https://download.puqcloud.com/WISECP/Product/PUQ_WISECP-WireGuard-VPN/
https://faq.puqcloud.com/
https://doc.puq.info/books/puqvpncp/page/description
https://download.puqcloud.com/cp/puqvpncp/
https://panel.puqcloud.com/index.php?rp=/store/puqvpn

4. After installation, connect to your server via a web
browser.

http://SERVER_IP:8098
Username: admin
Password: admin

?HELP? [ ruslan (79.184.10.59)
Dashboard
ezl e B Sy Tifonination | PUQVPNCP

VPN servers Hostname:  dev.softkeel.com Status:

0S Name: Debian GNU/Linux 11 (bullseye) | Version: 1.[]
VPN accounts Architeclure amd64 WireGuards: 109
_ Common KVM processor VPN Accounts: 548/550
Settings e ébﬁtrﬁ?éﬁl\/ﬁéom% BEVRI ¢1lP addreSsicense: 2023-11-13T18:38:43+01:00
; 3C wayemquen, afAthiidiBisel With anothadr prqgce
About us Timezone: Europe/Warsaw icense Reload

n order for the system tg vy . -zigwig)
Lne = s _y WireGuard DNS server
et's Encrypt, 1t 1S necessc Y eguard: 1.0.20210223-1 | iptables: ~ 1.8.7-1 | bind9: 1:9.16.33-1~deb11ul

wireguard-dkms: 1.0.20210219-1 | iproute2:  5.10.0-4 | Running: PID: 3092940
n the configuration file, enadglertivelxis6.20f1 58113 ek emlled: the domain name.

I Configure I I Configure I I Configure I

nano /etc/puqvpncp/puqvpncp. conf
LetsEncrypSSL=yes
Domain=XXXXXX. XXX

service puqvpncp restart

After these steps, the first time you connect to the server via the https protocol, the system
will request an SSL certificate and automatically renew it if necessary.

ATTENTION. After activating SSL, the system will only work in the https protocol on port 443.
A redirect is also set from port 80 to port 443.

To connect to the server via the https protocol, use only the domain that was set in the

configuration file.
Otherwise, you will get an error that SSL is not working correctly.
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6. License configuration is available in the menu item
Settings->License

ToPREEY -

ey, the key must be entered in the "License Key" field and click on

License

Dashboard

VPN servers
?HELP? [l ruslan (79.184.10.59)

Jachhaad?

ruslan (79.184.10.59)

asl ar
Dashboard API Access HaShS

VPN servers
Name [Narme | 1P [0.000 ‘ I Add I

Everything went well. Please save the hash. It has only been shown once.

VPN accounts

Firewall Access hash |d9803fa77664ec67f58adbeda34520b6a1f9054ee3f3529ce5cde65a93¢ | Copy hash
DNS Name P Created data Last Login
test2 1111 2022-11-18T10:38:37+01:00

One-time link

5 TEST 79.1684.10.59 2022-11-15T15:23:05+01:00 2022-11-17T09:36:57+01:00 Delete
ystem users
API piotr2 79.184.10.59 2022-11-17T14:26:40+01:00 2022-11-17T14:42:08+01:00 Delete

e Piotr 79.184.10.59 2022-11-16T14:23:48+01:00 Delete

Enter the name and IP address of the WHMCS server and click the ADD button

Attention.
The generated Access hash will only be shown once. Copy it, it will be needed
during configuration of the product server in the WHMCS system.

Accept the fact that once the Access Hashs API is created, it will only be shown once.
Each APl Access Hash only works from a specific IP address.

8. Creation of access API
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Add new WireGuard is available in the menu item VPN servers->WireGuard->Click Create

VPN ? HELP ? I |uslan(79‘184.7.48)l Logout |

ashboard .
WireGuard

Create
:
— — — Internal eer
|, nd By Name \Peers|7n d By Interface an d By Network ‘T‘r i Port External IP DNS Download
VPN accounts athc Peer Upload

‘ ‘ . M ‘
Settings 1-4819 0 wg? 10.0.6.124 YES 5182777.87.125.2098.8.8:8 1.1.1.1 e

77_87_125.209 7 wglld 10.0.110.1/24 YES 5193077.87.125.20010.0.110.1 ﬁﬁ

About us 1-4820 1 wg8 10.0.7.1/24 YES 5182877.87.125.2008.8.8.8 1.1.1.1 iﬁ

?HELP? ruslan (79.184.7.48) Logout

WireGuard / Add WireGuard

Name Interface name Peers configuration
e |Default_7 | |wg2s |  Bandwidth download (in M) per peer
|WE+qTOU2TviwKtuMs5hjecxk02zFXqd|  [10.0.22.1/24 |  Bandwidth upload (in M) per peer
Public key Internal Traffic ‘0
|O1f/+xedMQqJj+cRE+DOfk6wDawH5} | DROP V|
Port
[51844 |

External IP

[77.87.125.200 |
DNS 1

[10.0.22.1 |
DNS 2

[77.87.125.200 |

Enter or edit the parameters of the new server/interface and click the ADD button
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Installation and configuration guide

Add server (PUQVPNCP) In
WISECP

WireGuard VPN module

1. Log in to the administrative area of your

2. Go to module configuration.

Services -> Service Management -> Module Settings -> Other -> All Modules -> PUQ WireGuard VPN

WIS=CP

Settings Billing Clients Tools Whnalytics Support Services Site Management Languages

Service Management Add Group

€0 Hosting Management Module Settings

Dormain Name Registration Addons

Yesterday €0 Current Month Expenses  [RSsislCU=RERIE Order Requirements

IS=CP

Settings Orders (3) Billing Clients Tools Whnalytics Support Senvices Site Management Languages Help

Module Settings

F
C~
SSL — ( O )
oS
-
SSL Certificate Product License Other

£ Manage £ Manage & Manage
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WIS=CP

Settings Orders |:E:]| Billing Clients

Tools WhAnalytics Support Services Site Management

Other

02 Initial Settings i= Al Modules

IS=CP

Settings Orders E’] Billing Clients

Tools WhAnalytics Support Services Site Management

Other

&2 Initial Settings = All Modules

Search Within Modules

Write something

PUQ WireGuard VPN

3. In the opened page, click the 'Add Server' button.

WISECP Smart Sear

Settings Orders (3) Billing Clients

Tools WAnalytics Support Services Site Management Languages Help

Other Dashboard / Module Settin

$F Initial Settings = pll Modules

PUQ WireGuard VPN lel(gd@
License key 58T11Z JIASA © 2023-12-18T10:38:13+01:00 ( O Che ve )
Version: 1.0.1 ( & Weh Site )C @ Documentation )C ¥ Changelog )

+ Add NewServer | BEEEERII

Servers PUQVPNCP

10 v

Show Record Search

# * Name Status Group Default 1P/Domain Usage Stats

23 devsoftkeel.com - B active Default dev.softkeel.com 3/12 E m
24 devsoftkeel.com - A active Default 466 /4 Z o
Showing records from 2to 1- 2 Pres 1 Nexd

4. On the opened page, enter all the necessary information:
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Name: Displayed name of the server.
Maximum Number of Accounts: The number of services that can be on this server.
Server Group: Optionally, choose the server group.
IP Address or Domain: The address of the PUQVPNCP server you are connecting to.
Access Hash: API key that you created in the previous step on the PUQVPNCP server.
Check the SSL box if you want to use SSL-encrypted connection. If necessary, specify the
port and perform a connection test.

PUQ WireGuard VPN cloug

Add New Server

Name deusoftkeelcom

Maximum Number of Accounts 100

Server Group Default v
Default E] Set as default server in group

IP Address or Domain dev.softkeel.com

/" Connection test Successful
F1d0f4fg

Access Hash

SSL u Connect using SSL
Port 443 D Change standard part

Test Connection ¥ Test Connection

« Turn Back
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Installation and configuration guide

Service configuration

WireGuard VPN module

If you do not have a Service Group where you want to place the new service, you need to
create a new Service Group

1. Log in to the administrative area of your

2. Create New Service Group

Go to

Services -> Service Management -> Add Group

WIS=CP

Settings Orders [E] Billing Clients Tools WAnalytics Support Services Site Management Languages Help

Service Management Add Group

€0 Hosting Management Module Settings

Domain Name Regjstration Addons

Order Requirements

Yesterday €0 Current Month Expenses [EsilCUERERTIES
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Enter all the necessary data and click the 'Create Group' button.
WIS=CPP

Settings Orders (3) Billing Clients Tools WAnalytics Support Services  Site Management Languages Help

. Dashboard / Create New S: G
Create New Service Group shboard / Create New Service Group

Create a new service group, you canalso create new categories and manage the existing one from here.

EN UK PL
Title VPN
Short Detail Short Group Description
Listing Template ° Box List O Horizontal List
Status Enable v

&l

Background Image

{aptional)
Group Colour LFFFRET
Order Upgrades D Allo = to upgrade to higher package in the same service group

Paste your HTML code to this field (Optional)

External HTML Code

You can optienally add external HTML code and custamize it. There shauld not be any incorrect or incomplete HTML codes, otherwise page structure will be empty

3. Adding a New Service

Go to

Services -> our service group where you need to add the new service.

Billing Clients Tools WAnalytics Support Services Site Management Languages Help

Service Management

Hosting Management O

over) Domain Name Registration Client Re

Yesterday €0 Current Month Expenses  [REEISTENER Sl €0 Yesterday

International SMS Services

5

o Google SEO Services

0

Order in the A
(Total €65)

Payment Date Up ven
(Total €0 / Last 7 Days)

Overdue Invoice
(Total €0}

Media

In the opened window, click the 'Create New Service' button.
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WIS=CP

Settings Ori Billing ients Tools WAnalytics Support Services Site Management Languages Help

Lo SVl R Categories %% Service Group Settings

Apply to selected v
10 ¥ Show Record
D Service Category Amount

On the opened page, enter all the necessary details for your new service and navigate to the 'Core
' tab.

Select the 'PUQ WireGuard VPN' module from the drop-down list of modules.

WIS=CP

Settings Orders (3) Biling  Clients Tools WAnalytics Support  Services Site Management ' Languages Help

Add Service Pack For VPN Dashboard / VPN / Add Service Product
i Deta o Core + Optional Addans Requirements 2 Upgradeable Products W Pricing
Module PUQ WireGuard VPN v
Server Group Default (Servers: 2) " WireGuard Server
X 10 0
Bandwidth Download Banduwidth Upload
in megabits (M) in megabits (M)
Username prefix Username suffix

Wiill be attached to the beginning of username. Only smallletters and numbers and symbol ™"

Wil be appended to the end of username. Only small letters and numbers and symbal ™~

Link to instruction

Link to VPN clients

Automatic Setup Flease activate for automatic installation of the order. Otherwise, administrator approval is required.

4. Fill in the configuration options according to your preferences.

® Server Group is the group of servers from which a server will be chosen for provisioning
the service

®* WireGuard Server is the name of the WireGuard server that was created in PUQVPNCP

Attention:

The WireGuard Server field is updated only after saving or adding the service.

You will need to revisit this section to select the WireGuard Server and save the service.
Additionally, the WireGuard Server must be created on all servers within the group.

* Bandwidth Download and Bandwidth Upload represent the connection speed that
will be restricted by these parameters, in megabits per second, respectively.
®* Username Prefix will be added at the beginning of the username during user creation
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and is used for uniqueness

Username Suffix will be added at the end of the username during user creation and is
also used for uniqueness

Link to Instruction Provide the link to the instruction for the service, and it will be
displayed in the client area as a separate button

Link to VPN Clients Provide the link to the page for downloading VPN clients for the
service, and it will be displayed in the client area as a separate button

Automatic Setup Please activate for automatic installation of the order. Otherwise,
administrator approval is required.
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WireGuard clients configuring

WireGuard Official clients

WireGuard VPN module

Our solution works great with official client programs. We strongly invite you to use them.

VPN

€) WREGUARD

FAST, MODERN, SECURE VPN TUNNEL

You can download from the

Please always download latest versions. The following list is intended as a general direction only.

Windows [7, 8.1, 10, 11, 2008R2, 2012R2, 2016, 2019, 2022 - v0.5.3]

macOsS | -v1.0.15]

Android [ - vunknown - out of date & -v1.0.20220516]


https://panel.puqcloud.com/index.php?rp=/store/puqvpn
https://www.wireguard.com/
https://download.wireguard.com/windows-client/wireguard-installer.exe
https://download.wireguard.com/windows-client/
https://itunes.apple.com/us/app/wireguard/id1451685025?ls=1&mt=12
https://puqcloud.com/link.php?id=78
https://puqcloud.com/index.php?rp=/store/wisecp-module-wireguard-vpn
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https://play.google.com/store/apps/details?id=com.wireguard.android
https://f-droid.org/en/packages/com.wireguard.android/

Download from Play Store

Download from F-Droid

|OS [app store - v1.0.15]

Download from App Store

Debian/Ubuntu

$ sudo apt install wireguard
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WireGuard clients configuring

Android WireGuard client
configuration

WireGuard VPN module WISECP

Order now | Download | FAQ

In order to connect to a VPN, follow these steps:

1. Open the link you received in a browser to get instructions and configuration for your new
VPN connection. And you will see the following page in the browser window

This is a one-time link with configuration options

2. Since we ar ttin nnection for an androi Vi we n the Wir ard client
for android. To download the client on your phone, open the link on your mobile device

and click "Download client AndroidWireGuard

11:58 138K6/cC R © il Bl =,

& dev.softkeel.com/otl/15c8253 E] : ,
3. After you<click on the "Download client Android" button, your a store will open,

where you need to install your client for Android. Click "Install" to install khe application

on Thisristacone<time link with configuration

~mdel a e~

12:09 1.6MB/sC R © il Sl =

(L]

e Pla

< ool Y o . Q i .
4. After completifig the app installation, open the app to configure connection.

L

12:11 76.1KB/s G R © Ll Bl =

5. Thié_is ho@gafgmep‘hvindow of the application looks ﬁte, wlgich has no configured
connections. To set up a new VPN connection, you must press t mton.

12111 142KB/s G B @ wall 2l = Hm

|
6. AfWiMGIGé?Idthe button that allows you to create a new;co i you will be
presented with several options. Now we will use the QR code sch thod. Click on
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https://faq.puqcloud.com/

the "SCAN FROM QR CODE" button to start scanning.

Later in this manual, in point number 13, we will look at creating a connection
using a configuration file.

7. t time, your device will
access to the camera,
8. ready, point your camera
9. lication will prompt you to
e new configuration by
00e812KB/s & R © Latl Bl
10. PN connections. Find the

tion mode.

12:12 0ee212KB/sG R © wall Bl =

11. It i\évvxllgr%gn%talnrgqhat if you have activated your connection for the first time, the system
will ask you if it is possible to add such a connection, you must agree that a new
congdgtidon will be established in order to establish a new connection.

12. Aqﬂlﬁq;@mpdconnection is established, you can notice tpat the slider is in activation
mode and you can see a special system icon in the notification bar, which indicates that

the VPN connection is activated.
name o

12:12 20 360KB/s G R @ all Sl =

13. Tovyr!eg%%%oanrnection using a configuration file: Yolllleed to download the configuration

name o
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file to your mobile device. To download this file, click on the "Dowload config file" button.

36.4KB/s G R © Ll B

14. e, you need to proceed.
r configuration file. Click
ation file.

15. ped to find the

13:44 e 2.4KB/S G B @ ill Sl =

= Download
16. After you select your configuration file, the connection will be created.

13:44 e 105KB/s G R @ Ll il =,

17. TO\MW@G Epaar@aw VPN connection, you need to activate the slider opposite to the
activate position.

13:45 e 0.9KB/s G R © all Sl =
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WireGuard clients configuring

macOS WireGuard client
configuration

WireGuard VPN module

In order to connect to a VPN, follow these steps:

1. Open the link you received in a browser to get instructions and configuration for your new
VPN connection. And you will see the following page in the browser window

2. In order to start the configuration you need to download the configuration file. To
dol i ds @n@r&rﬁmﬁllmrk wltohd@md'i wmﬁio_n options

3. Save the file to ddm(ge

4. Since we are setigngh
for macOS. To ddivg e Ve , | e and click
"Download client

5. Af au click on the "Download glien macQ 3 button ura ation store

v i ngeatmgnﬁm 33 mib Shfigitation Gptions;

the application on your device.

6. Afger gompleting the app installation, open the app to configure your VPN connection. s

7. This)ig how the main window of the application looks like, which has no configured o
chnnectlons To set up a new VPN connection, you must press the "Import tunel(s) from
file" button. ﬁ WireGuard

8. Next,&ou will be prompted to find y-burgea‘nrhgwatllumdﬁle You need to find the
configuration file and select it.

Impaort tunnel(s) from file
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“ BRON ] Manage WireGuard Tunnels
|~

Favorites

. T R g @

[=] Desktop Other
6 vocumers |
@ petres

& Applicati...

(©) Downloads

wgO0.conf
Configuration file - 275 bytes

Information

Il Created Today, 14:46 !

9. After you select your configuration file, the connection will be created.
10. Click the "Activate" button. To activédtesgeotiregRid dormisction.
11. Gengmatulations. Your VPN connectimsmiseaiesaarierealm see this by looking at the system
icon bar.

1 da 3 [Qoooods XN T 2 O
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WireGuard clients configuring

Windows WireGuard client
configuration

WireGuard VPN module

In order to connect to a VPN, follow these steps:

. Open the link you received in a browser to get instructions and configuration for your new

VPN connection. And you will see the following page in the browser window

. In order to start the configuration you need to download the configuration file. To

dolhvis ds anﬂm&dnmml:mrk mthdcwrdi uration options
Save the file to dh -

Since we are setigngh
for Windows. To @lo "
click "Download Ch
Install the app on your device.

. Thlsvisrbmw dhiewnaiaivgindew: ofsthejapplication looks-like, which has no configetred

nnections. To set up a new VPN connection, you must press the “Import tunel(s) from
Ie“ button. | O~ @

. N@¥twiyauanill be prompted to find your configuration file. You need to findthe 0 bt

configuration file and select it.

. Afieriyeuselect your configuration file, the connection will be created.
. Cfigkthe 2Activate" button. To activate your VPN connection.
10.

G@yaratulations. Your VPN connection is active.
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WireGuard clients configuring

Linux WireGuard client
configuration

WireGuard VPN module

In order to connect to a VPN, follow these steps:

1. Open the link you received in a browser to get instructions and configuration for your new
VPN connection. And you will see the following page in the browser window

2. In order to start the configuration you need to download the configuration file. To
dolriuis ds @nﬁmreﬂd'rlmezlhdlfk mtdad@mﬂ'i uration options

3. Save the fil load the
configurati nd copy the
configurati inwon| in this
WireGuard clien se!up gU|de.

4. Since we are setting up a connection for an Linux device, we need the WireGuard client

for Linux. To
install wire

5. After installi ate a

co
[ nterface
6. Copy the coaﬁm@tloqg%tli@thur terminal window.
DNS = 10.9.110.1,77.87.125.200
PrivateKey = GI2vxH1IBaX@kEgtS272f1jxLTe9zoRXW1P46ELNSFE=

AllowedIPs = 8.8.8.8/8

Persistentkeepalive = 5
Endpoint = 77.87.125.288:51938
PublicKey = xbrwWVHxNZ8UsjHQyyzFwmOEylUCHwvKQara,/ clolh2w=
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Iy Desktop * + o~ B o X
GNU nano 5.4 wg@.conf *

Address = 10.6.1168.7/24
DNS = 10.08.116.1,77.87.125.2680
PrivateHey = GI2vxH1JBaXBKEgtS272f1)xLT69zoRXW1PU66LNSF8=

AllowedIPs = 8.08.08.8/80

PersistentKeepalive = 5

Endpoint = 77.87.125.200:51930

PublicKey = xberHxNZSUsjHnyzmeDEleC+vaQBFGIcLOJh2w4

§e Help Write Out @Y Where Is Cut Ml Execute
@y Exit Read File @Y Replace Paste i Justify

7. Save the file, after saving the file you need to complete the connection.
Connect using the command: sudo wg-quick up wg0
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WireGuard clients configuring

Mikrotik WireGuard client
configuration

WireGuard VPN module

Configuring Mikrotik as an
WireGuard Client.

Make sure you have an up to date routerOS system.

Version must be at least: 7.6

[ admin@VPN- CLIENT] > system package print
Columns: NAME, VERSION
# NAME VERSION

O routeros 7.6

Open a single-use shipment on the WireGuard section for the client's
configuration request


https://puqcloud.com/link.php?id=78
https://puqcloud.com/index.php?rp=/store/wisecp-module-wireguard-vpn
https://download.puqcloud.com/WISECP/Product/PUQ_WISECP-WireGuard-VPN/
https://faq.puqcloud.com/

Dowload config file

[Interfacel
Address = 10.08.110.15/24
DNS = 10.0.110.1,77.87.125. 2080
PrivateKey = KGbQhRguInbAUFLoEVIvmS/53LNgtyjLOKIEI9snIk]=

[Peer]
AllowedIPs = 6.0.8.0/0
PersistentkKeepalive = 5
Endpoint = 77.87.125.200:51930
PublicKey = xbrwVHxNZ8UsjHOyyzFwmOEy 1UC+wvKOOFG/ cLodh2w=

Login to Mikrotik via Winbox

Click on the menu item WireGuard In the window that opens, in the WireGuard tab, click the
plus to add a new WireGuard interface

# Quick Set

Listen Port: | 13231

Private Ketf | bOhRgUINbA UFICEVIvmS/ 53LNgtyj LOKIEI9sn) kQ:| Al
Public Key: | |

el e e e e

bl Rlalem Ciemma ok SF

Copy the private key from the text configuration from the [Interface] section to the PrivateKey
field in the WireGuard interface settings in Mikrotik

Click OK to create the interface
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WireGuard
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|Hame
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Go to the peers tab.
Click plus to add a new peer

I WireGuard

—
[F[=] [l [=] [w]

|Interface + |Public Key |Endpoint |Endpoint .../ Allowed Address PresharedKey  |Persiste... |Rx [~

New Wireguard Peer

5 [ fox| |

Public Key: [ HOyyzFwmOEy 1UC+ wwKQOFG/cLojh2w= | | E— |
Endpoint{ 77.67.125.200 | | -
Endpoint Port{[51330 | | =
Allowed Address:[0.0.0.00 | = Disable
Preshared Key: | | = | CETrEr: |

Persistent Keepalive||5 | | -
RK:||]B Remove

|
Tc [0B |
|

Last Handshake: [00:00:00

|enabled

Interface - Select the previously created WireGuard interface

Public key - Copy the public key from the text configuration from the [Peer] section to the Public
key field

Endpoint - Copy the server address from the text configuration from the [Peer] section to the
endpoint field

Endpoint Port - Copy the server port from the text configuration from the [Peer] section to the
Endpoint Port field

Allowed Address - Copy AllowedIPs from the text configuration from the [Peer] section to the
Allowed Address field

Persistent Keepalive - Copy the PersistentKeepalive from the text configuration from the
[Peer] section to the Persistent Keepalive field

Click OK to create a peer
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WireGuard

WireGuard PE'EI'S‘

(%=l [][E]

|Interface / | public key |Endpoint |Endpoint ...| Allowed Add...|Preshared key |Persiste... [Rx T Last Handsha..| |¥
wireguardl bWV HXNZBUs|HQyyzFwmO...  77.87.125.200 51930 0.0.0.0/0 00:00:05 156 B 388 B 00:00:12 |

In order to have communication with the server, you need to set the
address on the WireGuard interface

Go to the menu item IP->Addresses In the window that opens, click the plus to assign an IP
address to the WireGuard interface

i Switch
°® Mesh
EEd o
iwe |
e .
J Routing I DHCP Client Interface >
S | DHCP Relay D = 192.168.129.2... 192.168.129.0  etherl
& Queues DHCP Server
B3 Files ONS
Log Firewall
& RADIUS Hotspot
» Tools [ Ipsec
B New Terminal Kid Control
% DotlX Meighbors
@- MetaROUTER Packing
P2 Partition Poal
[ Make Supout.rif Routes
(D New WinBox SMB
Bl Exit SNMP
SSH
= Windows " Services
Settings
Socks
TFTP
Traffic Flow
UPnP
VRF
Web Proxy

Addresse - Copy the Address from the text configuration from the [Interface] section to the
Address field
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Interface - Select the previously created WireGuard interface

Press the OK button to confirm

Address List

#[=] [l =] 7]
|.Fu:l|:i'ﬁs

/ | Network Interface |-
= 10.0.110.15/24 10.0.110.0 wireguardl =
D 4 192.168.129.2.. 192.168.129.0  etherl

You also need to configure the traffic routes you need at your discretion.
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WireGuard clients configuring

1I0S WireGuard client
configuration

WireGuard VPN module WISECP

Order now | Download | FAQ

In order to connect to a VPN, follow these steps:

1. Open the link you received in a browser to get instructions and configuration for your new
VPN connection. And you will see the following page in the browser window


https://puqcloud.com/link.php?id=78
https://puqcloud.com/index.php?rp=/store/wisecp-module-wireguard-vpn
https://download.puqcloud.com/WISECP/Product/PUQ_WISECP-WireGuard-VPN/
https://faq.puqcloud.com/

This is a one-time link with configuration
options

WireGuard

Download client Android

Download client 10S

Download client Windows

Download client macOS

Official clients WireGuard

<Rt |0

-y 1

Ao

I l.i'

A

A

IKEv2

Dowload Certificate CA

Server: dev.softkeel.com
Username: user 3
Password: dupa

Dowload Profile |
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2. Since we are setting up a connection for an iOS device, we need the WireGuard client for
iOS. To download the client on your phone, open the link on your mobile device and click
"Download client iOS".



This is a one-time link with configuration
options

WireGuard

Download client Android

Download client 10S

Download client Windows

Download client macOS

Official clients WireGuard

I-I" P
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3. After you click on the "Download client iOS" button, your application store will open,
where you need to install your client for iOS. Click "Install" to install the application on
your mobile device.
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4. After completing the app installation, open the app to configure your VPN connection.



«f LTE®

WireGuard

Fast, modern, secure VPN

6 RATINGS

4.2 4+ :
% % % % i Years Old Utilities

What's New

Version 1.0.16 5Mo ago

Small bug fixes.

Preview

WireGuard WireGuard edgesecuri
demo
edgesecurity ES Active
frisell
home Name
Public key 4N

infra-fr

Addresses

infra-us


https://doc.puq.info/uploads/images/gallery/2023-07/3.jpg

5. This is how the main window of the application looks like, which has no configured
connections. To set up a new VPN connection, you must press the plus button or "Add a
tunnel" button.



WireGuard
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6. After you click on the button that allows you to create a new connection, you will be
presented with several options. Now we will use the QR code scanning method. Click on
the "SCAN FROM QR CODE" button to start scanning.

Later in this manual, in point number 10, we will look at creating a connection
using a configuration file.



Add a new WireGuard tunnel

Create from file or archive

Create from QR code

Jﬁ

1 ]
R L e T
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It is worth noting that if you are using the application for the first time, your device
will ask you if you can allow access to the camera. You need to allow access to the
camera, otherwise scanning will not be possible.

7. After you can already start scanning and see that your device is ready, point your camera
at the QR code you received.

It is worth noting the system will ask your password

Tip: generate with ‘grencode -t ansiutf8 < tunnel.conf".

“WireGuard” Would Like to
Add VPN Configurations

12:23R all LTE®

Enter iPhone passcode
Add VPN Configurations

0O 0 0O O 0 O
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8. After scanning the code, when the scan was successful, the application will prompt you to
enter a name for the new connection. Enter a name and save the new configuration by
clicking on the "Save" button.



Please name the
scanned tunnel

11111111

111 1 L1111

298 1 1 1 1 11 B
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9. After you save your new connection, you will see a list of your VPN connections. Find the
required connection to activate it and switch the slider to activation mode.



12:23 8

4 Settings

WireGuard

dev.softkeel.com
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> To create a connection using a configuration

file: vou need to download the configuration file to your mobile device. To download
this file, click on the "Dowload config file" button.
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This is a one-time link with configuration
options

WireGuard
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11. Once your configuration file has been downloaded to your device, you need to proceed.
You need to return to the "WireGuard" application to import your configuration file. Click
"Create fron file or archive" to start importing the configuration file.

12:47 8 ol LTE®

WireGuard

dev.softkeel.com Q

Add a new WireGuard tunnel

Create from file or archive
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12. Next, you will be prompted to find your configuration file. You need to find the
configuration file and select it.
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13. After you select your configuration file, the connection will be created.
14. To connect to a new VPN connection, you need to activate the slider opposite to the
activate position.
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Navigate to the service you want to manage, then go to the 'Core' tab.

WireGuard VPN 5 Order Detail Dashboard / Orders / WireGuard VPN 5 Order Detail

i Detai o Core B Blocks + Order Addons Requirements © Upgrade / Dowingrade D Histary Cancellation  Refund

API Module PUQ WireGuard VPN

© APIanswer 0K

Name * Password Status ] Speed download Speed upload
pug-2-u-cloud BUBXHTN enable 10016 SM 5M
Online
WireGuard Online * WireGuard Endpoint WireGuard Latest handshake IKEV2 online IKEw2 Endpoint IKEV2 Uptime
na nfa nfa nia na nfa
2.0.8. 18.0.1 it burst 166eb cburst 1668b
10.0.1 0.2
t burst 168eb churst 15eeb
t burst 1688b cburst 1686b
oMbit burst 15eeb cburst 16eeb
16eeb churst 1ca
Username pug-2-84-cloud Password BUBXHITN
Server devsoftkeel.com - B v Dedicated IP 10016

Overwrite package settings

Send changes to server D Toapply the chang

In the opened tab, you have a view of the online status of the service. The available online
information includes:

® Connection status to the API
® Information about the VPN account on the PUQVPNCP server
® Diagnostic information about the account (online status, firewall rule counters, and so on).

Also, below are fields with the client's personal data, such as Username, Password, Server, and
Dedicated IP.
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You can also individually override package options for the client by checking the 'Overwrite

package settings' box.

After modifying the configuration options, check the 'Send changes to server' box to save

the data to the PUQVPNCP server.

Username pug-2-34-cloud Password BUBXHIT
Server deusoftkeel.com - B v Dedicated 1P 10016
Server Group Default (Servers: 2) " WireGuard Server Default
5 ]
Bandwidth Download Bandwidth Upload
in megabits (M n megaits (M)
pug- ~cloud
Username prefix Username suffix
Wil s he b f username. Only small etters and numb mb Will be appended ta the end of username. Only small letters and numbers and symbsl ="

hitpsifpug.plf
Link to instruction i

Link to VPN clients

A link to the instruction will be reflected in the client area.
Overwrite package settings Ouenwriting the package settings i necessary to persnalize the service if you need it
Send changes to server [ 2By thechanges s the serve, it s necessany o check his checkbor

https:#pugeloud.com/

Alink to the instruction will be reflected in the client area

Note: When changing the Server Group, Server, and WireGuard Server fields, make sure you
have a user with the username as specified in the 'Username’ field pre-created on the new
server. Otherwise, you will need to recreate the service for your client.
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Available options in the client panel:

Links in the form of buttons to the instruction and VPN clients

® General information about the service

® Password change option (for IKEv2)

® One-time link generation button for transmitting authorization data

® Option to download WireGuard configuration as a file

® QR code for WireGuard configuration

® Server certificate download button (for IKEv2)

®* Download button for the profile for the strongSwan mobile application (for IKEv2)
® VPN connection status

Screenshot of the client area
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